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UNIT I MOBILE NETWORKS  
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Establishment – Frequency Allocation – Routing – Mobility Management – Security –

GPRS. 

MOBILE COMPUTING – INTRODUCTION  

Mobile Computing: A technology that allows transmission of data, via a computer, without 

having to be connected to a fixed physical link.

Mobile communication is widely established throughout the world and has had a very rapid 

increase in the number of subscribers to the various cellular networks over the last few years. An 

extension of this technology is the ability to send and receive data across these cellular networks. 

This is the principle of mobile computing.  

Mobile data communication has become a very important and rapidly evolving technology as it 

allows users to transmit data from remote locations to other remote or fixed locations. This 

proves to be the solution to the biggest problem of business people on the move - mobility.  

Aspects of mobility:

Ø user mobility: users communicate (wireless) “anytime, anywhere, with anyone”

Ø device portability: devices can be connected anytime, anywhere to the network 

Mobility Issues

Bandwidth restrictions and variability 

Location-aware network operation 

o User may wake up in a new environment 

o Dynamic replication of data 

Querying wireless data & location-based responses 

Busty network activity during connections & handling disconnections 

Disconnection 

o OS and File System Issues - allow for disconnected operation 

o Database System Issues - when disconnected, based on local data 

Portability Issues

Battery power restrictions 

Risks to data 

- Physical damage, loss, theft 

- Unauthorized access 



 

- encrypt data stored on mobiles 

- Backup critical data to fixed (reliable) hosts 

Small user interface 

       - Small displays due to battery power and aspect ratio constraints  

      - Cannot open too many windows  

   - Difficult to click on miniature icons 

    - Input - Graffiti, (Dictionary-based) Expectation 

    - Gesture or handwriting recognition with Stylus Pen Voice matching or voice 

recognition 

APPLICATIONS

Vehicles 

§ transmission of news, road condition, weather, music via DAB 

§ personal communication using GSM 

§ position via GPS 

§ local ad-hoc network with vehicles close-by to prevent accidents, guidance 

system, redundancy  

§ vehicle data (e.g., from busses, high-speed trains) can be transmitted in advance 

for maintenance  

Emergencies 

§ early transmission of patient data to the hospital, current status, first diagnosis 

§ Replacement of a fixed infrastructure in case of earthquakes, hurricanes, fire etc. 

§ crisis, war, ... 

Travelling salesmen 

§ direct access to customer files stored in a central location 

§ consistent databases for all agents 

§ mobile office 

Replacement of fixed networks 

§ remote sensors, e.g., weather, earth activities 

§ flexibility for trade shows 



 

§ LANs in historic buildings 

Entertainment, education, 

§ outdoor Internet access  

§ intelligent travel guide with up-to-date location dependent information 

§ ad-hoc networks for multi user games  

Location dependent services

Location aware services 

§ what services, e.g., printer, fax, phone, server etc. exist in the local environment 

Follow-on services 

§ automatic call-forwarding, transmission of the actual workspace to the current 

location 

Information services 

§ „push“: e.g., current special offers in the supermarket

§ „pull“: e.g., where is the Black Forrest Cherry Cake?

Support services 

§ caches, intermediate results, state information etc. „follow“ the mobile device 

through the fixed network Privacy 

§ who should gain knowledge about the location 

Effects of device portability

Power consumption 

§ limited computing power, low quality displays, small disks due to limited battery 

capacity 

§ CPU: power consumption ~ CV2f 

C: internal capacity, reduced by integration 

V: supply voltage, can be reduced to a certain limit 

f: clock frequency, can be reduced temporally 

Loss of data 



 

§ higher probability, has to be included in advance into the design (e.g., defects, 

theft) 

§

Limited user interfaces 

§ compromise between size of fingers and portability 

§ integration of character/voice recognition, abstract symbols 

§ limited value of mass memories with moving parts 

§ Flash-memory or? as alternative 

Wireless networks in comparison to fixed networks

Higher loss-rates due to interference 

§ emissions of, e.g., engines, lightning 

Restrictive regulations of frequencies 

§ frequencies have to be coordinated, useful frequencies are almost all occupied 

Low transmission rates 

§ local some Mbit/s, regional currently, e.g., 9.6kbit/s with GSM .Higher delays, 

higher jitter 

§ connection setup time with GSM in the second range, several hundred 

milliseconds for other wireless systems 

Lower security, simpler active attacking 

§ radio interface accessible for everyone, base station can be simulated, thus 

attracting calls from mobile phones 

Always shared medium 

§ secure access mechanisms important 

EXISTING CELLULAR NETWORK ARCHITECTURE 

Mobile telephony took off with the introduction of cellular technology which allowed the 

efficient utilisation of frequencies enabling the connection of a large number of users. During the 

1980's analogue technology was used. Among the most well known systems were the NMT900 

and 450 (Nordic Mobile Telephone) and the AMPS (Advanced Mobile Phone Service). In the 

1990's the digital cellular technology was introduced with GSM (Global System Mobile) being 

the most widely accepted system around the world. Other such systems are the DCS1800 

(Digital Communication System) and the PCS1900 (Personal Communication System).  

A cellular network consists of mobile units linked together to switching equipment, which 

interconnect the different parts of the network and allow access to the fixed Public Switched 

Telephone Network (PSTN). The technology is hidden from view; it's incorporated in a number 

of tranceivers called Base Stations (BS). Every BS is located at a strategically selected place and 

covers a given area or cell - hence the name cellular communications. A number of adjacent cells 



 

grouped together form an area and the corresponding BSs communicate through a so called 

Mobile Switching Centre (MSC). The MSC is the heart of a cellular radio system. It is 

responsible for routing, or switching, calls from the originator to the destinator. It can be 

thought of managing the cell, being responsible for set-up, routing control and termination of the 

call, for management of inter-MSC hand over and supplementary services, and for collecting 

charging and accounting information. The MSC may be connected to other MSCs on the same 

network or to the PSTN.  

Mobile Switching Centre 

The frequencies used vary according to the cellular network technology implemented. For GSM, 

890 - 915 MHz range is used for transmission and 935 -960 MHz for reception. The DCS 

techology uses frequencies in the 1800MHz range while PCS in the 1900MHz range.  

Each cell has a number of channels associated with it. These are assigned to subscribers on 

demand. When a Mobile Station (MS) becomes 'active' it registers with the nearest BS. The 

corresponding MSC stores the information about that MS and its position. This information is 

used to direct incoming calls to the MS.  

If during a call the MS moves to an adjacent cell then a change of frequency will necessarily 

occur - since adjacent cells never use the same channels. This procedure is called hand over and 

is the key to Mobile communications. As the MS is approaching the edge of a cell, the BS 

monitors the decrease in signal power. The strength of the signal is compared with adjacent cells 

and the call is handed over to the cell with the strongest signal.  

During the switch, the line is lost for about 400ms. When the MS is going from one area to 

another it registers itself to the new MSC. Its location information is updated, thus allowing MSs 

to be used outside their 'home' areas. 



 

CELLULAR WIRELESS NETWORKS 

Cellular systems for mobile communications implement SDM. Each transmitter, typically called 

a base station, covers a certain area, a cell. Cell radii can vary from tens of meters in buildings, 

and hundreds of meters in cities, up to tens of kilometers in the countryside. The shape of cells 

are never perfect circles or hexagons (as shown in Figure 2.41), but depend on the environment 

(buildings, mountains, valleys etc.), on weather conditions, and sometimes even on system 

load. Typical systems using this approach are mobile telecommunication systems (see chapter 4), 

where a mobile station within the cell around a base station communicates with this base station 

and vice versa. 

Advantages of cellular systems with small cells are the following: 

● Higher capacity: Implementing SDM allows frequency reuse. If one transmitter is far away 

from another, i.e., outside the interference range, it can reuse the same frequencies. As most 

mobile phone systems assign frequencies to certain users (or certain hopping patterns), this 

frequency is blocked for other users. But frequencies are a scarce resource and, the number of 

concurrent users per cell is very limited. Huge cells do not allow for more users. On the contrary, 

they are limited to less possible users per km2. This is also the reason for using very small cells 

in cities where many more people use mobile phones. 

● Less transmission power: While power aspects are not a big problem for base stations, they 

are indeed problematic for mobile stations. A receiver far away from a base station would need 

much more transmit power than the current few Watts. But energy is a serious problem for 

mobile handheld devices. 

● Local interference only: Having long distances between sender and receiver results in even 

more interference problems. With small cells, mobile stations and base stations only have to deal 

with ‘local’ interference.  



 

● Robustness: Cellular systems are decentralized and so, more robust against the failure of 

single components. If one antenna fails, this only influences communication within a small area. 

Small cells also have some disadvantages: 

● Infrastructure needed: Cellular systems need a complex infrastructure to connect all base 

stations. This includes many antennas, switches for call forwarding, location registers to find a 

mobile station etc, which makes the whole system quite expensive 

Handover needed: The mobile station has to perform a handover when changing from one cell 

to another. Depending on the cell size and the speed of movement, this can happen quite often. 

● Frequency planning: To avoid interference between transmitters using the same frequencies, 

frequencies have to be distributed carefully. On the one hand, interference should be avoided, on 

the other, only a limited number of frequencies is available. 

To avoid interference, different transmitters within each other’s interference range use FDM. If 

FDM is combined with TDM the hopping pattern has to be coordinated. The general goal is 

never to use the same frequency at the same time within the interference range (if CDM is not 

applied). Two possible models to create cell patterns with minimal interference are shown in 

Figure 2.41. Cells are combined in clusters – on the left side three cells form a cluster, on the 

right side seven cells form a cluster. All cells within a cluster use disjointed sets of frequencies. 

On the left side, one cell in the cluster uses set f1, another cell f2, and the third cell f3. In real-life 

transmission, the pattern will look somewhat different. The hexagonal pattern is chosen as a 

simple way of illustrating the model. This pattern also shows the repetition of the same 

frequency sets. The transmission power of a sender has to be limited to avoid interference with 

the next cell using the same frequencies. To reduce interference even further (and under certain 

traffic conditions, i.e., number of users per km2) sectorized antennas can be used. Figure 2.42 

shows the use of three sectors per cell in a cluster with three cells. Typically, it 

makes sense to use sectorized antennas instead of omni-directional antennas for larger cell radii. 

The fixed assignment of frequencies to cell clusters and cells respectively, is not very efficient 

if traffic load varies. For instance, in the case of a heavy load in one cell and a light 



 

load in a neighboring cell, it could make sense to ‘borrow’ frequencies. Cells with more traffic 

are dynamically allotted more frequencies. This scheme is known as borrowing channel 

allocation (BCA), while the first fixed scheme is called fixed channel allocation (FCA). FCA 

is used in the GSM system as it is much simpler to use, but it requires careful traffic analysis 

before installation.A dynamic channel allocation (DCA) scheme has been implemented in 

DECT (see section 4.2). In this scheme, frequencies can only be borrowed, but it is also possible 

to freely assign frequencies to cells. With dynamic assignment of frequencies to cells, the danger 

of interference with cells using the same frequency exists. The ‘borrowed’ frequency can be 

blocked in the surrounding cells. 

GSM – ARCHITECTURE 

GSM is the most successful digital mobile telecommunication system in the world today. It is 

used by over 800 million people in more than 190 countries. In the early 1980s, Europe had 

numerous coexisting analog mobile phone systems, which were often based on similar standards 

(e.g., NMT 450), but ran on slightly different carrier frequencies. To avoid this situation for a 

second generation fully digital system, the groupe spéciale mobile (GSM) was founded in 

1982. This system was soon named the global system for mobile communications (GSM),

with the specification process lying in the hands of ETSI (ETSI, 2002), (GSM Association, 

2002). The primary goal of GSM was to provide a mobile phone system that allows users to 

roam throughout Europe and provides voice services compatible to ISDN and other PSTN 

systems. The specification for the initial system already covers more than 5,000 pages; new 

services, in particular data services, now add even more specification details. Readers familiar 

with the ISDN reference model will recognize many similar acronyms, reference points, and 

interfaces. GSM standardization aims at adopting as much as possible. 

System architecture 

As with all systems in the telecommunication area, GSM comes with a hierarchical,complex 

system architecture comprising many entities, interfaces, and acronyms. Figure 4.4 gives a 

simplified overview of the GSM system as specified in ETSI (1991b). A GSM system consists of 

three subsystems, the radio sub system (RSS), the network and switching subsystem (NSS),

and the operation subsystem (OSS). Each subsystem will be discussed in more detail in the 

following sections. Generally, a GSM customer only notices a very small fraction of the whole 

network – the mobile stations (MS) and some antenna masts of the base transceiver stations 

(BTS). 



 

Radio subsystem 

As the name implies, the radio subsystem (RSS) comprises all radio specific entities, 

i.e., the mobile stations (MS) and the base station subsystem (BSS). Figure 4.4 shows the 

connection between the RSS and the NSS via the A interface (solid lines) and the connection to 

the OSS via the O interface (dashed lines). The A interface is typically based on circuit-

switched PCM-30 systems (2.048 Mbit/s), carrying up to 30 64 kbit/s connections, whereas the 

O interface uses the Signalling System No. 7 (SS7) based on X.25 carrying management data 

to/from the RSS. 

Base station subsystem (BSS): A GSM network comprises many BSSs, each controlled by a 

base station controller (BSC). The BSS performs all functions necessary to maintain radio 

connections to an MS, coding/decoding of voice, and rate adaptation to/from the wireless 

network part. Besides a BSC,the BSS contains several BTSs. 



 

● Base transceiver station (BTS): A BTS comprises all radio equipment, i.e. antennas, signal 

processing, amplifiers necessary for radio transmission. A BTS can form a radio cell or, using 

sectorized antennas, several cells (see section 2.8), and is connected to MS via the Um interface 

(ISDN U interface for mobile use), and to the BSC via the Abis interface. The Um interface 

contains all the mechanisms necessary for wireless transmission (TDMA, FDMA etc.) and will 

be discussed in more detail below. The Abis interface consists of 16 or 64 kbit/s connections. A 

GSM cell can measure between some 100 m and 35 km depending on the environment 

(buildings, open space, mountains.etc.) but also expected traffic. 

Base station controller (BSC): The BSC basically manages the BTSs. It reserves radio 

frequencies, handles the handover from one BTS to another within the BSS, and performs paging 

of the MS. The BSC also multiplexes the radio channels onto the fixed network connections at 

the A interface.  

● Mobile station (MS): The MS comprises all user equipment and software needed for 

communication with a GSM network. An MS consists of user independent hard- and software 

and of the subscriber identity module (SIM), which stores all user-specific data that is relevant 

to GSM.3 While an MS can be identified via the international mobile equipment identity 

(IMEI), a user can personalize any MS using his or her SIM, i.e., user-specific mechanisms like 

charging and authentication are based on the SIM, not on the device itself. Device-specific 

mechanisms, e.g., theft protection, use the device specific IMEI. Without the SIM, only 

emergency calls are possible. The SIM card contains many identifiers and tables, such as card-

type, serial number, a list of subscribed services, a personal identity number (PIN), a PIN 

unblocking key (PUK), an authentication key Ki, and the international mobile subscriber 

identity (IMSI) (ETSI, 1991c). The PIN is used to unlock the MS. Using the wrong PIN three 

times will lock the SIM. In such cases, the PUK is needed to unlock the SIM. The MS stores 

dynamic information while logged onto the GSM system, such as, e.g., the cipher key Kc and 

the location information consisting of a temporary mobile subscriber identity (TMSI) and the 

location area identification (LAI). Typical MSs for GSM 900 have a transmit power of up to 2 

W, whereas for GSM 1800 1 W is enough due to the smaller cell size. Apart from the telephone 

interface, an MS can also offer other types of interfaces to users with display, loudspeaker, 

microphone, and programmable soft keys. Further interfaces comprise computer modems, IrDA, 

or Bluetooth. Typical MSs, e.g., mobile phones, comprise many more vendor-specific functions 

and components, such as cameras, fingerprint sensors, calendars, address books, games, and 

Internet browsers. Personal digital assistants (PDA) with mobile phone functions are also 

available. The reader should be aware that an MS could also be integrated into a car or be used 

for location tracking of a container  

Network and switching subsystem 

The “heart” of the GSM system is formed by the network and switching subsystem (NSS). The 

NSS connects the wireless network with standard public networks, performs handovers between 

different BSSs, comprises functions for worldwide localization of users and supports charging, 

accounting, and roaming of users between different providers in different countries. The NSS 

consists of the following switches and databases: 

● Mobile services switching center (MSC): MSCs are high-performance digital ISDN 

switches. They set up connections to other MSCs and to the BSCs via the A interface, and form 



 

the fixed backbone network of a GSM system. Typically, an MSC manages several BSCs in a 

geographical region. A gateway MSC (GMSC) has additional connections to other fixed 

networks, such as PSTN and ISDN. Using additional interworking functions (IWF), an MSC 

can also connect to public data networks (PDN) such as X.25. An MSC handles all signaling 

needed for connection setup, connection release and handover of connections to other MSCs. 

The standard signaling system No. 7 (SS7) is used for this purpose. SS7 covers all aspects of 

control signaling for digital networks (reliable routing and delivery of control messages, 

establishing and monitoring of calls). Features of SS7 are number portability, free 

phone/toll/collect/credit calls, call forwarding, three-way calling etc. AnMSC also performs all 

functions needed for supplementary services such as call forwarding, multi-party calls, reverse 

charging etc. 

● Home location register (HLR): The HLR is the most important database in a GSM system as 

it stores all user-relevant information. This comprises static information, such as the mobile 

subscriber ISDN num ber (MSISDN), subscribed services (e.g., call forwarding, roaming 

restrictions, GPRS), and the international mobile subscriber identity (IMSI). Dynamic 

information is also needed, e.g., the current location area (LA) of the MS, the mobile 

subscriber roaming number (MSRN), the current VLR and MSC. As soon as an MS leaves its 

current LA, the information in the HLR is updated. This information is necessary to localize a 

user in the worldwide GSM network. All these user-specific information elements only exist 

once for each user in a single HLR, which also supports charging and accounting. The 

parameters will be explained in more detail in section 4.1.5. HLRs can manage data for several 

million customers and contain highly specialized data bases which must fulfill certain real-time 

requirements to answer requests within certain time-bounds. 

● Visitor location register (VLR): The VLR associated to each MSC is a dynamic database 

which stores all important information needed for the MS users currently in the LA that is 

associated to the MSC (e.g., IMSI, MSISDN, HLR address). If a new MS comes into an LA the 

VLR is responsible for, it copies all relevant information for this user from the HLR. This 

hierarchy of VLR and HLR avoids frequent HLR updates and long-distance signaling of user 

information 

Operation subsystem 

The third part of a GSM system, the operation subsystem (OSS), contains the necessary 

functions for network operation and maintenance. The OSS possesses network entities of its own 

and accesses other entities via SS7 signaling (see Figure 4.4). The following entities have been 

defined: 

● Operation and maintenance center (OMC): The OMC monitors and controls all other 

network entities via the O interface (SS7 with X.25). Typical OMC management functions are 

traffic monitoring, status reports of network entities, subscriber and security management, or 

accounting and billing. OMCs use the concept of telecommunication management network 

(TMN) as standardized by the ITU-T.

Authentication centre (AuC): As the radio interface and mobile stations are particularly 

vulnerable, a separate AuC has been defined to protect user identity and data transmission. The 

AuC contains the algorithms for authentication as well as the keys for encryption and generates 

the values needed for user authentication in the HLR. The AuC may, in fact, be situatedin a 

special protected part of the HLR. 



 

● Equipment identity register (EIR): The EIR is a database for all IMEIs, i.e., it stores all 

device identifications registered for this network. As MSs are mobile, they can be easily stolen. 

With a valid SIM, anyone could use the stolen MS. The EIR has a blacklist of stolen (or locked) 

devices. In theory an MS is useless as soon as the owner has reported a theft. Unfortunately, the 

blacklists of different providers are not usually synchronized and the illegal use of a device in 

another operator’s network is possible (the reader may speculate as to why this is the case). The 

EIR also contains a list of valid IMEIs (white list), and a list of malfunctioning devices (gray 

list). 

PROTOCOLS 

Figure 4.7 shows the protocol architecture of GSM with signaling protocols and interfaces. The 

main interest lies in the Um interface, as the other interfaces occur between entities in a fixed 

network. Layer 1, the physical layer, handles all radio-specific functions. This includes the 

creation of bursts according to the five different formats, multiplexing of bursts into a TDMA 

frame, synchronization with the BTS, detection of idle channels, and measurement of the 

channel quality on the downlink. The physical layer at Um uses GMSK for digital modulation 

and performs encryption/decryption of data, i.e., encryption is not performed end-to-end, but 

only between MS and BSS over the air interface. Synchronization also includes the correction of 

the individual path delay between an MS and the BTS. All MSs within a cell use the same BTS 

and thus must be synchronized to this BTS. The BTS generates the time-structure of frames, 

slots etc. A problematic aspect in this context are the different round trip times (RTT). An MS 

close to the BTS has a very short RTT, whereas an MS 35 km away already exhibits an RTT of 

around 0.23 ms. If the MS far away used the slot structure with out correction, large guard spaces 

would be required, as 0.23 ms are already 40 percent of the 0.577 ms available for each slot. 

Therefore, the BTS sends the current RTT to the MS, which then adjusts its access time so that 

all bursts reach the BTS within their limits. Adjusting the access is controlled via the variable 

timing advance, where a burst can be shifted up to 63 bit times earlier, with each bit having a 

duration of 3.69 μs (which results in the 0.23 ms needed). As the variable timing advance cannot 

be extended a burst cannot be shifted earlier than 63 bit times. This results in the 35 km 

maximum distance between an MS and a BTS. It might be possible to receive the signals over 

longer distances; to avoid collisions at the BTS, access cannot be allowed. 



 

The main tasks of the physical layer comprise channel coding and error detection/correction,

which is directly combined with the coding mechanisms. Channel coding makes extensive use of 

different forward error correction (FEC) schemes. FEC adds redundancy to user data, 

allowing for the detection and correction of selected errors. The power of an FEC scheme 

depends on the amount of redundancy, coding algorithm and further interleaving of data to 

minimize the effects of burst errors. The FEC is also the reason why error detection and 

correction occurs in layer one and not in layer two as in the ISO/OSI reference model. The GSM 

physical layer tries to correct errors, but it does not deliver erroneous data to the higher layer. 

Different logical channels of GSM use different coding schemes with different correction 

capabilities. Speech channels need additional coding of voice data after analog to digital 

conversion, to achieve a data rate of 22.8 kbit/s (using the 13 kbit/s from the voice codec plus 

redundancy, CRC bits, and interleaving (Goodman, 1997). As voice was assumed to be the main 

service in GSM, the physical layer also contains special functions, such as voice activity 

detection (VAD), which transmits voice data only when there is a voice signal. This mechanism 

helps to decrease interference as a channel might be silent approximately 60 per cent of the time 

(under the assumption that only one person speaks at the same time and some extra time is 

needed to switch between the speakers). During periods of silence (e.g., if a user needs time to 

think before talking), the physical layer generates a comfort noise to fake a connection 

(complete silence would probably confuse a user), but no actual transmission takes place. The 

noise is even adapted to the current background noise at the communication partner’s location.

All this interleaving of data for a channel to minimize interference due to burst errors and the 

recurrence pattern of a logical channel generates a delay for transmission. The delay is about 60 

ms for a TCH/FS and 100 ms for a TCH/F9.6 (within 100 ms signals in fixed networks easily 

travel around the globe). These times have to be added to the transmission delay if 

communicating with an MS instead of a standard fixed station (telephone, computer etc.) and 

may influence the performance of any higher layer protocols, e.g., for computer data 

transmission 



 

Signaling between entities in a GSM network requires higher layers (see Figure 4.7). For this 

purpose, the LAPDm protocol has been defined at the Um interface for layer two. LAPDm, as 

the name already implies, has been derived from link access procedure for the D-channel 

(LAPD) in ISDN systems, which is a version of HDLC (Goodman, 1997), (Halsall, 1996). 

LAPDm is a lightweight LAPD because it does not need synchronization flags or checksumming 

for error detection.(The GSM physical layer already performs these tasks.) LAPDm offers 

reliable data transfer over connections, re-sequencing of data frames, and flow control (ETSI, 

1993b), (ETSI, 1993c). As there is no buffering between layer one and two, LAPDm has to obey 

the frame structures, recurrence patterns etc. defined for the Um interface. Further services 

provided by LAPDm include segmentation and reassembly of data and 

acknowledged/unacknowledged data transfer.The network layer in GSM, layer three, comprises 

several sublayers as Figure 4.7 shows. The lowest sublayer is the radio resource management 

(RR). Only a part of this layer, RR’, is implemented in the BTS, the remainder is situated in the 

BSC. The functions of RR’ are supported by the BSC via the BTS management (BTSM). The 

main tasks of RR are setup, maintenance, and release of radio channels. RR also directly 

accesses the physical layer for radio information and offers a reliable connection to the next 

higher layer. 

Mobility management (MM) contains functions for registration, authentication, identification, 

location updating, and the provision of a temporary mobile subscriber identity (TMSI) that 

replaces the international mobile subscriber identity (IMSI) and which hides the real identity 

of an MS user over the air interface. While the IMSI identifies a user, the TMSI is valid only in 

the current location area of a VLR. MM offers a reliable connection to the next higher layer. 

Finally, the call management (CM) layer contains three entities: call control (CC), short 

message service (SMS), and supplementary service (SS). SMS allows for message transfer 

using the control channels SDCCH and SACCH (if no signaling data is sent), while SS offers the 

services described in section 4.1.1.3. CC provides a point-to-point connection between two 

terminals and is used by higher layers for call establishment, call clearing and change of call 

parameters. This layer also provides functions to send in-band tones, called dual tone multiple 

frequency (DTMF), over the GSM network. These tones are used, e.g., for the remote control of 

answering machines or the entry of PINs in electronic banking and are, also used for dialing in 

traditional analog telephone systems. These tones cannot be sent directly over the voice codec of 

a GSM MS, as the codec would distort the tones. They are transferred as signals and then 

converted into tones in the fixed network part of the GSM system. Additional protocols are used 

at the Abis and A interfaces (the internal interfaces of a GSM system not presented here). Data 

transmission at the physical layer typically uses pulse code modulation (PCM) systems. While 

PCM systems offer transparent 64 kbit/s channels, GSM also allows for the submultiplexing of 

four 16 kbit/s channels into a single 64 kbit/s channel (16 kbit/s are enough for user data from an 

MS). The physical layer at the A interface typically includes leased lines with 2.048 Mbit/s 

capacity. LAPD is used for layer two at Abis, BTSM for BTS management. Signaling system 

No. 7 (SS7) is used for signaling between an MSC and a BSC. This protocol also transfers all 

management information between MSCs, HLR, VLRs, AuC, EIR, and OMC. An MSC can also 

control a BSS via a BSS application part (BSSAP).

FREQUENCY ALLOCATION 



 

Radio transmission can take place using many different frequency bands. Each frequency band 

exhibits certain advantages and disadvantages. Figure 2.1 gives a rough overview of the 

frequency spectrum that can be used for data transmission. The figure shows frequencies starting 

at 300 Hz and going up to over 300 THz. Directly coupled to the frequency is the wavelength λ 

via the equation: 

λ = c/f, 

where c  3·108 m/s (the speed of light in vacuum) and f the frequency. For traditional wired 

networks, frequencies of up to several hundred kHz are used for distances up to some km with 

twisted pair copper wires, while frequencies of several hundred MHz are used with coaxial cable 

(new coding schemes work with several hundred MHz even with twisted pair copper wires over 

distances of some 100 m). Fiber optics are used for frequency ranges of several hundred THz, 

but here one typically refers to the wavelength which is, e.g., 1500 nm, 1350 nm etc. (infra red). 

Radio transmission starts at several kHz, the very low frequency (VLF) range. These are very 

long waves. Waves in the low frequency (LF) range are used by submarines, because they can 

penetrate water and can follow the earth’s surface. Some radio stations still use these 

frequencies, e.g., between 148.5 kHz and 283.5 kHz in Germany. The medium frequency (MF) 

and high frequency (HF) ranges are typical for transmission of hundreds of radio stations either 

as amplitude modulation (AM) between 520 kHz and 1605.5 kHz, as short wave (SW) between 

5.9 MHz and 26.1 MHz, or as frequency modulation (FM) between 87.5 MHz and 108 MHz. 

The frequencies limiting these ranges are typically fixed by national regulation and, vary from 

country to country. Short waves are typically used for (amateur) radio transmission around the 

world, enabled by reflection at the ionosphere. Transmit power is up to 500 kW – which is quite 

high compared to the 1 W of a mobile phone. As we move to higher frequencies, the TV stations 

follow. Conventional analog TV is transmitted in ranges of 174–230 MHz and 470–790 MHz 

using the very high frequency (VHF) and ultra high frequency (UHF) bands. In this range, 

digital audio broadcasting (DAB) takes place as well (223–230 MHz and 1452–1472 MHz) and 

digital TV is planned or currently being installed (470– 862 MHz), reusing some of the old 

frequencies for analog TV. UHF is also used for mobile phones with analog technology (450–

465 MHz), the digital GSM (890–960 MHz, 1710–1880 MHz), digital cordless telephones 

following the DECT standard (1880–1900 MHz), 3G cellular systems following the UMTS 

standard (1900–1980 MHz, 2020–2025 MHz, 2110–2190 MHz) and many more. VHF and 

especially UHF allow for small antennas and relatively reliable connections for mobile 

telephony. 

Super high frequencies (SHF) are typically used for directed microwave links (approx. 2–40

GHz) and fixed satellite services in the C-band (4 and 6 GHz), Ku-band (11 and 14 GHz), or Ka-

band (19 and 29 GHz). Some systems are planned in the extremely high frequency (EHF) 

range which comes close to infra red. All radio frequencies are regulated to avoid interference, 

e.g., the German regulation covers 9 kHz–275 GHz. The next step into higher frequencies 

involves optical transmission, which is not only used for fiber optical links but also for wireless 

communications. Infra red (IR) transmission is used for directed links, e.g., to connect different 

buildings via laser links. The most widespread IR technology, infra red data association (IrDA), 

uses wavelengths of approximately 850–900 nm to connect laptops, PDAs etc. Finally, visible 

light has been used for wireless transmission for thousands of years. While light is not very 

reliable due to interference, but it is nevertheless useful due to built-in human receivers. 



 

ROUTING 

A satellite system together with gateways and fixed terrestrial networks as shown in Figure 5.1 

has to route data transmissions from one user to another as any other network does. Routing in 

the fixed segment (on earth) is achieved as usual, while two different solutions exist for the 

satellite network in space. If satellites offer ISLs, traffic can be routed between the satellites. If 

not, all traffic is relayed to earth, routed there, and relayed back to a satellite. Assume two users 

of a satellite network exchange data. If the satellite system supports ISLs, one user sends data up 

to a satellite and the satellite forwards it to the one responsible for the receiver via other 

satellites. This last satellite now sends the data down to the earth. This means that only one 

uplink and one downlink per direction is needed. The ability of routing within the satellite 

network reduces the number of gateways needed on earth. If a satellite system does not offer 

ISLs, the user also sends data up to a satellite, but now this satellite forwards the data to a 

gateway on earth. Routing takes place in fixed networks as usual until another gateway is 

reached which is responsible for the satellite above the receiver. Again data is sent up to the 

satellite which forwards it down to the receiver. This solution requires two uplinks and two 

downlinks. Depending on the orbit and the speed of routing in the satellite network compared to 

the terrestrial network, the solution with ISLs might offer lower latency. The drawbacks of ISLs 

are higher system complexity due to additional antennas and routing hard- and software for the 

satellites. 
 



 

 

 

 

 

 

Mobility Management  

Mobility management is nothing but the technique in which uninterrupted signal connectivity is 

maintained, when a mobile device changes location from cell Ci to Cj or from network Ni to 

network Nj . Following are the two important points to ensure constant connectivity:

1. Infrastructure management that connects two or more cells or networks.

2. Location management and registration management by handoff when mobile devices move 

from one cell to another cell.

The technique of mobility management is as shown in following diagram:



 

 

Mobility Management is one of the major functionality of a GSM or a UMTS network. Mobile 

devices inform the cellular network, whenever it moves from one location area to another. 

Mobiles devices detects the location area codes. When a mobile finds that the location area code 

is different from its last update, it performs another update by sending to the network, a location 

update request, together with its previous location, and its Temporary Mobile Subscriber Identity 

(TMSI) as well. Thus a subscriber enjoys an uninterrupted access to the network. Roaming is the 

fundamental mobility management procedures of all cellular networks. Roaming is referred as 

the ability for a customer to automatically make and receive voice calls, send and receive data, or 

access other services, including home data services, when travelling outside the geographical 

coverage area of the home network, by means of using a visited network. This can be possible by 

using a communication terminal. Roaming is always technically supported by mobility 

management, authentication, authorization as well as billing procedures.

 

 

SECURITY 

GSM offers several security services using confidential information stored in the AuC and in the 

individual SIM (which is plugged into an arbitrary MS). The SIM stores personal, secret data and 

is protected with a PIN against unauthorized use. (For example, the secret key Ki used for 

authentication and encryption procedures is stored in the SIM.) The security services offered by 

GSM are explained below:

● Access control and authentication: The first step includes the authentication of a valid user 

for the SIM. The user needs a secret PIN to access the SIM. The next step is the subscriber 

authentication (see Figure 4.10). 



 

● Confidentiality: All user-related data is encrypted. After authentication, BTS and MS apply 

encryption to voice, data, and signaling. This confidentiality exists only between MS and BTS, 

but it does not exist end-to-end or within the whole fixed GSM/telephone network. 

● Anonymity: To provide user anonymity, all data is encrypted before transmission, and user 

identifiers (which would reveal an identity) are not used over the air. Instead, GSM transmits a 

temporary identifier (TMSI), which is newly assigned by the VLR after each location update. 

Additionally, the VLR can change the TMSI at any time. 

Three algorithms have been specified to provide security services in GSM. 

Algorithm A3 is used for authentication, A5 for encryption, and A8 for the generation of a 

cipher key. In the GSM standard only algorithm A5 was publicly available, whereas A3 and A8 

were secret, but standardized with open interfaces. Both A3 and A8 are no longer secret, but 

were published on the internet in 1998. This demonstrates that security by obscurity does not 

really work. As it turned out, the algorithms are not very strong. However, network providers 

can use stronger algorithms for authentication – or users can apply stronger end-to-end 

encryption. Algorithms A3 and A8 (or their replacements) are located on the SIM and in the 

AuC and can be proprietary. Only A5 which is implemented in the devices has to be identical for 

all providers. 

Authentication 

Before a subscriber can use any service from the GSM network, he or she must be authenticated. 

Authentication is based on the SIM, which stores the individual authentication key Ki, the user 

identification IMSI, and the algorithm used for authentication A3. Authentication uses a 

challenge-response method: the access control AC generates a random number RAND as 

challenge, and the SIM within the MS answers with SRES (signed response) as response (see 

Figure 4.14). The AuC performs the basic generation of random values RAND, signed 

responses SRES, and cipher keys Kc for each IMSI, and then forwards this information to the 

HLR. The current VLR requests the appropriate values for RAND, SRES, and Kc from the HLR. 

For authentication, the VLR sends the random value RAND to the SIM. Both sides, network and 

subscriber module, perform the same operation with RAND and the key Ki, called A3. The MS 



 

sends back the SRES generated by the SIM; the VLR can now compare both values. If they are 

the same, the VLR accepts the subscriber, otherwise the subscriber is rejected. 

Encryption 

To ensure privacy, all messages containing user-related information are encrypted in GSM over 

the air interface. After authentication, MS and BSS can start using encryption by applying the 

cipher key Kc (the precise location of security functions for encryption, BTS and/or BSC are 

vendor dependent). Kc is generated using the individual key Ki and a random value by applying 

the algorithm A8. Note that the SIM in the MS and the network both calculate the same Kc based 

on the random value RAND. The key Kc itself is not transmitted over the air interface. 

MS and BTS can now encrypt and decrypt data using the algorithm A5 and the cipher key Kc. 

As Figure 4.15 shows, Kc should be a 64 bit key – which is not very strong, but is at least a good 

protection against simple eavesdropping. However, the publication of A3 and A8 on the internet 

showed that in certain implementations 10 of the 64 bits are always set to 0, so that the real 

length of the key is thus only 54 consequently, the encryption is much weaker. 
 

GPRS 

The general packet radio service (GPRS) provides packet mode transfer for applications that 

exhibit traffic patterns such as frequent transmission of small volumes (e.g., typical web 

requests) or infrequent transmissions of small or medium volumes (e.g., typical web responses) 

according to the requirement specification (ETSI, 1998a). Compared to existing data transfer 

services, GPRS should use the existing network resources more efficiently for packet mode 



 

applications, and should provide a selection of QoS parameters for the service requesters. GPRS 

should also allow for broadcast, multicast, and unicast service. The overall goal in this context is 

the provision of a more efficient and, thus, cheaper packet transfer service for typical internet 

applications that usually rely solely on packet transfer. 

Users of GPRS can specify a QoS-profile. This determines the service precedence (high, 

normal, low), reliability class and delay class of the transmission, and user data throughput.

GPRS should adaptively allocate radio resources to fulfill these user specifications. Delay within 

a GPRS network is incurred by channel access delay, coding for error correction, and transfer 

delays in the fixed and wireless part of the GPRS network. The delay introduced by external 

fixed networks is out of scope. However, GPRS does not produce additional delay by buffering 

packets as store and- forward networks do. If possible, GPRS tries to forward packets as fast as 

possible. 

The GPRS architecture introduces two new network elements, which are called GPRS support 

nodes (GSN) and are in fact routers. All GSNs are integrated into the standard GSM 

architecture, and many new interfaces have been defined (see Figure 4.16). 

The gateway GPRS support node (GGSN) is the interworking unit between the GPRS network 

and external packet data networks (PDN). This node contains routing information for GPRS 

users, performs address conversion, and tunnels data to a user via encapsulation. The GGSN is 

connected to external networks (e.g., IP or X.25) via the Gi interface and transfers packets to the 

SGSN via an IP-based GPRS backbone network (Gn interface). The other new element is the 

serving GPRS support node (SGSN) which supports the MS via the Gb interface. The SGSN, 

for example, requests user addresses from the GPRS register (GR), keeps track of the individual 

MSs’ location, is responsible for collecting billing information (e.g., counting bytes), and 

performs several security functions such as access control. The SGSN is connected to a BSC via 

frame relay and is basically on the same hierarchy level as an MSC. The GR, which is typically a 

part of the HLR, stores all GPRS-relevant data.  

As shown in Figure 4.16, packet data is transmitted from a PDN, via the GGSN and SGSN 

directly to the BSS and finally to the MS. The MSC, which is responsible for data transport in 

the traditional circuit-switched GSM, is only used for signaling in the GPRS scenario. Additional 



 

interfaces to further network elements and other PLMNs can be found in ETSI (1998b). Before 

sending any data over the GPRS network, an MS must attach to it, following the procedures of 

the mobility management. The attachment procedure includes assigning a temporal identifier, 

called a temporary logical link identity (TLLI), and a ciphering key sequence number 

(CKSN) for data encryption. For each MS, a GPRS context is set up and stored in the MS and 

in the corresponding SGSN. This context comprises the status of the MS (which can be ready, 

idle, or standby; ETSI, 1998b), the CKSN, a flag indicating if compression is used, and routing 

data (TLLI, the routing area RA, a cell identifier, and a packet data channel, PDCH, identifier). 

Besides attaching and detaching, mobility management also comprises functions for 

authentication, location management, and ciphering (here, the scope of ciphering lies between 

MS and SGSN, which is more than in standard GSM). In idle mode an MS is not reachable and 

all context is deleted. In the standby state only movement across routing areas is updated to the 

SGSN but not changes of the cell. Permanent updating would waste battery power, no updating 

would require system-wide paging. The update procedure in standby mode is a compromise. 

Only in the ready state every movement of the MS is indicated to the SGSN. 

Figure 4.17 shows the protocol architecture of the transmission plane for GPRS. Architectures 

for the signaling planes can be found in ETSI (1998b). All data within the GPRS backbone, i.e., 

between the GSNs, is transferred using the GPRS tunnelling protocol (GTP). GTP can use two 

different transport protocols, either the reliable TCP (needed for reliable transfer of X.25 

packets) or the non-reliable UDP (used for IP packets). The network protocol for the GPRS 

backbone is IP (using any lower layers). To adapt to the different characteristics of the 

underlying networks, the subnetwork dependent convergence protocol (SNDCP) is used 

between an SGSN and the MS. On top of SNDCP and GTP, user packet data is tunneled from 

the MS to the GGSN and vice versa. To achieve a high reliability of packet transfer between 

SGSN and MS, a special LLC is used, which comprises ARQ and FEC mechanisms for PTP 

(and later PTM) services. 

A base station subsystem GPRS protocol (BSSGP) is used to convey routing and QoS-related 

information between the BSS and SGSN. BSSGP does not perform error correction and works 

on top of a frame relay (FR) network. Finally, radio link dependent protocols are needed to 

transfer data over the Um interface. The radio link protocol (RLC) provides a reliable link, 

while the MAC controls access with signaling procedures for the radio channel and the mapping 



 

of LLC frames onto the GSM physical channels. The radio interface at Um needed for GPRS 

does not require fundamental changes compared to standard GSM (Brasche, 1997), (ETSI, 

1998d). However, several new logical channels and their mapping onto physical resources have 

been defined. For example, one MS can allocate up to eight packet data traffic channels

(PDTCHs). Capacity can be allocated on demand and shared between circuit-switched channels 

and GPRS. This allocation can be done dynamically with load supervision or alternatively, 

capacity can be pre-allocated. 

A very important factor for any application working end-to-end is that it does not ‘notice’ any 

details from the GSM/GPRS-related infrastructure. The application uses, e.g., TCP on top of IP, 

IP packets are tunneled to the GGSN, which forwards them into the PDN. All PDNs forward 

their packets for a GPRS user to the GGSN, the GGSN asks the current SGSN for tunnel 

parameters, and forwards the packets via SGSN to the MS. Although MSs using GPRS may be  

considered as part of the internet, one should know that operators typically perform an address 

translation in the GGSN using NAT. All MSs are assigned private IP addresses which are then 

translated into global addresses at the GGSN. The advantage of this approach is the inherent 

protection of MSs from attacks (the subscriber typically has to pay for traffic even if it originates 

from an attack!) – private addresses are not routed through the internet so it is not possible to 

reach an MS from the internet. This is also a disadvantage if an MS wants to offer a service using 

a fixed, globally visible IP address.  
 

 

 

 

 



 

 

UNIT II 

WIRELESS NETWORKS  

Wireless LANs and PANs – IEEE 802.11 Standard – Architecture – Services –Network –

HiperLAN – Blue Tooth- Wi-Fi – WiMAX 

 

WIRELESS LANs AND PANs 

The goal of WLANs is to replace office cabling, to enable tetherless access to the internet and, to 

introduce a higher flexibility for ad-hoc communication in, e.g., group meetings. 

Some advantages of WLANs are: 

Flexibility: Within radio coverage, nodes can communicate without further restriction. Radio 

waves can penetrate walls, senders and receivers can be placed anywhere (also non-visible, e.g., 

within devices, in walls etc.). Sometimes wiring is difficult if firewalls separate buildings (real 

firewalls made out of, e.g., bricks, not routers set up as a firewall). Penetration of a firewall is 

only permitted at certain points to prevent fire from spreading too fast. 

● Planning: Only wireless ad-hoc networks allow for communication without previous 

planning, any wired network needs wiring plans. As long as devices follow the same standard, 

they can communicate. For wired networks, additional cabling with the right plugs and probably 

interworking units (such as switches) have to be provided. 

● Design: Wireless networks allow for the design of small, independent devices which can for 
example be put into a pocket. Cables not only restrict users but also designers of small PDAs, 

notepads etc. Wireless senders and receivers can be hidden in historic buildings, i.e., current 

networking technology can be introduced without being visible. 

● Robustness: Wireless networks can survive disasters, e.g., earthquakes or users pulling a plug. 

If the wireless devices survive, people can still communicate. Networks requiring a wired 

infrastructure will usually break down completely. 

Infra red vs radio transmission 

Today, two different basic transmission technologies can be used to set up WLANs. One 

technology is based on the transmission of infra red light (e.g., at 900 nm wavelength), the other 

one, which is much more popular, uses radio transmission in the GHz range (e.g., 2.4 GHz in the 

license-free ISM band). Both technologies can be used to set up ad-hoc connections for work 

groups, to connect, e.g., a desktop with a printer without a wire, or to support mobility within a 

small area. 



 

Infra red technology uses diffuse light reflected at walls, furniture etc. or directed light if a line-

of-sight (LOS) exists between sender and receiver. Senders can be simple light emitting diodes 

(LEDs) or laser diodes. Photodiodes act as receivers. 

The main advantages of infra red technology are its simple and extremely cheap senders and 

receivers which are integrated into nearly all mobile devices available today. PDAs, laptops, 

notebooks, mobile phones etc. have an infra red data association (IrDA) interface.  

● Disadvantages of infra red transmission are its low bandwidth compared to other LAN 

technologies. Typically, for good transmission quality and high data rates a LOS, i.e., direct 

connection, is needed. 

Almost all networks use radio waves for data transmission, e.g., GSM at 900, 1,800, and 1,900 

MHz, DECT at 1,880 MHz etc. Advantages of radio transmission include the long-term 

experiences made with radio transmission for wide area networks (e.g., microwave links) and 

mobile cellular phones. Radio transmission can cover larger areas and can penetrate (thinner) 

walls, furniture, plants etc.  Radio transmission can interfere with other senders, or electrical 

devices can destroy data transmitted via radio. Additionally, radio transmission is only permitted 

in certain frequency bands. Very limited ranges of license-free bands are available worldwide 

and those that are available are not the same in all countries.  

Infrastructure and ad-hoc networks 

Many WLANs of today need an infrastructure network. Infrastructure networks not only 

provide access to other networks, but also include forwarding functions, medium access control 

etc. In these infrastructure-based wireless networks, communication typically takes place only 

between the wireless nodes and the access point (see Figure 7.1), but not directly between the 

wireless nodes. The access point does not just control medium access, but also acts as a bridge to 

other wireless or wired networks. Figure 7.1 shows three access points with their three wireless 

networks and a wired network. Several wireless networks may form one logical wireless 

network, so the access points together with the fixed network in between can connect several 

wireless networks to form a larger network beyond actual radio coverage. 



 

Typically, the design of infrastructure-based wireless networks is simpler because most of the 

network functionality lies within the access point, whereas the wireless clients can remain quite 

simple. This structure is reminiscent of switched Ethernet or other star-based networks, where a 

central element (e.g., a switch) controls network flow. This type of network can use different 

access schemes with or without collision. Collisions may occur if medium access of the wireless 

nodes and the access point is not coordinated. However, if only the access point controls medium 

access, no collisions are possible. This setting may be useful for quality of service guarantees 

such as minimum bandwidth for certain nodes. The access point may poll the single wireless 

nodes to ensure the data rate. 

Ad-hoc wireless networks, however, do not need any infrastructure to work. Each node can 

communicate directly with other nodes, so no access point controlling medium access is 

necessary. Figure 7.2 shows two ad-hoc networks with three nodes each. Nodes within an ad-hoc 

network can only communicate if they can reach each other physically, i.e., if they are within 

each other’s radio range or if other nodes can forward the message. Nodes from the two 

networks shown in Figure 7.2 cannot, therefore, communicate with each other if they are not 

within the same radio range. In ad-hoc networks, the complexity of each node is higher because 

every node has to implement medium access mechanisms, mechanisms to handle hidden or 

exposed terminal problems, and perhaps priority mechanisms, to provide a certain quality of 

service. This type of wireless network exhibits the greatest possible flexibility as it is, for 

example, needed for unexpected meetings, quick replacements of infrastructure or

communication scenarios far away from any infrastructure. 

Characteristics of wireless LANs 

Advantages 

o Very flexible within the reception area  

o Ad-hoc networks without previous planning possible 

o (almost) no wiring difficulties (e.g. historic buildings, firewalls) 

o More robust against disasters like, e.g., earthquakes, fire - or users pulling a plug...  

Disadvantages 

o Typically very low bandwidth compared to wired networks  (1-10 Mbit/s) 

o Many proprietary solutions, especially for higher bit-rates, standards take their time 

(e.g. IEEE 802.11) 



 

o Products have to follow many national restrictions if working wireless, it takes a vary 

long time to establish global solutions like, e.g., IMT-2000 

 

Design goals for wireless LANs 

o global, seamless operation 

o low power for battery use  

o no special permissions or licenses needed to use the LAN  

o robust transmission technology 

o simplified spontaneous cooperation at meetings  

o easy to use for everyone, simple management  

o protection of investment in wired networks  

o security (no one should be able to read my data), privacy (no one should be able to collect user 

profiles), safety (low radiation) transparency concerning applications and higher layer protocols, 

but also location awareness if necessary 

 

IEEE 802.11 Standard – Architecture – Services –Network 

The IEEE standard 802.11 (IEEE, 1999) specifies the most famous family of WLANs in which 

many products are available. As the standard’s number indicates, this standard belongs to the 

group of 802.x LAN standards, e.g., 802.3 Ethernet or 802.5 Token Ring. This means that the 

standard specifies the physical and medium access layer adapted to the special requirements of 

wireless LANs, but offers the same interface as the others to higher layers to maintain 

interoperability. The primary goal of the standard was the specification of a simple and robust 

WLAN which offers time-bounded and asynchronous services. 

System architecture 

Wireless networks can exhibit two different basic system architectures as infrastructure-based or 

ad-hoc. Figure 7.3 shows the components of an infrastructure and a wireless part as specified for 

IEEE 802.11. Several nodes, called stations (STAi), are connected to access points (AP).

Stations are terminals with access mechanisms to the wireless medium and radio contact to the 

AP. The stations and the AP which are within the same radio coverage form a basic service set 

(BSSi). The example shows two BSSs – BSS1 and BSS2 – which are connected via a 

distribution system. A distribution system connects several BSSs via the AP to form a single 

network and thereby extends the wireless coverage area. This network is now called an extended 

service set (ESS) and has its own identifier, the ESSID. The ESSID is the ‘name’ of a network 

and is used to separate different networks. Without knowing the ESSID (and assuming no 

hacking) it should not be possible to participate in the WLAN. The distribution system connects 

the wireless networks via the APs with a portal, which forms the interworking unit to other 

LANs. 



 

The architecture of the distribution system is not specified further in IEEE 802.11. It could 

consist of bridged IEEE LANs, wireless links, or any other networks. However, distribution 

system services are defined in the standard Stations can select an AP and associate with it. The 

APs support roaming (i.e., changing access points), the distribution system handles data transfer 

between the different APs. APs provide synchronization within a BSS, support power 

management, and can control medium access to support time-bounded service. 

In addition to infrastructure-based networks, IEEE 802.11 allows the building of ad-hoc 

networks between stations, thus forming one or more independent BSSs (IBSS) as shown in 
Figure 7.4. In this case, an IBSS comprises a group of stations using the same radio frequency. 

Stations STA1, STA2, and STA3 are in IBSS1, STA4 and STA5 in IBSS2. This means for 

example that STA3 can communicate directly with STA2 but not with STA5. Several IBSSs can 

either be formed via the distance between the IBSSs (see Figure 7.4) or by using different carrier 

frequencies (then the IBSSs could overlap physically). IEEE 802.11 does not specify any special 

nodes that support routing, forwarding of data or exchange of topology information as, e.g., 

HIPERLAN 1 or Bluetooth. 



 

SERVICES  

The MAC layer has to fulfill several tasks. First of all, it has to control medium access, but it can 

also offer support for roaming, authentication, and power conservation. The basic services 

provided by the MAC layer are the mandatory asynchronous data service and an optional time-

bounded service. While 802.11 only offers the asynchronous service in ad-hoc network mode, 

both service types can be offered using an infrastructure-based network together with the access 

point coordinating medium access. The asynchronous service supports broadcast and multi-cast 

packets, and packet exchange is based on a ‘best effort’ model, i.e., no delay bounds can be 

given for transmission.  

The following three basic access mechanisms have been defined for IEEE 802.11: the mandatory 

basic method based on a version of CSMA/CA, an optional method avoiding the hidden terminal 

problem, and finally a contention- free polling method for time-bounded service. The first two 

methods are also summarized as distributed coordination function (DCF), the third method is 

called point coordination function (PCF). DCF only offers asynchronous service, while PCF 

offers both asynchronous and time-bounded service but needs an access point to control medium 

access and to avoid contention. The MAC mechanisms are also called distributed foundation 

wireless medium access control (DFWMAC).

For all access methods, several parameters for controlling the waiting time before medium access 

are important. Figure 7.9 shows the three different parameters that define the priorities of 

medium access. The values of the parameters depend on the PHY and are defined in relation to a 

slot time. Slot time is derived from the medium propagation delay, transmitter delay, and other 

PHY dependent parameters. Slot time is 50 μs for FHSS and 20 μs for DSSS. The medium, as 

shown, can be busy or idle (which is detected by the CCA). If the medium is busy this can be due 

to data frames or other control frames. During a contention phase several nodes try to access the 

medium.

Short inter-frame spacing (SIFS): The shortest waiting time for medium access (so the highest 

priority) is defined for short control messages, such as acknowledgements of data packets or 

polling responses. For DSSS SIFS is 10 μs and for FHSS it is 28 μs.  

● PCF inter-frame spacing (PIFS): A waiting time between DIFS and SIFS (and thus a 

medium priority) is used for a time-bounded service. An access point polling other nodes only 

has to wait PIFS for medium access. PIFS is defined as SIFS plus one slot time. 



 

● DCF inter-frame spacing (DIFS): This parameter denotes the longest waiting time and has 

the lowest priority for medium access. This waiting time is used for asynchronous data service 

within a contention period. DIFS is defined as SIFS plus two slot times. 

 

 

HIPERLAN 

In 1996, the ETSI standardized HIPERLAN 1 as a WLAN allowing for node mobility and 

supporting ad-hoc and infrastructure-based topologies (ETSI,1996). (HIPERLAN stands for high 

performance local area network.) HIPERLAN 1 was originally one out of four HIPERLANs 

envisaged, as ETSI decided to have different types of networks for different purposes. The key 

feature of all four networks is their integration of time-sensitive data transfer services. Over 

time, names have changed and the former HIPERLANs 2, 3, and 4 are now called HiperLAN2, 

HIPERACCESS, and HIPERLINK. The current focus is on HiperLAN2, a standard that 

comprises many elements from ETSI’s BRAN (broadband radio access networks) and wireless 

ATM activities. Neither wireless ATM  nor HIPERLAN 1 were a commercial success. However, 

the standardization efforts had a lot of impact on QoS supporting wireless broadband networks 

such as HiperLAN2.  

ETSI (1998b) describes HIPERLAN 1 as a wireless LAN supporting priorities and packet life 

time for data transfer at 23.5 Mbit/s, including forwarding mechanisms, topology discovery, user 

data encryption, network identification and power conservation mechanisms. HIPERLAN 1 

should operate at 5.1–5.3 GHz with a range of 50 m in buildings at 1 W transmit power. 

A special HIPERLAN 1 identification scheme allows the concurrent operation of two or more 

physically overlapping HIPERLANs without mingling their communication. Confidentiality is 

ensured by an encryption/decryption algorithm that requires the identical keys and initialization 

vectors for successful decryption of a data stream encrypted by a sender. 

Elimination-yield non-preemptive priority multiple access (EY-NPMA) is not only a 

complex acronym, but also the heart of the channel access providing priorities and different 

access schemes. EY-NPMA divides the medium access of different competing nodes into three 

phases: 

● Prioritization: Determine the highest priority of a data packet ready to be sent by competing 

nodes. 

● Contention: Eliminate all but one of the contenders, if more than one sender has the highest 

current priority. 

● Transmission: Finally, transmit the packet of the remaining node. In a case where several 

nodes compete for the medium, all three phases are necessary (called ‘channel access in 

synchronized channel condition’). If the channel is free for at least 2,000 so-called high rate 

bit-periods plus a dynamic extension, only the third phase, i.e. transmission, is needed (called 

‘channel access in channel-free condition’). The dynamic extension is randomly chosen

between 0 and 3 times 200 high rate bit-periods with equal likelihood. This extension further 

minimizes the probability of collisions accessing a free channel if stations are synchronized on 



 

higher layers and try to access the free channel at the same time. HIPERLAN 1 also supports 

‘channel access in the hidden elimination condition’ to handle the problem of hidden terminals 

as described in ETSI (1998b). 

The contention phase is further subdivided into an elimination phase and a yield phase. The 

purpose of the elimination phase is to eliminate as many contending nodes as possible (but surely 

not all). The result of the elimination phase is a more or less constant number of remaining 

nodes, almost independent of the initial number of competing nodes. Finally, the yield phase 

completes the work of the elimination phase with the goal of only one remaining node. 
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Elimination phase 

Several nodes may now enter the elimination phase. Again, time is divided into slots, using the 

elimination slot interval IES = 212 high rate bit periods. The length of an individual elimination 

burst is 0 to 12 slot intervals long, the probability of bursting within a slot is 0.5. The probability 

PE(n) of an elimination burst to be n elimination slot intervals long is given by: 

● PE(n) = 0.5n+1 for 0 ≤ n < 12

● PE(n) = 0.512 for n = 12 

The elimination phase now resolves contention by means of elimination bursting and elimination 

survival verification. Each contending node sends an elimination burst with length n as 

determined via the probabilities and then listens to the channel during the survival verification 

interval IESV = 256 high rate bit periods. The burst sent is the same as for the priority assertion. 

A contending node survives this elimination phase if, and only if, it senses the channel is idle 

during its survival verification period. Otherwise, the node is eliminated and stops its attempt to 

send data during this transmission cycle. The whole elimination phase will last for the duration 

of the longest elimination burst among the contending nodes plus the survival verification time. 

One or more nodes will survive this elimination phase, and can then continue with the next phase 

Yield phase 

During the yield phase, the remaining nodes only listen into the medium without sending any 

additional bursts. Again, time is divided into slots, this time called yield slots with a duration of 

IYS = 168 high rate bit-periods. The length of an individual yield listening period can be 0 to 9 

slots with equal likelihood. The probability PY(n) for a yield listening period to be n slots long is 

0.1 for all n, 0 ≤ n ≤ 9. Each node now listens for its yield listening period. If it senses the 

channel is idle during the whole period, it has survived the yield listening. Otherwise, it 

withdraws for the rest of the current transmission cycle. This time, the length of the yield phase 

is determined by the shortest yield-listening period among all the contending nodes. At least one 

node will survive this phase and can start to transmit data. This is what the other nodes with 

longer yield listening period can sense. It is important to note that at this point there can still be 

more than one surviving node so a collision is still possible. 

Transmission phase 

A node that has survived the prioritization and contention phase can now send its data, called a 

low bit-rate high bit-rate HIPERLAN 1 CAC protocol data unit (LBR-HBR HCPDU). This PDU 

can either be multicast or unicast. In case of a unicast transmission, the sender expects to receive 

an immediate acknowledgement from the destination, called an acknowledgement HCPDU (AK-

HCPDU), which is an LBR HCPDU containing only an LBR part. 

Quality of service support and other specialties 

The speciality of HIPERLAN 1 is its QoS support. The quality of service offered by the MAC 

layer is based on three parameters (HMQoS-parameters). The user can set a priority for data, 

priority = 0 denotes a high priority, priority = 1, a low priority. The user can determine the 

lifetime of an MSDU to specify timebounded delivery. The MSDU lifetime specifies the 

maximum time that can elapse between sending and receiving an MSDU. Beyond this, delivery 



 

of the MSDU becomes unnecessary. The MSDU lifetime has a range of 0–16,000 ms. The 

residual MSDU lifetime shows the remaining lifetime of a packet. Besides data transfer, the 

MAC layer offers functions for looking up other HIPERLANs within radio range as well as 

special power conserving functions. Power conservation is achieved by setting up certain 

recurring patterns when a node can receive data instead of constantly being ready to receive. 

Special group-attendance patterns can be defined to enable multicasting. All nodes participating 

in a multicast group must be ready to receive at the same time when a sender transmits data. 

HIPERLAN 1 MAC also offers user data encryption and decryption using a simple XOR-

scheme together with random numbers. A key is chosen from a set of keys using a key identifier 

(KID) and is used together with an initialization vector IV to initialize the pseudo random 

number generator. This random sequence is XORed with the user data (UD) to generate the 

encrypted data. Decryption of the encrypted UD works the same way, using the same random 

number sequence. This is not a strong encryption scheme – encryption is left to higher layers. 

First of all, the MAC layer determines the normalized residual HMPDU lifetime (NRL). This 

is the residual lifetime divided by the estimated number of hops the PDU has to travel. The 

computation reflects both the waiting time of a PDU in the node and the distance, and the 

additional waiting times in other nodes. Then the MAC layer computes the channel access 

priority for each PDU. 

The final selection of the most important HMPDU (HIPERLAN 1 MAC PDU) is performed in 

the following order: 

● HMPDUs with the highest priority are selected; 

● from these, all HMPDUs with the shortest NRL are selected; 

● from which finally any one without further preferences is selected from the remaining 

HMPDUs. 

Besides transferring data from a sender to a receiver within the same radio coverage, 

HIPERLAN 1 offers functions to forward traffic via several other wireless nodes – a feature 

which is especially important in wireless ad-hoc networks without an infrastructure. This 

forwarding mechanism can also be used if a node can only reach an access point via other 

HIPERLAN 1 nodes. 

BLUETOOTH 

Compared to the WLAN technologies the Bluetooth technology discussed here aims at so-called 

ad-hoc piconets, which are local area networks with a very limited coverage and without the 

need for an infrastructure. This is a different type of network is needed to connect different small 

devices in close proximity (about 10 m) without expensive wiring or the need for a wireless 

infrastructure (Bisdikian, 1998). The envisaged gross data rate is 1 Mbit/s, asynchronous (data) 

and synchronous (voice) services should be available. The necessary transceiver components 

should be cheap – the goal is about €5 per device. (In 2002, separate adapters are still at €50, 

however, the additional cost of the devices integrated in, e.g., PDAs, almost reached the target.) 

Many of today’s devices offer an infra red data association (IrDA) interface with transmission 

rates of, e.g., 115 kbit/s or 4 Mbit/s. There are various problems with IrDA: its very limited range 

(typically 2 m for built-in interfaces), the need for a line-of-sight between the interfaces, and, it is 

usually limited to two participants, i.e., only point-to-point connections are supported. IrDA has 

no internet working functions, has no media access, or any other enhanced communication 



 

mechanisms. The big advantage of IrDA is its low cost, and it can be found in almost any mobile 

device (laptops, PDAs, mobile phones). 

The history of Bluetooth starts in the tenth century, when Harald Gormsen, King of Denmark 

(son of Gorm), erected a rune stone in Jelling, Denmark, in memory of his parents. The stone has 

three sides with elaborate carvings. One side shows a picture of Christ, as Harald did not only 

unite Norway and Denmark, but also brought Christianity to Scandinavia. Harald had the 

common epithet of ‘Blåtand’, meaning that he had a rather dark complexion (not a blue tooth).

It took a thousand years before the Swedish IT-company Ericsson initiated some studies in 1994 

around a so-called multi-communicator link (Haartsen, 1998). The project was renamed (because 

a friend of the designers liked the Vikings) and Bluetooth was born. In spring 1998 five 

companies (Ericsson, Intel, IBM, Nokia, Toshiba) founded the Bluetooth consortium with the

goal of developing a single-chip, low-cost, radio-based wireless network technology. Many other 

companies and research institutions joined the special interest group around Bluetooth (2002), 

whose goal was the development of mobile phones, laptops, notebooks, headsets etc. including 

Bluetooth technology, by the end of 1999. In 1999, Ericsson erected a rune stone in Lund,  

Sweden, in memory of Harald Gormsen, called Blåtand, who gave his epithet for this new 

wireless communication technology. This new carving shows a man holding a laptop and a 

cellular phone, a picture which is quite often cited (of course there are no such things visible on 

the original stone, that’s just a nice story!) In 2001, the first products hit the mass market, and 

many mobile phones, laptops, PDAs, video cameras etc. are equipped with Bluetooth technology 

today.  

At the same time the Bluetooth development started, a study group within IEEE 802.11 

discussed wireless personal area networks (WPAN) under the following five criteria: 

● Market potential: How many applications, devices, vendors, customers are available for a 

certain technology? 

● Compatibility: Compatibility with IEEE 802. 

● Distinct identity: Originally, the study group did not want to establish a second 802.11 

standard. However, topics such as, low cost, low power, or small form factor are not addressed in 

the 802.11 standard.  

● Technical feasibility: Prototypes are necessary for further discussion, so the study group 

would not rely on paper work. 

● Economic feasibility: Everything developed within this group should be cheaper than other 

solutions and allow for high-volume production. 

Obviously, Bluetooth fulfills these criteria so the WPAN group cooperated with the Bluetooth 

consortium. IEEE founded its own group for WPANs, IEEE 802.15, in March 1999. This group 

should develop standards for wireless communications within a personal operating space (POS, 

IEEE, 2002c). A POS has been defined as a radius of 10 m around a person in which the person 

or devices of this person communicate with other devices. Section 7.5.10 gives an overview of 

802.15 activities and their relation to Bluetooth. 

User scenarios 

Many different user scenarios can be imagined for wireless piconets or WPANs: 



 

● Connection of peripheral devices: Today, most devices are connected to a desktop computer 

via wires (e.g., keyboard, mouse, joystick, headset, speakers). This type of connection has 

several disadvantages: each device has its own type of cable, different plugs are needed, wires 

block office space. In a wireless network, no wires are needed for data transmission. However, 

batteries now have to replace the power supply, as the wires not only transfer data but also 

supply the peripheral devices with power. 

● Support of ad-hoc networking: Imagine several people coming together, discussing issues, 

exchanging data (schedules, sales figures etc.). For instance, students might join a lecture, with 

the teacher distributing data to their personal digital assistants (PDAs). Wireless networks can 

support this type of interaction; small devices might not have WLAN adapters following the 

IEEE 802.11 standard, but cheaper Bluetooth chips built in. 

Bridging of networks: Using wireless piconets, a mobile phone can be connected to a PDA or 

laptop in a simple way. Mobile phones will not have full WLAN adapters built in, but could have 

a Bluetooth chip. The mobile phone can then act as a bridge between the local piconet and, e.g., 

the global GSM network (see Figure 7.40). For instance, on arrival at an airport, a person’s
mobile phone could receive e-mail via GSM and forward it to the laptop which is still in a 

suitcase. Via a piconet, a fileserver could update local information stored on a laptop or PDA 

while the person is walking into the office.  

When comparing Bluetooth with other WLAN technology we have to keep in mind that one of 

its goals was to provide local wireless access at very low cost. From a technical point of view, 

WLAN technologies like those above could 

also be used, however, WLAN adapters, e.g., for IEEE 802.11, have been designed for higher 

bandwidth and larger range and are more expensive and consume a lot more power. 

 

 

Architecture 



 

Like IEEE 802.11b, Bluetooth operates in the 2.4 GHz ISM band. However, MAC, physical 

layer and the offered services are completely different. After presenting the overall architecture 

of Bluetooth and its specialty, the piconets, the following sections explain all protocol layers and 

components in more detail. 

Networking 

To understand the networking of Bluetooth devices a quick introduction to its key features is 

necessary. Bluetooth operates on 79 channels in the 2.4 GHz band with 1 MHz carrier spacing. 

Each device performs frequency hopping with 1,600 hops/s in a pseudo random fashion. 

Bluetooth applies FHSS for interference mitigation (and FH-CDMA for separation of networks).  

A very important term in the context of Bluetooth is a piconet. A piconet is a collection of 

Bluetooth devices which are synchronized to the same hopping sequence. Figure 7.41 shows a 

collection of devices with different roles. One device in the piconet can act as master (M), all 

other devices connected to the master must act as slaves (S). 

The master determines the hopping pattern in the piconet and the slaves have to synchronize to 

this pattern. Each piconet has a unique hopping pattern. If a device wants to participate it has to 

synchronize to this. Two additional types of devices are shown: parked devices (P) can not 

actively participate in the piconet (i.e., they do not have a connection), but are known and can be 

reactivated within some milliseconds.Devices in stand-by (SB) do not participate in the piconet. 

Each piconet has exactly one master and up to seven simultaneous slaves. More than 200 devices 

can be parked. The reason for the upper limit of eight active devices, is the 3-bit address used in 

Bluetooth. If a parked device wants to communicate and there are already seven active slaves, 

one slave has to switch to park mode to allow the parked device to switch to active mode. 

Figure 7.42 gives an overview of the formation of a piconet. As all active devices have to use the 

same hopping sequence they must be synchronized. The first step involves a master sending its 

clock and device ID. All Bluetooth devices have the same networking capabilities, i.e., they can 

be master or slave. There is no distinction between terminals and base stations, any two or more 



 

devices can form a piconet. The unit establishing the piconet automatically becomes the master, 

all other devices will be slaves. The hopping pattern is determined by the device ID, a 48-bit 

worldwide unique identifier. The phase in the hopping pattern is determined by the master’s 

clock. After adjusting the internal clock according to the master a device may participate in the 

piconet. All active devices are assigned a 3-bit active member address (AMA). All parked 

devices use an 8-bit parked member address (PMA). Devices in stand-by do not need an 

address. All users within one piconet have the same hopping sequence and share the same 1 

MHz channel. As more users join the piconet, the throughput per user drops quickly (a single 

piconet offers less than 1 Mbit/s gross data rate). (Only having one piconet available within the 

80 MHz in total is not very efficient.) This led to the idea of forming groups of piconets called 

scatternet (see Figure 7.43). Only those units that really must exchange data share the same 

piconet, so that many piconets with overlapping coverage can exist simultaneously. 

In the example, the scatternet consists of two piconets, in which one device participates in two 

different piconets. Both piconets use a different hopping sequence, always determined by the 

master of the piconet. Bluetooth applies FH-CDMA for separation of piconets. In an average 

sense, all piconets can share the total of 80 MHz bandwidth available. Adding more piconets 

leads to a graceful performance degradation of a single piconet because more and more collisions 

may occur. A collision occurs if two or more piconets use the same carrier frequency at the same 

time. This will probably happen as the hopping sequences are not coordinated.  

If a device wants to participate in more than one piconet, it has to synchronize to the hopping 

sequence of the piconet it wants to take part in. If a device acts as slave in one piconet, it simply 

starts to synchronize with the hopping sequence of the piconet it wants to join. After 

synchronization, it acts as a slave in this piconet and no longer participates in its former piconet. 

To enable synchronization, a slave has to know the identity of the master that determines the



 

hopping sequence of a piconet. Before leaving one piconet, a slave informs the current master 

that it will be unavailable for a certain amount of time. The remaining devices in the piconet 

continue to communicate as usual. 

 

A master can also leave its piconet and act as a slave in another piconet. It is clearly not possible 

for a master of one piconet to act as the master of another piconet as this would lead to identical 

behavior (both would have the same hopping sequence, which is determined by the master per 

definition). As soon as a master leaves a piconet, all traffic within this piconet is suspended until 

the master returns. Communication between different piconets takes place by devices jumping 

back and forth between theses nets. If this is done periodically, for instance, isochronous data 

streams can be forwarded from one piconet to another. However, scatternets are not yet 

supported by all devices.

 

WI-FI – Wireless Fidelity 

Wireless Fidelity – popularly known as Wi-Fi, developed on IEEE 802.11 standards, is widely 

used technology advancement in wireless communication. As the name indicates, WI-FI 
provides wireless access to applications and data across a radio network. WI-FI sets up numerous 

ways to build up a connection between the transmitter and the receiver such as DSSS, FHSS, IR 

– Infrared and OFDM.  
 

Wi-Fi provides its users with the liberty of connecting to the Internet from any place such as their home, 

office or a public place without the hassles of plugging in the wires. Wi-Fi is quicker than the 

conventional modem for accessing information over a large network. With the help of different 

amplifiers, the users can easily change their location without disruption in their network access. Wi-Fi 

devices are compliant with each other to grant efficient access of information to the user. Wi-Fi location 

where the users can connect to the wireless network is called a Wi-Fi hotspot. Through the Wi-Fi 

hotspot, the users can even enhance their home business as accessing information through Wi-Fi is 



 

simple. Accessing a wireless network through a hotspot in some cases is cost-free while in some it may 

carry additional charges. Many standard Wi-Fi devices such as PCI, miniPCI, USB, Cardbus and PC card, 

ExpressCard make the Wi-Fi experience convenient and pleasurable for the users. Distance from a 

wireless network can lessen the signal strength to quite an extent; some devices such as Ermanno 

Pietrosemoli and EsLaRed of Venezuela Distance are used for amplifying the signal strength of the 

network. These devices create an embedded system that corresponds with any other node on the 

Internet. 

Wi-Fi uses radio networks to transmit data between its nodes. Such networks are made up of cells that 

provide coverage across the network. The more the number of cells, the greater and stronger is the 

coverage on the radio network. The radio technology is a complete package deal as it offers a safe and 

consistent connectivity. Radio bands such as 2.4GHz and 5GHz depend on wireless hardware such 

Ethernet protocol and CSMA. Initially, Phase Shift Keying (PSK), a modulation method for conveying data 

was used, however now it has been replaced with CCK. Wi-Fi uses many spectrums such as FHSS and 

DSSS. The most popular Wi-Fi technology such as 802.11b operates on the range of 2.40 GHz up to 

2.4835 GHz band. This provides a comprehensive platform for operating Bluetooth strategy, cellular 

phones, and other scientific equipments. While 802.11a technology has the range of 5.725 GHz to 5.850 

GHz and provides up to 54 Mbps in speed. 802.11g technology is even better as it covers three non-

overlapping channels and allows PBCC. 802.11e technology takes a fair lead by providing excellent 

streaming quality of video, audio, voice channels etc. 

 

 

 

No matter where you are, you can access the world of web through your handsets and your laptops and 

your iPads. You might not have noticed what it is but the technology that enables you to plug in internet 

without any wires whether you are in a cafe, a library, a shopping mall or an airport is Wi-Fi – the 

wireless network also known as 802.11. The circumference where wireless technology is present and 

available to the users is known as Hotspot. The inexpensive, user-friendly WiFi networks are also 



 

obtrusive; if you do not need one you would not know there exists any. Wi-Fi could be also installed in 

home or offices in order to transmit information over the air without the aid of wires. In near future you 

would find wireless networking available in every nook and corner 

For those whose laptops and cell phones do not have a built-in wireless transmitter then you 

could purchase a wireless adaptor and inject it into USB port. A Wi-Fi hotspot is automatically 

discovered and connected by the transmitters. The presence of Wi-Fi in public places makes it 

convenient to stay connected to your official tasks or to the social networking.  

Wi-Fi communication devices are extended forms of radios used for cell phones and walkie-

talkies: they simultaneously transmit and receive radio waves and convert 1s to 0s into the radio 

waves along with reconverting the radio waves into 1s and 0s, however the Wi-Fi radios enjoy 

some exceptional features. 

WI-MAX 

Wi-MAX (Worldwide Interoperability for Microwave Access) 

broadband to provide high-

WiMAX 

technology as "a standards-

access as an alternative to cable and DSL". With the guarantee of 

users. For an outstanding performance like Wi-

Currently it offers 40 Mbit/s but expected to offer 1 Gbit/s speed for fixed users. 

WI-MAX ARCHITECTURE 

There are three main components of WiMax network architecture. The first component is the mobile 

stations which are used as a source of network connection for end user. The second network is an 

access service network which is formed of more than two or three base stations. It also contains ASN 

gateways which build the radio access at the end. 

The third component is connectivity service network which is responsible for providing IP functions. The 

base station provides the air interface for the mobile stations. The base stations also provide mobile 

management functions, triggering and tunnel establishment, radio resource management, dynamic host 

control protocol proxy, quality of service enforcement and multicast group management. ASN is 

responsible for radio resource management, encryption keys, routing to the selected network and client 

functionality. Connectivity service network is responsible for internet connections, corporate and public 

networks and many other user services. 

unites the technologies of wireless and 

speed internet access across long distances. The name was christened by 

Forum that promotes interoperability and conformity of the standard. The forum defines the 

based technology enabling the delivery of last mile wireless broadband 

WiMAX Forum the vendors are 

authorized to sell their WiMAX certified products so they can enjoy operability with other products of 

same type. It is a telecommunication protocol capable of providing internet access to fixed and mobile 

Fi networks along with QOS (Quality of Service) and 

coverage this Wireless Broadband Access (BAS) technology is assembled around IP (internet protocol). 



 

 

Standard WiMax Architecture

ich is connected to service network or CSN. 

tations, which provide WiMax access to end users. The 

ice providers. It is CSN which is responsible for user security and quality for service 

ecommunications 

Two Dimensions of WiMax Network

WiMax network is composed of two parts the WiMax tower and the WiMax receiver. WiMax 

tower is connected directly to the internet backbone using a wired connection such as optical 

fiber. It can be connected to the WiMax tower using a line of sight link or a non line of sight 

link. The line of site communication involves the use of fixed antenna or dish. This antenna is 

fixed or deployed on the roof top or the tower of your building. Line of sight connection is 

considered as more strong and stable connection. Therefore it sends lot of error free data over the 

network. It uses a frequency range of 66Ghz. Higher frequency decreases the chance of signal 

weakness and interference and provides more bandwidth. On the other hand the non line of sight 

connection provides you connectivity with the installation of small antenna in your PC. This mod 

provides lower frequency range from 2 GHz to 11 GHz. The lower band signals are not prone to 

obstructions like trees and walls. Hence the signal strength is more and the user receives the 

quality of service. For every WiMax connectivity and architecture it is important to connect to an 

internet backbone via swift wired connection.

Let us analyze a standard WiMax network. As explained earlier the WiMax network is based on 

three four basic components like AS gateway, CSN and MS. The basic network has a central IP 

core which is surrounded by an ASN gateway, wh

The main IP core is attached to the internet backbone for help and coverage. The WiMax 

network which is also part of the ISP network is known as access service gateway. This ASN 

handles the micro and macro base s

connectivity service network or CSN is an important part of WiMax architecture which provides 

the authentication to the user devices. CSN is also responsible for providing roaming among the 

network serv

for this purpose it uses several protocols. The IP address management is also handled by CSN. IP 

core is in the middle of CSN and ASN. CSN provides the internet and tel

connectivity. ASP communicates to the base stations and the mobile stations. At the users end 

the WiMax architecture may further contain firewall for security. WiMax architecture provides 

discretion at user end to make possible amendments.



Unit 3 - Routing



What Are MANETs ?

• Interconnected collection of wireless nodes

• Nodes enter and leave over time

• Nodes also act as routers; forward packets

• No pre-established network infrastructure

• No centralized administration

• Communication using BlueTooth and WAP



Characteristics Of MANETs

A
B A

B

• Dynamic Topologies and node memberships

• Host movement frequent

• Topology change frequent

• Data must be routed via intermediate nodes

• Bandwidth constraints

• Many Transmission Errors 

• Energy-constrained operation



Why Ad Hoc Networks ?

• Setting up of fixed access points and backbone 
infrastructure is not always viable
– Infrastructure may not be present in a disaster area or war 

zone

– Infrastructure may not be practical for short-range radios; 
Bluetooth (range ~ 10m)

• Ad hoc networks:
– Do not need backbone infrastructure support

– Are easy to deploy

– Useful when infrastructure is absent, destroyed or 
impractical



Where Could We Use MANETs ?

• Industrial and commercial networks

• ‘Anywhere’ communication

• Military applications

• Robust alternatives to cellular networks

• Wearable and Ubiquitous computing

• Remote satellite - based communication



Many Applications

• Personal area networking
– cell phone, laptop, ear phone, wrist watch

• Military environments
– soldiers, tanks, planes

• Civilian environments
– taxi cab network
– meeting rooms
– sports stadiums
– boats, small aircraft

• Emergency operations
– search-and-rescue
– policing and fire fighting



Challenges in Mobile Environments

Limitations of the Wireless Network

packet loss due to transmission errors

variable capacity links

frequent disconnections/partitions

limited communication bandwidth

Broadcast nature of the communications

Limitations Imposed by Mobility

dynamically changing topologies/routes

lack of mobility awareness by system/applications 

Limitations of the Mobile Computer

short battery lifetime

limited capacities



Effect of mobility on the protocol stack 

• Application
– new applications and adaptations

• Transport
– congestion and flow control

• Network
– addressing and routing

• Link
– media access and handoff

• Physical
– transmission errors and interference



Routing Protocols



Traditional Routing

• A routing protocol sets up a routing table in routers

• A node makes a local choice depending on global

topology



Routing and Mobility

• Finding a path from a source to a destination

• Issues
– Frequent route changes 

• amount of data transferred between route changes may be much 
smaller than traditional networks

– Route changes may be related to host movement
– Low bandwidth links

• Goal of routing protocols
– decrease routing-related overhead
– find short routes
– find “stable” routes (despite mobility)



Routing Protocols
• Proactive protocols

– Traditional distributed shortest-path protocols
– Maintain routes between every host pair at all times
– Based on periodic updates; High routing overhead
– Example: DSDV (destination sequenced distance 

vector)

• Reactive protocols
– Determine route if and when needed
– Source initiates route discovery
– Example: DSR (dynamic source routing)

• Hybrid protocols
– Adaptive; Combination of proactive and reactive
– Example : ZRP (zone routing protocol)



Protocol Trade-offs

• Proactive protocols

– Always maintain routes

– Little or no delay for route determination

– Consume bandwidth to keep routes up-to-date

– Maintain routes which may never be used

• Reactive protocols

– Lower overhead since routes are determined on demand

– Significant delay in route determination

– Employ flooding (global search)

– Control traffic may be bursty 

• Which approach achieves a better trade-off depends on the traffic and 
mobility patterns



Reactive Routing Protocols



Dynamic Source Routing (DSR) 

• When node S wants to send a packet to node D, 
but does not know a route to D, node S initiates a 
route discovery

• Source node S floods Route Request (RREQ)

• Each node appends own identifier when 
forwarding RREQ



Route Discovery in DSR
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Route Discovery in DSR
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Route Discovery in DSR
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Route Discovery in DSR

• Destination D on receiving the first RREQ, 
sends a Route Reply (RREP)

• RREP is sent on a route obtained by reversing
the route appended to received RREQ

• RREP includes the route from S to D on which 
RREQ was received by node D



Route Reply in DSR
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Dynamic Source Routing (DSR)

• Node S on receiving RREP, caches the route 
included in the RREP

• When node S sends a data packet to D, the entire 
route is included in the packet header
– hence the name source routing

• Intermediate nodes use the source route
included in a packet to determine to whom a 
packet should be forwarded



Data Delivery in DSR
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DSR Optimization: Route Caching

• Each node caches a new route it learns by any 
means

• When node S finds route [S,E,F,J,D] to node D, 
node S also learns route [S,E,F] to node F

• When node K receives Route Request [S,C,G] 
destined for node, node K learns route [K,G,C,S] 
to node S

• When node F forwards Route Reply RREP
[S,E,F,J,D], node F learns route [F,J,D] to node D

• When node E forwards Data [S,E,F,J,D] it learns 
route [E,F,J,D] to node D



Dynamic Source Routing: Advantages

• Routes maintained only between nodes who 
need to communicate
– reduces overhead of route maintenance

• Route caching can further reduce route discovery 
overhead

• A single route discovery may yield many routes to 
the destination, due to intermediate nodes 
replying from local caches



Dynamic Source Routing: Disadvantages

• Packet header size grows with route length 
due to source routing

• Flood of route requests may potentially reach 
all nodes in the network

• Potential collisions between route requests 
propagated by neighboring nodes
– insertion of random delays before forwarding 

RREQ

• Increased contention if too many route replies 
come back due to nodes replying using their 
local cache
– Route Reply Storm problem



Proactive Routing Protocols



Destination-Sequenced Distance-

Vector (DSDV)

• When X receives information from Y about a route to Z
– Let destination sequence number for Z at X be S(X), S(Y) is 

sent from Y

– If  S(X) > S(Y), then X ignores the routing information 
received from Y 

– If S(X) = S(Y), and cost of going through Y is smaller than 
the route known to X, then X sets Y as the next hop to Z

– If S(X) < S(Y), then X sets Y as the next hop to Z, and S(X) is 
updated to equal S(Y)

X Y Z



DSDV Protocol

• Packets are transmitted between the nodes 
using route tables stored at each node. 

• Each route table lists all available destinations 
and the number of hops to each destination. 

• For each destination, a node knows which of 
its neighbours leads to the shortest path to 
the destination. 



DSDV Protocol

• Consider a source node S and a destination node 
D.

• Each route table entry  in S is tagged with a 
sequence number that is originated by the 
destination node. 

• For example, the entry for D is tagged with a 
sequence number that S received from D (may be 
through other nodes).



DSDV Protocol

• We need to maintain the consistency of the 

route tables in a dynamically varying topology.

• Each node periodically transmits updates. This 

is done by each node when significant new 

information is available. 



DSDV Protocol

• The route-update messages indicate which 

nodes are accessible from each node and the 

number of hops to reach them. 

• We consider the hop-count as the distance 

between two nodes. However, the DSDV 

protocol can be modified for other metrics as 

well. 



Route Advertisements

• The DSDV protocol requires each mobile node to 
advertise its own route table to all of its current 
neighbours. 

• Since the nodes are mobile, the entries can 
change dynamically over time. 

• The route advertisements should be made 
whenever  there is any change in the 
neighbourhood or periodically.   



Route Advertisements

• Each mobile node agrees to forward route 
advertising  messages from other mobile nodes. 

• This forwarding is necessary to send the 
advertisement messages all over the network. 

• In other words, route advertisement messages 
help mobile nodes to get an overall picture of the 
topology of the network. 



Route Table Entry Structure

• The  route advertisement broadcast by each 

mobile node has the following information for 

each new route : 

– The destination’s address

– The number of hops to the destination

– The sequence number of the information received 

from that destination. This is the original 

sequence number assigned by the destination. 



An Example of Route Update

• At the start, each node gets 

rout updates only from its 

neighbour. 

• For n4, the distances to the 

other nodes are : 

n5=1, n3=1, n2=          

n1 =        

• All nodes broadcast with a 

sequence number 1

n1

n2

n3

n4 n5



An Example of Route Update

• After this, nodes forward 

messages that they have 

received earlier. 

• The message that n2 sent to 

n3 is now forwarded by n3

• For n4, the distances are 

now : 

n5=1, n3=1, n2=2, n1=     

All messages have sequence 

number 1

n1

n2

n3

n4 n5



An Example of Route Update

• Finally, after second round 

of forwarding, n4 gets the 

following distances : 

n5=1, n3=1, n2=2, n1=3

n1

n2

n3

n4 n5



An Example of Route Update

• Suppose n5 has moved to 

its new location.

• Also, n5 receives a new 

message from n1 with a 

sequence number 2

• This message is forwarded 

by n5 to n4

• Two distances to n1 in n4 

n1

n2

n3

n4

n5



An Example of Route Update

• Distance 3 with seqence 

number 1, and

• Distance 2 with sequence 

number 2

• Since the latter message has 

a more recent sequence 

number, n4 will update the 

distance to n1 as 2 

n1

n2

n3

n4

n5



 

 

UNIT – 4 

   TRANSPORT AND APPLICATION LAYERS    

Mobile TCP– WAP – Architecture – WWW Programming Model– WDP – WTLS – WTP –
WSP – WAE – WTA Architecture – WML – WMLScripts. 

MOBILE TCP 

The M-TCP (mobile TCP)1 approach has the same goals as I-TCP and snooping TCP: to 
prevent the sender window from shrinking if bit errors or disconnection but not congestion cause 
current problems. M-TCP wants to improve overall throughput, to lower the delay, to maintain 
end-to-end semantics of TCP, and to provide a more efficient handover. Additionally, M-TCP is 
especially adapted to the problems arising from lengthy or frequent disconnections (Brown, 
1997). 
M-TCP splits the TCP connection into two parts as I-TCP does. An unmodified TCP is used on 
the standard host-supervisory host (SH) connection, while an optimized TCP is used on the SH-
MH connection. The supervisory host is responsible for exchanging data between both parts 
similar to the proxy in ITCP (see Figure 9.1).  

The M-TCP approach assumes a relatively low bit error rate on the wireless link. Therefore, it 
does not perform caching/retransmission of data via the SH. If a packet is lost on the wireless 
link, it has to be retransmitted by the original sender. This maintains the TCP end-to-end 
semantics. 

The SH monitors all packets sent to the MH and ACKs returned from the MH. If the SH does not 
receive an ACK for some time, it assumes that the MH is disconnected. It then chokes the sender 
by setting the sender’s window size to 0. Setting the window size to 0 forces the sender to go into 
persistent mode, i.e., the state of the sender will not change no matter how long the receiver is 
disconnected. This means that the sender will not try to retransmit data. As soon as the SH 
(either the old SH or a new SH) detects connectivity again, it reopens the window of the sender 



 

to the old value. The sender can continue sending at full speed. This mechanism does not require 
changes to the sender’s TCP. The wireless side uses an adapted TCP that can recover from 
packet loss much faster. This modified TCP does not use slow start, thus, M-TCP needs a 
bandwidth manager to implement fair sharing over the wireless link. 

The advantages of M-TCP are the following: 

● It maintains the TCP end-to-end semantics. The SH does not send any ACK itself but forwards 
the ACKs from the MH. 
● If the MH is disconnected, it avoids useless retransmissions, slow starts or breaking 
connections by simply shrinking the sender’s window to 0. Since it does not buffer data in the 
SH as I-TCP does, it is not necessary to forward buffers to a new SH. Lost packets will be 
automatically retransmitted to the new SH. 
The lack of buffers and changing TCP on the wireless part also has some disadvantages: 

● As the SH does not act as proxy as in I-TCP, packet loss on the wireless link due to bit errors 
is propagated to the sender. M-TCP assumes low bit error rates, which is not always a valid 
assumption. 
● A modified TCP on the wireless link not only requires modifications to the MH protocol 
software but also new network elements like the bandwidth manager. 

WAP – Architecture 

The basic objectives of the WAP Forum and now of the OMA are to bring diverse internet 
content (e.g., web pages, push services) and other data services (e.g., stock quotes) to digital 
cellular phones and other wireless, mobile terminals (e.g., PDAs, laptops). Moreover, a protocol 
suite should enable global wireless communication across different wireless network 
technologies, e.g., GSM, CDPD, UMTS etc. The forum is embracing and extending existing 
standards and technologies of the internet wherever possible and is creating a framework for the 
development of contents and applications that scale across a very wide range of wireless bearer 
networks and wireless device types. 

All solutions must be: 
● interoperable, i.e., allowing terminals and software from different vendors to communicate 
with networks from different providers; 
● scaleable, i.e., protocols and services should scale with customer needs and number of 
customers; 
● efficient, i.e., provision of QoS suited to the characteristics of the wireless and mobile 
networks; 
● reliable, i.e., provision of a consistent and predictable platform for deploying services; and 
● secure, i.e., preservation of the integrity of user data, protection of devices and services from 
security problems. 

Figure 10.9 gives an overview of the WAP architecture, its protocols and components, and 
compares this architecture with the typical internet architecture when using the world wide web. 
This comparison is often cited by the WAP Forum and it helps to understand the architecture 
(WAP Forum, 2000a). This comparison can be misleading as not all components and protocols 



 

shown at the same layer are comparable (Khare, 1999). For consistency reasons with the existing 
specification, the following stays with the model as shown in Figure 10.9. 

Finally the application layer with the wireless application environment (WAE) offers a 
framework for the integration of different www and mobile telephony applications. The main 

The basis for transmission of data is formed by different bearer services. WAP does not specify 
bearer services, but uses existing data services and will integrate further services. Examples are 
message services, such as short message service (SMS) of GSM, circuit-switched data, such as 
high-speed circuit switched data (HSCSD) in GSM, or packet switched data, such as general 
packet radio service (GPRS) in GSM. Many other bearers are supported, such as CDPD, IS-136, 
PHS. No special interface has been specified between the bearer service and the next higher 
layer, the transport layer with its wireless datagram protocol (WDP) and the additional 
wireless control message protocol (WCMP), because the adaptation of these protocols are 
bearer-specific (WAP Forum, 2000u). The transport layer offers a bearer independent, consistent 
datagram-oriented service to the higher layers of the WAP architecture. Communication is done 
transparently over one of the available bearer services. The transport layer service access point 

(T-SAP) is the common interface to be used by higher layers independent of the underlying 
network. The next higher layer, the security layer with its wireless transport layer security 

protocol WTLS offers its service at the security SAP (SEC-SAP). WTLS is based on the 
transport layer security (TLS, formerly SSL, secure sockets layer) already known from the www. 
WTLS has been optimized for use in wireless networks with narrow-band channels. It can offer 
data integrity, privacy, authentication, and (some) denial-of-service protection.  

The WAP transaction layer with its wireless transaction protocol (WTP) offers a lightweight 
transaction service at the transaction SAP (TR-SAP). The session layer with the wireless 

session protocol (WSP) currently offers two services at the session-SAP (S-SAP), one 
connection-oriented and one connectionless if used directly on top of WDP. A special service for 
browsing the web (WSP/B) has been defined that offers HTTP/1.1 functionality, long-lived 
session state, session suspend and resume, session migration and other features needed for 
wireless mobile access to the web. 



 

issues here are scripting languages, special markup languages, interfaces to telephony 
applications, and many content formats adapted to the special requirements of small, handheld, 
wireless devices. 

Different scenarios are possible for the integration of WAP components into existing wireless 
and fixed networks (see Figure 10.10). On the left side, different fixed networks, such as the 
traditional internet and the public switched telephone network (PSTN), are shown. One cannot 
change protocols and services of these existing networks so several new elements will be 
implemented between these networks and the WAP-enabled wireless, mobile devices in a 
wireless network on the right-hand side. 

The current www in the internet offers web pages with the help of HTML and web servers. To 
be able to browse these pages or additional pages with handheld devices, a wireless markup 
language (WML) has been defined in WAP. Special filters within the fixed network can now 
translate HTML into WML, web servers can already provide pages in WML, or the gateways 
between the fixed and wireless network can translate HTML into WML. These gateways not 
only filter pages but also act as proxies for web access, as explained in the following 
sections.WML is additionally converted into binary WML for more efficient transmission. In a 
similar way, a special gateway can be implemented to access traditional telephony services via 
binary WML. This wireless telephony application (WTA) server translates, e.g., signaling of the 
telephone network (incoming call etc.) into WML events displayed at the handheld device. It is 
important to notice the integrated view for the wireless client of all different services, telephony 
and web, via the WAE. 

WWW PROGRAMMING MODEL 

Wireless datagram protocol 

The wireless datagram protocol (WDP) operates on top of many different bearer services 
capable of carrying data. At the T-SAP WDP offers a consistent datagram transport service 



 

independent of the underlying bearer (WAP Forum, 2000b). To offer this consistent service, the 
adaptation needed in the transport layer can differ depending on the services of the bearer. The 
closer the bearer service is to IP, the smaller the adaptation can be. If the bearer already offers IP 
services, UDP (Postel, 1980) is used as WDP. WDP offers more or less the same services as 
UDP. 

WDP offers source and destination port numbers used for multiplexing and demultiplexing of 
data respectively. The service primitive to send a datagram is TDUnitdata.req with the 
destination address (DA), destination port (DP), Source address (SA), source port (SP), and 
user data (UD) as mandatory parameters (see Figure 10.11). Destination and source address are 
unique addresses for the receiver and sender of the user data. These could be MSISDNs (i.e., a 
telephone number), IP addresses, or any other unique identifiers. The T-DUnitdata.ind service 
primitive indicates the reception of data. Here destination address and port are only optional 
parameters. 

If a higher layer requests a service the WDP cannot fulfill, this error is indicated with the T-

DError.ind service primitive as shown in Figure 10.11. An error code (EC) is returned 
indicating the reason for the error to the higher layer. WDP is not allowed to use this primitive to 
indicate problems with the bearer service. It is only allowed to use the primitive to indicate local 
problems, such as a user data size that is too large. 

If any errors happen when WDP datagrams are sent from one WDP entity to another (e.g. the 
destination is unreachable, no application is listening to the specified destination port etc.), the 
wireless control message protocol (WCMP) provides error handling mechanisms for WDP 
(WAP Forum, 2000r) and should therefore be implemented. WCMP contains control messages 
that resemble the internet control message protocol (ICMP (Postel, 1981b) for IPv4, (Conta, 
1998) for IPv6) messages and can also be used for diagnostic and informational purposes. 
WCMP can be used by WDP nodes and gateways to report errors. However, WCMP error 
messages must not be sent as response to other WCMP error messages. In IP-based networks, 
ICMP will be used as WCMP (e.g., CDPD, GPRS). Typical WCMP messages are destination 

unreachable (route, port, address unreachable), parameter problem (errors in the packet 
header),message too big, reassembly failure, or echo request/reply. 



 

An additional WDP management entity supports WDP and provides information about changes 
in the environment, which may influence the correct operation of WDP. Important information is 
the current configuration of the device, currently available bearer services, processing and 
memory resources etc. Design and implementation of this management component is considered 
vendor-specific and is outside the scope of WAP. 

Wireless transport layer security 

If requested by an application, a security service, the wireless transport layer security 

(WTLS), can be integrated into the WAP architecture on top of WDP as specified in (WAP 
Forum, 2000c). WTLS can provide different levels of security (for privacy, data integrity, and 
authentication) and has been optimized for low bandwidth, high-delay bearer networks. WTLS 
takes into account the low processing power and very limited memory capacity of the mobile 
devices for cryptographic algorithms. WTLS supports datagram and connection-oriented 
transport layer protocols. New compared to, e.g. GSM, is the security relation between two peers 
and not only between the mobile device and the base station (see chapter 4). WTLS took over 
many features and mechanisms from TLS (formerly SSL, secure sockets layer (Dierks, 1999)), 
but it has an optimized handshaking between the peers. Before data can be exchanged via 
WTLS, a secure session has to be established. This session establishment consists of several 
steps: Figure 10.12 illustrates the sequence of service primitives needed for a so-called ‘full 

handshake’ (several optimizations are possible). The originator and the peer of the secure session 
can both interrupt session establishment any time, e.g., if the parameters proposed are not 
acceptable.

The first step is to initiate the session with the SEC-Create primitive. Parameters are source 

address (SA), source port (SP) of the originator, destination address (DA), destination port 

(DP) of the peer. The originator proposes a key exchange suite (KES) (e.g., RSA (Rivest, 



 

1978), DH (Diffie, 1976), ECC (Certicom, 2002)), a cipher suite (CS) (e.g., DES, IDEA 
(Schneier, 1996), and a compression method (CM) (currently not further specified). The peer 
answers with parameters for the sequence number mode (SNM), the key refresh cycle (KR)
(i.e., how often keys are refreshed within this secure session), the session identifier (SID) 

(which is unique with each peer), and the selected key exchange suite (KES’), cipher suite 
(CS’), compression method (CM’). The peer also issues a SEC-Exchange primitive. This 
indicates that the peer wishes to perform public-key authentication with the client, i.e., the peer 
requests a client certificate (CC) from the originator. The first step of the secure session 
creation, the negotiation of the security parameters and suites, is indicated on the originator’s 

side, followed by the request for a certificate. The originator answers with its certificate and 
issues a SEC-Commit.req primitive. This primitive indicates that the handshake is com pleted 
for the originator’s side and that the originator now wants to switch into the newly negotiated 
connection state. The certificate is delivered to the peer side and the SEC-Commit is indicated. 
The WTLS layer of the peer sends back a confirmation to the originator. This concludes the full 
handshake for secure session setup. 

After setting up a secure connection between two peers, user data can be exchanged. This is done 
using the simple SEC-Unitdata primitive as shown in Figure 10.13. 

SEC-Unitdata has exactly the same function as T-DUnitdata on the WDP layer, namely it 
transfers a datagram between a sender and a receiver. This data transfer is still unreliable, but is 
now secure. This shows that WTLS can be easily plugged into the protocol stack on top of WDP. 
The higher layers simply use SEC-Unitdata instead of T-DUnitdata. The parameters are the same 
here:  

source address (SA), source port (SP), destination address (DA), destination 

port (DP), and user data (UD). 
Although WTLS allows for different encryption mechanisms with different key lengths, it is 
quite clear that due to computing power on the handheld devices the encryption provided cannot 
be very strong. If applications require stronger security, it is up to an application or a user to 
apply stronger encryption on top of the whole protocol stack and use WTLS as a basic security 
level only. Many programs are available for this purpose. It is important to note that the security 
association in WTLS exists between the mobile WAP-enabled device and a WAP server or WAP 
gateway only. If an application accesses another server via the gateway, additional mechanisms 
are needed for end-to-end security. If for example a user accesses his or her bank account using 
WAP, the WTLS security association typically ends at the WAP gateway inside the network 
operator’s domain. The bank and user will want to apply additional security mechanisms in this 
scenario.  



 

Wireless transaction protocol 

The wireless transaction protocol (WTP) is on top of either WDP or, if security is required, 
WTLS (WAP Forum, 2000d). WTP has been designed to run on very thin clients, such as mobile 
phones. WTP offers several advantages to higher layers, including an improved reliability over 
datagram services, improved efficiency over connection-oriented services, and support for 
transaction-oriented services such as web browsing. In this context, a transaction is defined as a 
request with its response, e.g. for a web page. 

WTP offers many features to the higher layers. The basis is formed from three classes of 

transaction service as explained in the following paragraphs. Class 0 provides unreliable 
message transfer without any result message. Classes 1 and 2 provide reliable message transfer, 
class 1 without, class 2 with, exactly one reliable result message (the typical request/response 
case). WTP achieves reliability using duplicate removal, retransmission, acknowledgements
and unique transaction identifiers. No WTP-class requires any connection set-up or tear-down 
phase. This avoids unnecessary overhead on the communication link. WTP allows for 
asynchronous transactions, abort of transactions, concatenation of messages, and can report 

success or failure of reliable messages (e.g., a server cannot handle the request). To be 
consistent with the specification, in the following the term initiator is used for a WTP entity 
initiating a transaction (aka client), and the term responder for the WTP entity responding to a 
transaction (aka server). The three service primitives offered by WTP are TR-Invoke to initiate a 
new transaction, TR-Result to send back the result of a previously initiated transaction, and TR-

Abort to abort an existing transaction. The PDUs exchanged between two WTP entities for 
normal transactions are the invoke PDU, ack PDU, and result PDU.  

A special feature of WTP is its ability to provide a user acknowledgement or, alternatively, an 
automatic acknowledgement by the WTP entity. If user acknowledgement is required, a WTP 
user has to confirm every message received by a WTP entity. A user acknowledgement provides 
a stronger version of a confirmed service because it guarantees that the response comes from the 
user of the WTP and not the WTP entity itself. 

WTP class 0 

Class 0 offers an unreliable transaction service without a result message. The transaction is 
stateless and cannot be aborted. The service is requested with the TR-Invoke.req primitive as 
shown in Figure 10.14. Parameters are the source address (SA), source port (SP), destination 

address (DA), destination port (DP) as already explained in section 10.3.2. Additionally, with 
the A flag the user of this service can determine, if the responder WTP entity should generate an 
acknowledgement or if a user acknowledgement should be used. The WTP layer will transmit 
the user data (UD) transparently to its destination. The class type C indicates here class 0. 
Finally, the transaction handle H provides a simple index to uniquely identify the transaction 
and is an alias for the tuple (SA, SP, DA, DP), i.e., a socket pair, with only local significance. 



 

The WTP entity at the initiator sends an invoke PDU which the responder receives. The WTP 
entity at the responder then generates a TR-Invoke.ind primitive with the same parameters as on 
the initiator’s side, except for H’ which is now the local handle for the transaction on the 
responder’s side. In this class, the responder does not acknowledge the message and the initiator 
does not perform any retransmission. Although this resembles a simple datagram service, it is 
recommended to use WDP if only a datagram service is required. WTP class 0 augments the 
transaction service with a simple datagram like service for occasional use by higher layers. 

WTP class 1 

Class 1 offers a reliable transaction service but without a result message. Again, the initiator 
sends an invoke PDU after a TR-Invoke.req from a higher layer. This time, class equals ‘1’, and 

no user acknowledgement has been selected as shown in Figure 10.15. The responder signals the 
incoming invoke PDU via the TR-Invoke.ind primitive to the higher layer and acknowledges 
automatically without user intervention. The specification also allows the user on the responder’s

side to acknowledge, but this acknowledgement is not required. For the initiator the transaction 
ends with the reception of the acknowledgement. The responder keeps the transaction state for 
some time to be able to retransmit the acknowledgement if it receives the same invoke PDU 
again indicating a loss of the acknowledgement. 

If a user of the WTP class 1 service on the initiator’s side requests a user acknowledgement on 
the responder’s side, the sequence diagram looks like Figure 10.16. Now the WTP entity on the 
responder’s side does not send an acknowledgement automatically, but waits for the TR-

Invoke.res service primitive from the user. This service primitive must have the appropriate 
local handle H’ for identification of the right transaction. The WTP entity can now send the ack 



 

PDU. Typical uses for this transaction class are reliable push services. 

WTP class 2 

Finally, class 2 transaction service provides the classic reliable request/response transaction 
known from many client/server scenarios. Depending on user requirements, many different 
scenarios are possible for initiator/responder interaction.  

Three examples are presented below. 

Figure 10.17 shows the basic transaction of class 2 without-user acknowledgement. Here, a user 
on the initiator’s side requests the service and the WTP entity sends the invoke PDU to the 
responder. The WTP entity on the responder’s side indicates the request with the TR-Invoke.ind 

primitive to a user. The responder now waits for the processing of the request, the user on the 
responder’s side can finally give the result UD* to the WTP entity on the responder side using 
TR-Result.req. The result PDU can now be sent back to the initiator, which implicitly 
acknowledges the invoke PDU. The initiator can indicate the successful transmission of the 
invoke message and the result with the two service primitives TR-Invoke.cnf and TR-

Result.ind. A user may respond to this result with TR-Result.res. An acknowledgement PDU is 
then generated which finally triggers the TR-Result.cnf primitive on the responder’s side. This 

example clearly shows the combination of two reliable services (TR-Invoke and TR-Result) with 
an efficient data transmission/acknowledgement. 



 

An even more reliable service can be provided by user acknowledgement as explained above. 
The time-sequence diagram looks different (see Figure 10.18). 

The user on the responder’s side now explicitly responds to the Invoke PDU using the TR-

Invoke.res primitive, which triggers the TR-Invoke.cnf on the initiator’s side via an ack PDU.
The transmission of the result is also a confirmed service, as indicated by the next four service 
primitives. This service will likely be the most common in standard request/response scenarios 
as, e.g., distributed computing. 

If the calculation of the result takes some time, the responder can put the initiator on “hold on” to 

prevent a retransmission of the invoke PDU as the initiator might assume packet loss if no result 
is sent back within a certain timeframe. This is shown in Figure 10.19.  



 

After a time-out, the responder automatically generates an acknowledgement for the Invoke 
PDU. This shows the initiator that the responder is still alive and currently busy processing the 
request. WTP provides many more features not explained here, such as concatenation and 
separation of messages, asynchronous transactions with up to 215 transactions outstanding, i.e., 
requested but without result up to now, and segmentation/ reassembly of messages. 

Wireless session protocol 

The wireless session protocol (WSP) has been designed to operate on top of the datagram 
service WDP or the transaction service WTP (WAP Forum, 2000e).For both types, security can 
be inserted using the WTLS security layer if required. WSP provides a shared state between a 
client and a server to optimize content transfer. HTTP, a protocol WSP tries to replace within the 
wireless domain, is stateless, which already causes many problems in fixed networks. Many web 
content providers therefore use cookies to store some state on a client machine. State is needed in 
web browsing, for example, to resume browsing in exactly the same context in which browsing 
has been suspended. This is an important feature for clients and servers. Client users can 
continue to work where they left the browser or when the network was interrupted, or users can 
get their customized environment every time they start the browser. Content providers can 
customize their pages to clients’ needs and do not have to retransmit the same pages over and 
over again.  
WSP offers the following general features needed for content exchange between cooperating 
clients and servers: 
● Session management: WSP introduces sessions that can be established from a client to a 
server and may be long lived. Sessions can also be 
released in an orderly manner. The capabilities of suspending and resuming a session are 
important to mobile applications. Assume a mobile device is being switched off – it would be 
useful for a user to be able to continue operation at exactly the point where the device was 
switched off. Session lifetime is independent of transport connection lifetime or continuous 
operation of a bearer network. 



 

Capability negotiation: Clients and servers can agree upon a common level of protocol 
functionality during session establishment. Example parameters to negotiate are maximum client 
SDU size, maximum outstanding requests, protocol options, and server SDU size. 

● Content encoding: WSP also defines the efficient binary encoding for the content it transfers. 
WSP offers content typing and composite objects, as explained for web browsing. While WSP is 
a general-purpose session protocol, WAP has specified the wireless session protocol/browsing 

(WSP/B) which comprises protocols and services most suited for browsing-type applications. In 
addition to the general features of WSP, WSP/B offers the following features adapted to web 
browsing. 

● HTTP/1.1 functionality: WSP/B supports the functions HTTP/1.1 (Fielding,1999) offers, 
such as extensible request/reply methods, composite objects, and content type negotiation. 
WSP/B is a binary form of HTTP/1.1.HTTP/1.1 content headers are used to define content type, 
character set encoding, languages etc., but binary encodings are defined for well-known headers 
to reduce protocol overheads. 
● Exchange of session headers: Client and server can exchange request/reply headers that 
remain constant over the lifetime of the session. These headers may include content types, 
character sets, languages, device capabilities, and other static parameters. WSP/B will not 
interpret header information but passes all headers directly to service users. 

● Push and pull data transfer: Pulling data from a server is the traditional mechanism of the 
web. This is also supported by WSP/B using the request/response mechanism from HTTP/1.1. 
Additionally, WSP/B supports three push mechanisms for data transfer: a confirmed data push 
within an existing session context, a non-confirmed data push within an existing session context, 
and a non-confirmed data push without an existing session context. 

● Asynchronous requests: Optionally, WSP/B supports a client that can send multiple requests 
to a server simultaneously. This improves efficiency for the requests and replies can now be 
coalesced into fewer messages. Latency is also improved, as each result can be sent to the client 
as soon as it is available. 

Wireless application environment  

The main idea behind the wireless application environment (WAE) is to create a general-
purpose application environment based mainly on existing technologies and philosophies of the 
world wide web (WAP Forum, 2000g). This environment should allow service providers, 
software manufacturers, or hardware vendors to integrate their applications so they can reach a 
wide variety of different wireless platforms in an efficient way. However, WAE does not dictate 
or assume any specific man-machine-interface model, but allows for a variety of devices, each 
with its own capabilities and probably vendor-specific extras (i.e.,each vendor can have its own 
look and feel). WAE has already integrated the following technologies and adapted them for use 
in a wireless environment with low power handheld devices. HTML (Raggett, 1998), JavaScript 
(Flanagan,1997), and the handheld device markup language HDML (King, 1997) form the basis 
of the wireless markup language (WML) and the scripting language WMLscript. The 
exchange formats for business cards and phone books vCard (IMC, 1996a) and for calendars 



 

vCalendar (IMC, 1996b) have been included. URLs from the web can be used. A wide range of 
mobile telecommunication technologies have been adopted and integrated into the wireless 

telephony application (WTA) (WAP Forum, 2000f). 

One global goal of the WAE is to minimize over-the-air traffic and resource consumption on the 
handheld device. This goal is also reflected in the logical model underlying WAE (Figure 10.29). 
WAE adopts a model that closely follows the www model, but assumes additional gateways that 
can enhance transmission efficiency. A client issues an encoded request for an operation on a 
remote server. Encoding is necessary to minimize data sent over the air and to save resources on 
the handheld device as explained together with the languages WML and WMLscript. Decoders 
in a gateway now translate this encoded request into a standard request as understood by the 
origin servers. This could be a request to get a web page to set up a call. The gateway transfers 
this request to the appropriate origin server as if it came from a standard client. Origin servers 
could be standard web servers running HTTP and generating content using scripts, providing 
pages using a database, or applying any other (proprietary) technology. WAE does not specify 
any standard content generator or server, but assumes that the majority will follow the standard 
technology used in today’s www. The origin servers will respond to the request. The gateway 
now encodes the response and its content (if there is any) and transfers the encoded response 
with the content to the client. The WAE logical model not only includes this standard 
request/response scheme, but it also includes push services. Then an origin server pushes content 
to the gateway. The gateway encodes the pushed content and transmits the encoded push content 
to the client. Several user agents can reside within a client. User agents include such items as: 
browsers, phonebooks, message editors etc. WAE does not specify the number of user agents or 
their functionality, but assumes a basic WML user agent that supports WML, WMLscript, or 
both (i.e., a ‘WML browser’). However, one more user agent has been specified with its 
fundamental services, the WTA user agent. This user agent handles access to, and interaction 
with, mobile telephone features (such as call control). As over time many vendor dependent user 
agents may develop, the standard defines a user agent profile (UAProf), which describes the 
capabilities of a user agent (WAP Forum, 2000aa). Capabilities may be related to hardware or 
software. Examples are: display size, operating system, browser version, processor, memory 
size, audio/video codec, or supported network types. 



 

 WTA Architecture 

Browsing the web using the WML browser is only one application for a handheld device user. 
Say a user still wants to make phone calls and access all the features of the mobile phone 
network as with a traditional mobile phone. This is where the wireless telephony application 

(WTA), the WTA user agent (as shown in Figure 10.29), and the wireless telephony 

application interface WTAI come in. WTA is a collection of telephony specific extensions for 
call and feature control mechanisms, merging data networks and voice networks. 
The WTA framework integrates advanced telephony services using a consistent user interface 
(e.g., the WML browser) and allows network operators to increase accessibility for various 
special services in their network. A network operator can reach more end-devices using WTA 
because this is integrated in the wireless application environment (WAE) which handles device-
specific characteristics and environments. WTA should enable third-party developers as well as 
network operators to create network-independent content that accesses the basic features of the 
bearer network. However, most of the WTA functionality is reserved for the network operators 
for security and stability reasons.  

WTA extends the basic WAE application model in several ways: 

● Content push: A WTA origin server can push content, i.e., WML decks or WMLScript, to the 
client. A push can take place without prior client request. The content can enable, e.g., the client 
to handle new network events that were unknown before.  
● Access to telephony functions: The wireless telephony application interface (WTAI, WAP 
Forum, 2000m) provides many functions to handle telephony events (call accept, call setup, 
change of phone book entries etc.). 
● Repository for event handlers: The repository represents a persistent storage on the client for 
content required to offer WTA services. Content are either channels or resources. Examples for 
resources are WML decks, WMLScript objects, or WBMP pictures. Resources are loaded using 
WSP or are pre-installed. A channel comprises references to resources and is associated with a 
lifetime. Within this lifetime, it is guaranteed that all resources the channel points to are locally 
available in the repository. The motivation behind the repository is the necessity to react very 
quickly for time-critical events (e.g., call accept). It would take too long to load content from a 
server for this purpose. 
● Security model: Mandatory for WTA is a security model as many frauds happen with wrong 
phone numbers or faked services. WTA allows the client to only connect to trustworthy 
gateways, which then have to check if the servers providing content are authorized to send this 
content to the client. Obviously, it is not easy to define trustworthy in this context. In the 
beginning, the network operator’s gateway may be the only trusted gateway and the network 
operator may decide which servers are allowed to provide content. 

Figure 10.30 gives an overview of the WTA logical architecture. The components shown are not 
all mandatory in this architecture; however, firewalls or other origin servers may be useful. A 
minimal configuration could be a single server from the network operator serving all clients. The 
client is connected via a mobile network with a WTA server, other telephone networks (e.g., 
fixed PSTN), and a WAP gateway. A WML user agent running on the client or on other user 
agents is not shown here.  



 

The client may have voice and data connections over the mobile network. Other origin servers 
within the trusted domain may be connected via the WAP gateway. A firewall is useful to 
connect third-party origin servers outside the trusted domain. One difference between WTA  

servers and other servers besides security is the tighter control of QoS. A network operator 
knows (more or less precisely) the latency, reliability, and capacity of its mobile network and can 
have more control over the behavior of the services. Other servers, probably located in the 
internet, may not be able to give as good QoS guarantees as the network operator.Similarly, the 
WTA user agent has a very rigid and real-time context management for browsing the web 
compared to the standard WML user agent. 
Figure 10.31 shows an exemplary interaction between a WTA client, a WTA gateway, a WTA 
server, the mobile network (with probably many more servers) and a voice box server. Someone 
might leave a message on a voice box server as indicated. Without WAP, the network operator 
then typically generates an SMS indicating the new message on the voice box via a little symbol 
on the mobile phone. However, it is typically not indicated who left a message, what messages 
are stored etc. Users have to call the voice box to check and cannot choose a particular message. 



 

In a WAP scenario, the voice box can induce the WTA server to generate new content for 
pushing to the client. An example could be a WML deck containing a list of callers plus length 
and priority of the calls. The server does not push this deck immediately to the client, but sends a 
push message containing a single URL to the client. A short note, e.g., “5 new calls are stored", 

could accompany the push message. The WTA gateway translates the push URL into a service 
indication and codes it into a more compact binary format. The WTA user agent then indicates 
that new messages are stored. If the user wants to listen to the stored messages, he or she can 
request a list of the messages. This is done with the help of the URL. A WSP get requests the 
content the URL points to. The gateway translates this WSP get into an HTTP get and the server 
responds with the prepared list of callers. After displaying the content, the user can select a voice 



 

message from the list. Each voice message in this example has an associated URL, which can 
request a certain WML card from the server. The purpose of this card is to prepare the client for 
an incoming call. As soon as the client receives the card, it waits for the incoming call. The call 
is then automatically accepted. The WTA server also signals the voice box system to set up a 
(traditional) voice connection to play the selected voice message. Setting up the call and 
accepting the call is shown using dashed lines, as these are standard interactions from the mobile 
phone network, which are not controlled by WAP. 

WML  

The wireless markup language (WML) (WAP Forum, 2000j) is based on the standard HTML 
(Raggett, 1998) known from the www and on HDML (King, 1997). WML is specified as an 
XML (W3C, 1998a) document type. When designing WML, several constraints of wireless 
handheld devices had to be taken into account. First of all, the wireless link will always have 
only a very limited capacity compared to a wire. Current handheld devices have small displays, 
limited user input facilities, limited memory, and only low performance computational resources. 
While the bandwidth argument will remain for many years, it currently seems that the gap 
between mobile and fixed devices regarding processing power is getting narrower. Today’s 

CPUs in PDAs have performance figures close to desktop CPUs just a few years ago. 

WML follows a deck and card metaphor. A WML document is made up of multiple cards. Cards 
can be grouped together into a deck. A WML deck is similar to an HTML page, in that it is 
identified by a URL and is the unit of content transmission. A user navigates with the WML 
browser through a series of WML cards, reviews the contents, enters requested data, makes 
choices etc. The WML browser fetches decks as required from origin servers. Either these decks 
can be static files on the server or they can be dynamically generated. It is important to note that 
WML does not specify how the implementation of a WML browser has to interact with a user. 
Instead, WML describes the intent of interaction in an abstract manner. The user agent on a 
handheld device has to decide how to best present all elements of a card.  

WML includes several basic features: 

● Text and images: WML gives, as do other mark-up languages, hints how text and images can 
be presented to a user. However, the exact presentation of data to a user is up to the user agent 
running on the handheld device. WML only provides a set of mark-up elements, such as 
emphasis elements (bold, italic, etc.) for text, or tab columns for tabbing alignment. 

● User interaction: WML supports different elements for user input. Examples are: text entry 
controls for text or password entry, option selections or controls for task invocation. Again, the 
user agent is free to choose how these inputs are implemented. They could be bound to, e.g., 
physical keys, soft keys, or voice input. 

● Navigation: As with HTML browsers, WML offers a history mechanism with navigation 
through the browsing history, hyperlinks and other intercard navigation elements. 



 

● Context management: WML allows for saving the state between different decks without 
server interaction, i.e., variable state can last longer than a single deck, and so state can be shared 
across different decks. Cards can have parameters defined by using this state without access to 
the server over the narrow-band wireless channel. 

The following paragraph gives a simple example of WML;  

First, a reference to XML is given where WML was derived from. Then, after the keyword wml 
the first card is defined. This first card of the deck “displays” a text after loading (“displaying” 

could also mean voice output etc.). As soon as a user activates the do element (a button or voice 
command), the user agent displays the second card. On this second card, the user can select one 
out of three pizza options. Depending on the choice of the user, PIZZA can have one of the 
values Mar, Fun, or Vul. If the user proceeds to the third card without choosing a pizza, the value 
Mar is used as default. Again, describing these options with WML does not automatically mean 
that these options are displayed as text. It could also be possible that the user agent reads the 
options through a voice output and the user answers through a voice input. WML only describes 
the intention of a choice. The third card finally outputs the value of PIZZA. 

<?xml version="1.0"?> 
<!DOCTYPE wml PUBLIC "-//WAPFORUM//DTD WML 1.1//EN" 
"http://www.wapforum.org/DTD/wml_1.1.xml"> 
<wml> 
<card id="card_one" title="Simple example"> 
<do type="accept"> 
<go href="#card_two"/> 
</do> 
<p> 
This is a simple first card! 
<br/> 
On the next one you can choose ... 
</p> 
</card> 
<card id="card_two" title="Pizza selection"> 
<do type="accept" label="cont"> 
<go href="#card_three"/> 
</do> 
<p> 
... your favourite pizza! 
<select value="Mar" name="PIZZA"> 
<option value="Mar">Margherita</option> 
<option value="Fun">Funghi</option> 
<option value="Vul">Vulcano</option> 
</select> 
</p> 
</card> 
<card id="card_three" title="Your Pizza!"> 



 

<p> 
Your personal pizza parameter is <b>$(PIZZA)</b>! 
</p> 
</card> 
</wml> 
 

 

WML SCRIPTS: 

WMLScript complements to WML and provides a general scripting capability in the WAP 
architecture (WAP Forum, 2000h). While all WML content is static (after loading on the client), 
WMLScript offers several capabilities not supported by WML: 

● Validity check of user input: before user input is sent to a server, WMLScript can check the 
validity and save bandwidth and latency in case of an error. Otherwise, the server has to perform 
all the checks, which always includes at least one round-trip if problems occur. 
● Access to device facilities: WMLScript offers functions to access hardware components and 
software functions of the device. On a phone a user could, e.g., make a phone call, access the 
address book, or send a message via the message service of the mobile phone. 
● Local user interaction: Without introducing round-trip delays, WMLScript can directly and 
locally interact with a user, show messages or prompt for input. Only, for example, the result of 
several interactions could be transmitted to a server. 
● Extensions to the device software: With the help of WMLScript a device can be configured 
and new functionality can be added even after deployment. Users can download new software 
from vendors and, thus, upgrade their device easily. 

WMLScript is event-based, i.e., a script may be invoked in response to certain user or 
environment events. WMLScript also has full access to the state model of WML, i.e., 
WMLScript can set and read WML variables. WMLScript provides many features known from 
standard programming languages such as functions, expressions, or while, if, for, return etc. 
statements. The language is weakly-typed, i.e., any variable can contain any type (such as 
integer, float, string, boolean) – no explicit typing is necessary. WMLScript provides an 
automatic conversion between different types if possible. Parameters are always passed by value 
to functions. 

Here is a simple example for some lines of WMLScript: the function pizza_test accepts one 
value as input. The local variable taste is initialized to the string "unknown". Then the script 
checks if the input parameter pizza_type has the value "Mar". If this is the case, taste is set to 
"well... ", otherwise the script checks if the pizza_type is "Vul". If this is the case, taste is set to 
"quite hot". Finally, the current value of taste is returned as the value of the function pizza_test. 

function pizza_test(pizza_type) { 
var taste = "unknown"; 
if (pizza_type = "Mar") { 
taste = "well... "; 
}
else { 



 

if (pizza_type = "Vul") { 
taste = "quite hot"; 
}; 
}; 
return taste; 
}; 

The WMLScript compiler can compile one or more such scripts into a WMLScript compilation 

unit. A handheld wireless device can now fetch such a compilation unit using standard protocols 
with HTTP semantics, such as WSP (see section 10.3.5). Within a compilation unit, a user can 
call a particular function using standard URLs with a fragment anchor. A fragment anchor is 
specified by the URL, a hash mark (#), and a fragment identifier. If the URL of the compilation 
unit of the example script was: http://www.xyz.int/myscr, a user could call the script and pass the 
parameter "Vul" via http://www.xyz.int/myscr#pizza_test("Vul"). 

The WAP Forum has specified several standard libraries for WMLScript (WAP Forum, 2000i). 
These libraries provide access to the core functionality of a WAP client so they, must be 
available in the client’s scripting environment. One exception is the float library, which is 
optional and is only useful if a client can support floating-point operations. The following six 
libraries have been defined so far: 
● Lang: This library provides functions closely related to WMLScipt itself. Examples are isInt 
to check if a value could be converted into an integer or float to check if floating-point 
operations are supported. 
● Float: Many typical arithmetic floating-point operations are in this library (which is optional 
as mentioned before). Example functions are round for rounding a number and sqrt for 
calculating the square root of a given value. 
● String: Many string manipulation functions are in this library. Examples are well-known 
functions such as length to return the length of a string or subString to return a substring of a 
given string. Nevertheless, this library also provides more advanced functions such as find to 
find a substring within a string or squeeze to replace several consecutive whitespaces with only 
one.
● WMLBrowser: This library provides several functions typical for a browser, such as prev to 
go back one card or refresh to update the context of the user interface. The function go loads the 
content provided as parameters: 
var my_card = "http://www.xyz.int/pizzamatic/apps.dck#start"; 
var my_vars = "j=4&k=7"; 
WMLBrowser.go(my_card, my_vars); 
● Dialogs: For interaction with a user, this library has been defined. An example function is 
prompt which displays a given message and prompts for user input. 



 

 

Introduction 

 

Pervasive Computing is a technology that pervades the users‟ 

environment by making use of multiple independent information 

devices (both fixed and mobile, homogeneous or heterogeneous) 

interconnected seamlessly through wireless or wired computer 

communication networks which are aimed to provide a class of 

computing / sensory /communication services to a class of users, 

preferably transparently and can provide personalized services 

while ensuring a fair degree of privacy / non-intrusiveness. 

 

It may also be seen as the as the technology that is a combination of 

Personal computing technology and one or more of the following: 

• Internetworking technology 

• Invisible computing technology 

• Wearable computing technology 

• Mobile Computing Technology 

 

1.1 Elements of Pervasive Computing Systems 

 

Components of Infrastructure for Pervasive Computing include 

Mobile computing devices, Fixed computing devices, Multimode RF 

Mobile communication infrastructure 

<Fixed-to-Mobile and Mobile-to-Fixed communication system 

interfaces>,Trust system (security and privacy), Protocol stacks and 

Personalized service frameworks. 

 

What should the Infrastructure provide? 

•Pervasive Computing Infrastructure has to comprise of computing  
elements, communicating elements, sensors, actuators, and interface 

devices. 

 

•Computation to be available widely and freely (not free of cost). 

 
•Intermittent connectivity has to be a supported feature due to 

physical limitations pertaining to power, cost, bandwidth and 

network congestion. 
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•Bluetooth and other choices address small-distance networking 

issues and allow intermittent connection. 
•The infrastructure has to offer seamless connectivity to the devices 

/entities / services. 

 
•It has to support placement and location of uniquely identifiable 
“information tags / track able tags” to all devices / entities in the  

Pervasive Computing environment. 

 

•User‟s environment must be able to be aware of the user‟s context. 
Roaming Environment: An environment that allows connectivity 

and communication to the services outside the home zone is called a 

Roaming Environment. Some sample devices that may involve 

Roaming-based access <fixed / mobile roaming>: 

 

•PDAs / Palmtops / Pocket PCs / Cell phones / Smart phones / WAP 
Phones 

 

•Laptops / Tablet PCs / Notebook PCs 

 
•Desktop PCs / Servers / Web TVs 

 
•Kiosks 

 
•Invisible computing devices / Smart interactive posters 

 
•Wearable computers 
 

1.2Pervasive Computing Devices 

 

1.2.1 Basic Aspects 

 

Device Technology for Pervasive Computing include Power-

provisioning technologies, Display technologies, Memory 

technologies, Communication technologies, Processor 

technologies, Interfacing technologies, Sensor Technologies and 

Authentication Technologies. 

 

 



 

 
 

1.2.2 Technology Aspects 

 

Low-power Device Technologies 

 

Since many of the devices involved in the pervasive computing 

environment may have to be small in size and may have to live on 

their battery / power units, consumption of lower power, extension 

of power provisioning period etc. assume critical significance. In 

addition, prevention from excessive heating also requires attention. 

Power requirements can be reduced by several means right from 

material selection and chip-level designing to software designing 

and communication system designing. Power provisioning 

technology including the Battery design technology plays a very 

important role in the process. 

 

Batteries as Power Provisioning Devices 

 

•Key issue: Size and weight of the batteries versus the power 

capacity and price 

 
•Bottleneck: Relatively slower advances in the battery technology 
compared to those in other fields like display and storage 

technologies 

 

•Major choices available: Nickel-Cadmium (NiCd: 12-27 hrs. 

standby time), Nickel-Metal-Hydride (NiMH: 16-37 hrs. standby 

time), Lithium- Ion (Li-ion:21-50 hrs. standby time), Lithium-

Polymer Cell based batteries (> 60 hrs. standby time, flexible 

shapes) etc. 
 

Display Device Technologies 

 

Not all pervasive computing devices need display elements but those 

needing them may have a range of different requirements in terms 

of: 

– Display-size 
– Display-shape 
– Display-resolution 
– Display-colour richness 



 

– Display viewing angles to be supported 
– Display power provisioning constraints 
– Display refresh rates etc. 

 
Major Display Device Technologies 

•Cathode Ray Tube based Displays (CRTs) 

 
•Liquid Crystal Displays (LCDs) 
 

Active Matrix Displays 

§ Thin Film Transistor Displays (TFTs) 
 

Passive Matrix displays 

§ Single Scan Displays (Colour Super-Twist Nematic: CSTNs) 

§ Dual Scan Displays (Dual Super-Twist Nematic: DSTN) 

§ High-Performance Addressing displays (HPAs) 

 
•Light Emitting Diode based Displays (LEDs) 

o Organic LED based Displays (OLEDs) 

 

•Light-Emitting Polymer based Displays (LEPs) 

 
•Chip-on-Glass Displays (CoGs) 

 
•Liquid Crystal on Glass Displays (LCoGs) 
 

1.2.3 Connectivity Aspects 

 

Role of communication architectures in pervasiveness 

•The pervasive computing system needs at least two basic elements 

to be pervading everywhere they are required to pervade: 

 
O Computing elements to take care of computational needs; and, 

O Communication elements to interconnect these computing 

elements either through wires or wirelessly (with / without 

mobility). 

 



 

 

•From the end user‟s perspective and in many a practical situations, 

the wireless communication based mobile computing is becoming 
increasingly important. 

 

 

•From the back-end systems‟ viewpoint, however, due to its sheer 

traffic volume, low error rates, better noise immunity and low cost, 

the wire line communication based computing still remains an 

attractive option. 

 
•Therefore, hybrid architectures will possibly continue to exist even 
though end users may not be even aware of it. Identifying multi-

technology mobile communication architectures of relevance 

 

•Several generations 

 
•Gradual enhancements 

 
•Coexistence & transition 
 

 

Generations of Wireless Communication Networking Standards 

 

•First Generation Global Mobile Radio standard : 1G 

O Only voice, No data 

 

•Second Generation Global Mobile Radio standard : 2G 

oGSM:9.6 Kbps <circuit switched voice / data> 

O Enhanced Second Generation Global Mobile Radio standard : 

2.5G§ GSM-GPRS <combination of circuit and packet switched 

voice / data> 

§ GPRS-136: <100Kbps <packet switched> 

 
•Third Generation Global Mobile Radio standard: 3G 

oCDMA2000,=< 2Mbps <packet switched voice / data> 

 

•Fourth Generation Global Mobile Radio standard : 4G (near 

future) 



 

 

o? 20-40 Mbps <packet switched voice / data> 

 

 

 

 

 

Inside the GSM Network Subsystem 

 

•MSC (Mobile Services Switching Center) acts like a normal 

switching node and provides the connection to the fixed networks 

(such as the PSTN or ISDN). 

 
•HLR (Home Location Register ) contains information of each 

subscriber registered in the corresponding GSM network, along 

with the current location of the mobile. There is logically one HLR 

per GSM network 

 
•VLR (Visitor Location Register) contains selected information 

from the HLR, necessary for call control and provision of the 

subscribed services and each mobile currently located in the 

geographical area controlled by the VLR. 

 
•EIR (The Equipment Identity Register) is a database that contains 

a list of all valid mobile equipment on the network, 

 
•AuC (The Authentication Center) is a protected database: secret 

key of SIM GSM uses TDMA/FDMA to share the limited radio 

spectrum wherein the FDMA part divides frequency of the not more 

than 25 MHz B/W into 124 carrier frequencies spaced 
200 kHz apart.; and Each of these carrier frequencies is then 

divided in time, using a TDMA scheme. GSM is a circuit-switched 

digital network. 

SGSN (the Serving GPRS Support Node) keeps track of the location 

of the mobile within its service area and send/receive packets from 

the mobile , passing them on, or receiving them from the GGSN. 

GGSN (Gateway GPRS Support Node) converts the GSM packets 

into other packet protocols (e.g. IP /X.25) and sends them out into 

another network. 

 



 

 

•GPRS users can share the resource (Radio link) which is used only 

when users are actually sending or receiving data. 

 
•GPRS is based on GMSK which is a modulation technique known 

as Gaussian minimum-shift keying. It can support a theoretical 

upper limit of speed up to 171.2kbps as against the GSM „s9.6Kbps. 

 
•In GPRS, a channel that is 200kHz wide, is divided into 8 separate 

data streams, each carrying maximum 20kbps(14.4kbps typical) 

whereas in 
GSM we use only one channel. 

The 3G: 

 

•3G Stands for the Third Generation, 

 
•Used in the context of new wireless mobile communication systems 

/services, 

 
•Leverages the progress made in cellular technologies with the 

advances made in the Internet-based communication / services and 

the fixed wire line communication technologies, 

 
•Is a general-purpose communication network / service architecture, 

 
•Allows freedom to end users from being aware of location of 

request /provision of services, 

 
•Puts more emphasis on the services than on the underlying 

delivery technologies, 

 
• Aims to play a key role in aiding the On-Demand service 

paradigm. 

 
•Is not a single -technology architecture; instead allows a multi-

technology solution. 

 
Processor technologies 

 

•Intel‟s SpeedStep processor technology 



 

Intel‟s SpeedstepTM technology based processors and their 

successors are capable of: 

 

•Changing the internal clock frequencies 
•Adapting core voltage to changes in power supply 
•Switching of selective parts of the CPU cores / CPU on or off 

depending on whether the current calculations require them to be 

available 
•Using the reduced the clock rate and voltage of the 
processor core while on batteries, leading to significant 

power saving. 

•Switching between these modes is transparent to user and 
is usually fast <however, while the system is connected to 

external power supply, the full clock rate and core 

voltage is available to processor resulting into maximum 

performance> 

•Transmeta‟s Crusoe processor technology 
•Total number of transistors are reduced in an attempt tosave the 

power consumption 
•Software replaces the functionalities which otherwise 
would have been provided in hardware by the eliminated 

set of transistors 

•Software dynamically translates the original instructions 
into another set of instruction for the processor 

•A technology called LongRunTM reduces the power 
consumption even more by reducing the processor's 

voltage on the fly when processor is idle 

 

•Motorola‟s Dragon Ball processor technology 
•Deprecated now! 

 
•Intel‟s X-Scale processor technology 
•This is next generation of ARM-processors that have 
replaced the Intel StrongARM series 

 

 

Memory Technologies 

 

•Register class elements 



 

 

•Cache memory elements 
•Primary Memory elements 
oRAM 

§ SRAM 

§ DRAM 

§ Ut-RAM 

§ MRAM 

§ FRAM 

§ MBM 

 
oROM 

•Secondary Memory 

oFlash Disks 

oMagnetic Disks 

oOptical Disks 

oMagento-Optical Storages 

oMagentic Tape Storage 

 
 

1.2 Operating System Aspects 

 

Operating Systems for Pervasive Computing Environments 

 

•Types of Operating Systems 
O Classification based on location of functionalities: 

§ Centralised OSes 

§ Networked OSes 

§ Distributed OSes 
 

 
O Support for security through full encryption and certificate 

management, secure protocols (HTTPS, SSL and TLS), WIM 

framework and certificate-based application installation 

 

o Support for content development options for C++, Java (J2ME) 

WAP etc.; 



 

 

 

O Support for variety of user inputs – generic input mechanism 

supporting full keyboard, 0-9*# (numeric mobile phone keypad), 

voice, handwriting recognition and predictive text input. 

 

•Variants of Microsoft Windows 
O Windows XP Embedded 

O WinCE 

 

§ Memory management: 

§ Support for protected Virtual Memory Management 
(upto 32 MB per process), special heap-support for File 

System / Registry / Object Store <max. size of Object 

Store:256 MB> 

§ Security: 

§ Support for cryptography with a Crypto Library+ 
Crypto API, support for SD and Smart Cards 

§ Footprint: 

§ About 400 kb for the OS Core / Kernel 

§ About 3 MB with Kernel + all modules 

§ About 8 MB with Kernel + all modules + MS Word / 
PowerPoint / IE etc. 

§ User-interface: 

§ Simple, intuitive, generally consistent, Menu-driven, 
Iconic 

§ User management: 

§ Designed for single user support only 

§ Energy-awareness aspects: 

§ Support for energy-saving enabled at the kernel level 

 
•Variants of Linux 

O ARM -Linux 

o BlueCat Embedded Linux 

o RT-Linux 

 



 

 

•PalmOS 

 
•QNX Neutrino 

 
•Variants of JavaOS 
O JavaOS 

O Java for Business 

 

•BeOS 
Major constraints specific to recognition accuracy of Speech 

Recognition Systems as 

components of pervasive computing environment: 

 

•Resource availability in terms of processing power, memory and 
available time for each instance of recognition 

 

•Complexity due to isolated and continuous recognition needs, 

 
•Secondary storage‟s capability to store required supporting data  
affecting dictionary and other data 

 

•Context-variance implications 

 
•Complexity arising out of Speaker-dependent and Speaker-

independent device requirements 

 
•Extent of training needed and its regulation 

 

•Security and other implications 

 

 
1.3 Interfacing Aspects 

 

Interfacing technologies  

Respective significance of Fitaly, Tegic T9, Octave methods of 

keyboards vis-à-vis traditional QWERTY layout based keyboards / 

keypads, in the context of mobile handheld devices: 

 

§ Fitaly: 



 

 

 
•Merit / Significance: Speeds up input of text, letters 
selected as per likely occurrence frequencies and 

ensuring minimization of inter-letter travel distance (to 

no more than 2 positions), supports 220 ANSI/ISO Latin- 

1 character set, supports accents, available in on-screen 

as well as mechanical forms 

 

•Demerit: Specific to English language‟s estimated usage 
patterns, needs to be practiced for a while before use, 

needs to learn „sliding‟ for accents‟ use etc. 

 

§ Tegic T9: 

 
•Merit / Significance: Requires lesser number of 
keystrokes for textual input due to support for predictive 

text by combining use of dictionary and linguistic rules‟ 

embedding, resolution of word-ambiguity is supported 

through prompts, available in on-screen as well as 

mechanical forms 

 

•Demerit: Requires sizeable software support and 
computing resources (instruction cycles and memory) 

 

§ Octave: 

 
•Merit / Significance: Commands available to support 
multiple language dictionaries, available in on-screen as 

well as mechanical forms although second form is more 

popular, gesture-based iconic support for certain 

insertions, word-recognition supported by dictionary, 

ability to resolve stroke-ambiguity with the help of 

dictionary 

 

•Demerit: Requires sizeable software support and 
computing resources (instruction cycles and memory) 

 

§ Traditional QWERTY: 



 

 

 

•Merit / Significance: Simplicity in design and use, 
available in on-screen as well as mechanical forms 

 

•Demerit: Requires more space and may be difficult in use 
in case of devices with very small form-factor 

Major Interfacing technologies: 

 

•Navigation technologies 

 
•Haptic interfacing technologies 

 
•On-screen / Touch-panel technologies 

 
•Voice interfacing technologies 

 
•Video-interfacing technologies 

 
•Handwriting-based interfacing technologies 

 
•Hybrid interfacing technologies) 
 

 


