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UNIT 1 
INTRODUCTION 

 
 
 

CELLULAR AND AD HOC WIRELESS NETWORKS 

 
The current cellular wireless networks are classified as the infrastructure dependent network. The path setup 
for a call between two nodes, say, node C to E, is completed through base station as illustrated in figure below. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 5.2 A cellular network 
 Adhoc wireless networks are defined as a category of wireless network that utilize multi -hop radio 

replaying and are capable of operating without the support of any fixed infrastructure. 
    Absence of any central co-ordinator or base station makes the routing complex. 
    Adhoc wireless network topology for the cellular network shown in above figure is illustrated below. 
 The path setup for a call between 2 nodes, say, node C to E , is completed through the intermediate 

mobile node F. 
 Wireless  mesh  network  and  Wireless  sensor  networks  are  specific  examples  of  adhoc  wireless 

networks. 
 



 
 

 

 
Figure 5.3: An ad hoc wireless network 

    The presence of base station simplifies routing and resource management in a cellular network. 
 But in adhoc networks, routing and resource management are done in a distributed manner in which all 

nodes co-ordinate to enable communication among them. 
The following table shows the difference between cellular networks and adhoc wireless networks. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



APPLICATIONS OF AD HOC WIRELESS NETWORKS 
 

Military Application 
 Adhoc wireless networks can be very useful in establishing communication among a group of soldiers 

for tactical operations. 
 Setting up of a fixed infrastructure for communication among group of soldiers in enemy territories or 

in inhospitable terrains may not be possible. 
    In such a case, adhoc wireless networks provide required communication mechanism quickly. 
 The  primary  nature  of  the  communication  required  in  a  military  environment  enforces  certain 

important   requirements   on   adhoc   wireless   networks   namely,   Reliability,   Efficiency,   Secure 
communication & Support for multicast routing. 

 

Collaborative & Distributed computing 
 Adhoc wireless network helps in collaborative computing, by establishing temporary communication 

infrastructure for quick communication with minimal configuration  among  a group  of people in  a 
conference. 

 In distributed file sharing application reliability is of high importance which would be provided by 
adhoc network. 

 Other  applications  such  as  streaming  of  multimedia  objects  among  participating  nodes  in  ad  hoc 
wireless networks require support for soft real-time communication 

 Devices used for such applications could typically be laptops with add -on wireless interface cards, 
enhanced personal digital assistants (PDAs) or mobile devices with high processing power 

 

Emergency Operations 
 Ad hoc wireless networks are very useful in emergency operations such as search and rescue, crowd 

control and commando operations 
 The major factors that favour ad hoc wireless networks for such tasks are  self-configuration of the 

system with minimal overhead, independent of fixed or centralised infrastructure, the freedom and 
flexibility of mobility, and unavailability of conventional communication infrastructure. 

 In environments, where the conventional infrastructure based communication facilities are destroyed 
due to a war or due to natural calamities, immediate deployment of adhoc wireless networks would be 
a good solution for co-ordinating rescue activities. 

    They require minimum initial network configuration with very little or no delay 
 

Wireless Mesh Network 
 Wireless  mesh  networks  are  adhoc  wireless  network  that  are  formed  to  provide  an  alternate 

communication infrastructure for mobile or fixed nodes/users, without the spectrum reuse constraint 
& requirement of network planning of cellular network. 

 It provides many alternate paths for a data transfer session between a source & destination, resulting in 
quick reconfiguration of the path when the existing path fails due to node failure. 

 Since the infrastructure built is in the form of small radio relaying devices, the investment required in 
wireless mesh networks is much less than what is required for the cellular network counterpart . 

 The possible deployment scenarios of wireless mesh networks include: residential zones, highways, 
business zones, important civilian regions and university campuses 

    Wireless mesh networks should be capable of self-organization and maintenance. 
    It operates at license-free ISM band around 2.4 GHz & 5 GHz. 
    It is scaled well to provide support to large number of points. 
 Major advantage is the support for a high data rate, quick & low cost of deployment, enhanced services, 

high scalability, easy extendability, high availability & low cost per bit. 
 

Wireless Sensor Networks: 
 Sensor networks are special category of Adhoc wireless network that are used to provide a wireless 

communication infrastructure among the sensors deployed in a specific application domain. 
 

 Sensor nodes are tiny devices that have capability of sensing physical parameters processing the data 
gathered, & communication to the monitoring system. 



 

    The issue that make sensor network a distinct category of adhoc wireless network are the following: 
Mobility of nodes : 

   Mobility of nodes is not a mandatory requirement in sensor networks. 
   For example, the nodes used for periodic monitoring of soil properties are not required to be mobile 

&  the nodes that  are fitted  on the bodies of patients  in  a post -surgery ward  of a hospital are 
designed to support limited or partial mobility. 

   In general, sensor networks need not in all cases be designed to support mobility of sensor nodes. 
 

Size of the network : 
   The number of nodes in sensor network can be much larger than that in a typical ad hoc wireless 

network. 
 

Density of deployment : 
   The density of nodes in a sensor network varies with the domain of application. 
   For example, Military applications require high availability of the network, making redundancy a 

high priority. 
 

Power constraints : 
   The power constraints in sensor networks are much more stringent than those in ad hoc wireless 

networks. This is mainly because the sensor nodes are expected to operate in harsh environmental 
or geographical conditions, with minimum or no human supervision and maintenance. 

   In certain case, the recharging of the energy source is impossible. 
   Running such a network, with nodes powered by a battery source with limited energy, demands 

very efficient protocol at network, data link, and physical layer. 
   The power sources used in sensor networks can be classified into the following 3 categories: 

- Replenishable Power source: The power source can be replaced when the existing source is 
fully drained. 

- Non-replenishable Power source: The power source cannot be replenished once the network 
has been deployed. The replacement of sensor node is the only solution. 

- Regenerative Power  source:    Here,  Power  source  employed  in  sensor network  have  the 
capability of regenerating power from the physical parameter under measurement. 

 
Data / Information fusion : 

   Data fusion refers to the aggregation of multiple packets into one before relaying it. 
   Data fusion mainly aims at reducing the bandwidth consumed by redundant head ers of the packets 

and reducing the media access delay involved in transmitting multiple packets. 
   Information fusion aims at processing the sensed data at the intermediate nodes and relaying the 

outcome to the monitor node. 
 

Traffic Distribution : 
   The communication traffic pattern varies with the domain of application in sensor networks. 
   For example, the environmental sensing application generates short periodic packets indicating the 

status of the environmental parameter under observation to a central monitoring station. 
   This kind of traffic requires low bandwidth. 
   Ad hoc wireless networks generally carry user traffic such as digitized & packetized voice stream or 

data traffic, which demands higher bandwidth. 
 

Hybrid Wireless Networks 
 One of the major application area of ad hoc wireless network is in the hybrid wireless architecture such 

as Multi-hop Cellular Network [MCN] & Integrated Cellular Adhoc Relay [iCAR]. 
    The primary concept behind cellular networks is geographical channel reuse. 

 

 Several techniques like cell sectoring, cell resizing and multi tier cells increase the capacity of cellular 
networks. 

 MCNs combine the reliability & support of fixed base station of cellular network with flexibility & multi - 
hop relaying adhoc wireless networks. 











    Major advantages are as follows: 
o Higher capacity than cellular networks due to the better channel reuse. 
o Increased flexibility & reliability in routing. 
o Better coverage & connectivity in holes of a cell can be provided by means of multiple hops t hrough 

intermediate nodes in a cell. 
 

 
ISSUES IN AD HOC WIRELESS NETWORKS 
The major issues that affect the design, deployment, & performance of an ad hoc wireless network system are : 

   Medium Access Scheme. 
   Transport Layer Protocol. 
   Routing. 
   Multicasting. 
   Energy Management. 
   Self-Organisation. 
   Security. 
   Addressing & Service discovery. 
   Deployment considerations. 
   Scalability. 
   Pricing Scheme. 
   Quality of Service Provisioning 

 

Medium Access Scheme 
The primary responsibility of a Medium Access Control (MAC) protocol in adhoc wireless networks is the 
distributed arbitration for the shared channel for transmission of packets. The major issues to be considered in 
designing a MAC protocol for adhoc wireless networks are as follows: 
1.   Distributed Operation: 

 The ad hoc wireless networks need to operate in environments where no centralized coordination 
is possible. 

    The MAC protocol design should be fully distributed involving minimum control overhead. 
2.   Synchronization: 

    The MAC protocol design should take into account the requirement of time synchronization. 
 Synchronization  is  mandatory  for  TDMA-based  systems  for  management  of  transmission  and 

reception slots. 
3.   Hidden Terminals: 

 Hidden  terminals  are  nodes  that  are  hidden(or  not  reachable)  from  the  sender  of  a  data 
transmission session, but are reachable to the receiver of the session. 

4.   Exposed terminals: 
 Exposed  terminals, the nodes that  are in the  transmission  range of the sender of  an  on -going 

session, are prevented from making a transmission. 
5.   Throughput: 

 The  MAC  protocol  employed  in  adhoc  wireless  networks  should  attempt  to  maximize  the 
throughput of the system. 

    The important considerations for throughput enhancement are 
-     Minimizing the occurrence of collisions. 
-     Maximizing channel utilization  and 
-     Minimizing control overhead. 

6.   Access delay: 
  The average delay that any packet experiences to get transmitted. 

  The MAC protocol should attempt to minimize the delay. 
7.   Fairness: 

 Fairness refers to the ability of the MAC protocol to provide an equal share or weighted share of the 
bandwidth to all competing nodes. 

    Fairness can be either node-based or flow-based. 
8.   Real-time Traffic  support: 

 In a contention-based channel access environment, without any central coordination, with limited 
bandwidth, and with location-dependent contention, supporting time- sensitive traffic such as voice, 
video, and real-time data requires explicit support from the MAC protocol. 

 
 



9.   Resource reservation: 
 The  provisioning  of  QoS  defined  by  parameters  such  as  bandwidth,  delay,  and  jitter  requires 

reservation of resources such as bandwidth, buffer space, and processing power. 
10. Ability to measure resource availability: 

 In order to handle the resources such as bandwidth efficiently and perform call admission control 
based on their availability, the MAC protocol should be able to provide an estimation of resource 
availability at every node. 

    This can also be used for making cogestion control decisions. 
11. Capability for power control: 

 The transmission power control reduces the energy consumption at the nodes, causes a decrease in 
interference at neighboring nodes, and increases frequency reuse. 

12. Adaptive rate control: 
    This refers to the variation in the data bit rate achieved over a channel. 
 A MAC protocol that has adaptive rate control can make use of a high data rate when the sender and 

receiver are nearby & adaptively reduce the data rate as they move away from each other. 
13. Use of directional antennas: 

    This has many advantages that include 
- Increased spectrum reuse. 
- Reduction in interference and 
- Reduced power consumption. 

 

Routing 
The responsibilities of a routing protocol include exchanging the route information; finding a feasible path to a 
destination. The major challenges that a routing protocol faces are as follows: 
1.   Mobility : 

 The Mobility of nodes results in frequent path breaks, packet collisions, transient loops, stale 
routing information, and difficulty in resource reservation. 

2.   Bandwidth constraint : 
 Since the channel is shared by all nodes in the broadcast region, the bandwidth available per 

wireless link depends on the number of nodes & traffic they handle. 
3.   Error-prone and shared channel : 

 The Bit Error Rate (BER) in a wireless channel is very high [ 10-5   to 10 -3 ] compared to that in its 
wired counterparts [ 10-12 to 10-9 ]. 

 Consideration of the state of the wireless link, signal-to-noise ratio, and path loss for routing in ad 
hoc wireless networks can improve the efficiency of the routing protocol. 

4.   Location-dependent contention : 
 The load on the wireless channel varies with the number of nodes present in a given geographical 

region. 
    This makes the contention for the channel high when the number of nodes increases. 
 The high contention for the channel results in a high number of collisions & a subsequent wastage of 

bandwidth. 
5.   Other resource constraints : 

 The constraints on resources such as computing power, battery power, and buffer storage also limit 
the capability of a routing protocol. 

 
The major requirements of a routing protocol in adhoc wireless networks are the following. 

1.   Minimum route acquisition delay : 
  The route acquisition delay for a node that does not have a route to a particular destination node 

should be as minimal as possible. 
        The delay may vary with the size of the network and the network load. 

2.   Quick route reconfiguration : 
  The unpredictable changes in the topology of the network require that the routing protocol be able 

to quickly perform route reconfiguration in order to handle path breaks and subsequent packet 
losses. 

3.   Loop-free routing : 
        This is a fundamental requirement to avoid unnecessary wastage of network bandwidth



 

 
  In adhoc wireless networks, due to the random movement of nodes, transient loops may form in the 

route thus established. 
        A routing protocol should detect such transient routing loops & take corrective actions. 

4.   Distributed routing approach : 
  An adhoc wireless network is a fully distributed wireless network &  the use of centralized routing 

approaches in such a network may consume a large amount of bandwidth. 
5.   Minimum control overhead : 

  The control packets exchanged for finding a new route, and maintaining existing routes should be 
kept as minimal as possible. 

6.   Scalability : 
  Scalability is the ability of the routing protocol to scale well in a network with a large number of 

nodes. 
  This requires minimization of control overhead & adaptation of the routing protocol to the network 

size. 
7.   Provisioning of QoS: 

  The routing protocol should be able to provide a certain level of QoS as demanded by the nodes or 
the category of calls. 

        
The QoS parameters can be bandwidth, delay, jitter, packet delivery ratio, & throughput. 

8.   Support for time-sensitive traffic : 
        Tactical communications & similar applications require support for time-sensitive traffic. 
        The routing protocol should be able to support both hard real-time & soft real-time traffic. 

9.   Security and privacy : 
        The routing protocol in adhoc wireless networks must be resilient to threats and vulnerabilities. 
  It must have inbuilt capability to avoid resource consumption, denial-of-service, impersonation, and 

similar attacks possible against an ad hoc wireless network. 
 

Multicasting 
It plays important role in emergency search & rescue operations & in military communication. Use of single- 
link connectivity among the nodes in a multicast group results in a tree-shaped multicast routing topology. 
Such a tree-shaped  topology provides high multicast  efficiency,  with low  packet  delivery ratio due to the 
frequency tree breaks. The major issues in designing multicast routing protocols are as follows: 
1.Robustness : 

• The  multicast  routing  protocol  must  be  able  to  recover  &  reconfigure  quickly  from  potential 
mobility-induced link breaks thus making it suitable for use in high dynamic environments. 

2. Efficiency : 
• A multicast protocol should make a minimum number of transmissions to deliver a data packet to 

all the group members. 
3. Control overhead : 

• The scarce bandwidth availability in ad hoc wireless networks demands minimal control overhead 
for the multicast session. 

4. Quality of Service : 

• QoS  support  is  essential in multicast  routing because, in  most  cases,  the data transferred  in  a 
multicast session is time-sensitive. 

5. Efficient group management : 
• Group management refers to the process of accepting multicast session members and maintaining 

the connectivity among them untill the session expires. 
6 . Scalability : 

•  The multicast routing protocol should be able to scale for a network with a large number of node 
7. Security : 

• Authentication of session members and prevention of non-members from gaining unauthorized 
information play a major role in military communications. 

 



Transport Layer Protocol 
o The main objectives of  the transport layer protocols include : 

   Setting up & maintaining end-to-end connections, 
   Reliable end-to-end delivery of packets, 
   Flow control & 
   Congestion control. 

Examples of some transport layers protocols are, 
a.   UDP ( User Datagram Protocol ) : 

    It is an unreliable connectionless transport layer protocol. 
    It neither performs flow control & congestion control. 
    It do not take into account the current network status such as congestion at the intermediate links, 

the rate of collision, or other similar factors affecting the network throughput. 
b.   TCP (Transmission Control Protocol): 

 It is a reliable connection-oriented transport layer protocol. 
 It performs flow control & congestion control. 
 Here  performance  degradation  arises  due  to  frequent  path  breaks,  presence  of  stale  routing 

information, high channel error rate, and frequent network partitions. 
 

Pricing Scheme 
• Assume that an optimal route from node A to node B passes through node C, & node C is not 

powered on. 
•  Then node A will have to set up a costlier & non-optimal route to B. 
•  The non-optimal path consumes more resources & affects the throughput of the system. 
• As the intermediate nodes in a path that relay the data packets expend their resources such as 

battery charge & computing power, they should be properly compensated. 
• Hence,  pricing  schemes  that  incorporate  service  compensation  or  service  reimbursement  are 

required. 
 

Quality of Service Provisioning (QoS) 
  QoS is the performance level of services offered by a service provider or a network to the user. 
  QoS provisioning often requires , 

   Negotiation between host & the network. 
   Resource reservation schemes. 
   Priority scheduling & 
   Call admission control. 

  QoS parameters : 
Applications                                                                                   Corresponding QoS parameter 

 

1.Multimedia application 
 

2.Military application 
 

3.Defense application 

1. Bandwidth & Delay. 
 
2.Security & Reliability. 
 
3.Finding trustworthy intermediate hosts & routing

 

4.Emergency search and     rescue operations 
 

5.Hybrid wireless network 

 
6.communication  among  the  nodes  in  a  sensor 
network 

4.Availability. 
 
5.Maximum available link life, delay, bandwidth & channel 
utilization. 
 
6.Minimum  energy  consumption,  battery  life  &  energy 
conservation 

 



 

 
  QoS-aware routing : 

i.       Finding the path is the first step toward a QoS-aware routing protocol. 
ii.       The parameters that can be considered for routing decisions are, 

   Network throughput. 
   Packet delivery ratio. 
   Reliability. 
   Delay. 
   Delay jitter. 
   Packet loss rate. 
   Bit error rate. 
   Path loss. 

 
  QoS framework : 

I.   A framework for QoS is a complete system that attempts to provide the promised services to 
each user or application. 

II.   The key component of QoS framework is a QoS service model which defines the way user 
requirements are served. 

 

Self-Organization 
•  One very important property that an ad hoc wireless network should exhibit is organizing & 

maintaining the network by itself. 
•  The major activities that an ad hoc wireless network is required to perform for self-organization are, 

   Neighbour discovery. 
   Topology organization & 
   Topology reorganization (updating topology information) 

 

Security 
1)   Security is an important issue in ad hoc wireless network as the information can be hacked. 
2)   Attacks against network are of 2 types : 

I.   Passive attack → Made by malicious node to obtain information transacted in the network without 
disrupting the operation. 

II.   Active attack → They disrupt the operation of network. 
Further active attacks are of 2 types : 

o External attack: The active attacks that are executed by nodes outside the network. 
o Internal attack: The active attacks that are performed by nodes belonging to the same network. 

 
3)   The major security threats that exist in ad hoc wireless networks are as follows : 

  Denial of service – The attack affected by making the network resource unavailable for service to other 
nodes, either by consuming the bandwidth or by overloading the system. 

  Resource consumption – The scarce availability of resources in ad hoc wireless network makes it an 
easy target for internal attacks, particularly aiming at consuming resources available in the network. 

The major types of resource consumption attacks are, 
   Energy depletion : 

-     Highly constrained by the energy source 
-     Aimed at depleting the battery power of critical nodes. 

 
 

   Buffer overflow : 
- Carried out either by filling the routing table with unwanted routing entries or by 

consuming the data packet buffer space with unwanted data. 
- Lead to a large number of data packets being dropped, leading to the loss of critical 

information. 



 
 

 Host impersonation – A compromised internal node can act as another node and respond with 
appropriate control packets to create wrong route entries, and can terminate the traffic meant for the 
intended destination node. 

  Information disclosure – A compromised node can act as  an informer by deliberate disclosure of 
confidential information to unauthorized nodes. 

  Interference – A common attack in defense applications to jam the wireless communication by creating 
a wide spectrum noise. 

 

Addressing and service discovery 
    Addressing & service discovery assume significance in ad hoc wireless network due to the absence of 

any centralised coordinator. 
    An address that is globally unique in the connected part of the ad hoc wireless network is required for a 

node in order to participate in communication. 
    Auto-configuration of addresses is required to allocate non-duplicate addresses to the nodes. 

 

Energy Management 
  Energy management is defined as the process of managing the sources & consumers of energy in a node or in 

the network for enhancing the lifetime of a network. 
  Features of energy management are : 

→Shaping the energy discharge pattern of a node’s battery to enhance battery life. 
→Finding routes that consumes minimum energy. 
→Using distributed scheduling schemes to improve battery life. 
→Handling the processor & interface devices to minimize power consumption. 

  Energy management can be classified into the following categories : 
a.   Transmission power management : 

o The power consumed by the Radio Frequency (RF) module of a mobile node is determined by 
several factors such as 
* The state of operation. 
*The transmission power and 
*The technology used for the RF circuitry. 

o The state of operation refers to transmit,receive, and sleep modes of the operation. 
o The transmission power is determined by 

* Reachability requirement of the network. 
* Routing protocol and 
* MAC protocol employed. 

b.   Battery energy management : 
o The battery management is aimed at extending the battery life of a node by taking advantage of 

its chemical properties,discharge patterns, and by the selection of a battery from a set of batteries 
that is available for redundancy. 

c.    Processor power management : 
o The clock speed and the number of instructions executed per unit time are some of the processor 

parameters that affect power consumption. 
o The CPU can be put into different power saving modes during low processing load conditions. 
o The CPU power can be completely turned off if the machines is idle for a long time.In such a cases, 

interrupts can be used to turn on the CPU upon detection of user interaction or other events. 
d.   Devices power management : 

o Intelligent device management can reduce power consumption of a mobile node significantly. 
 

o This can be done by the operating system( OS) by selectively powering down interface devices 
that are not used or by putting devices into different power saving modes, depending on their 
usage. 



 

Scalability 
    Scalability is the ability of the routing protocol to scale well in a network with a large number of nodes. 
    It requires minimization of control overhead & adaptation of the routing protocol to the network size. 

 

Deployment Considerations 
The deployment of a commercial ad hoc wireless network has the following benefits when compared to wired 
networks 
a)   Low cost of deployment : 

o The use of multi-hop wireless relaying eliminatesthe requirement of cables & maintenance in 
deployment of communication infrastructure. 

o The cost involved is much lower than that of wired networks. 
b)   Incremental deployment : 

o Deployment can be performed incrementally over geographical regions of the city. 
o The deployed part of the network starts functioning immediately after the minimum configuration 

is done. 
c)   Short deployment time : 

o Compared to wired networks, the deployment time is considerably less due to the absence of any 
wired links. 

d)  Reconfigurability : 
o The cost involved in reconfiguring a wired network covering a Metropolitan Area Network(MAN) is 

very high compared to that of an ad hoc wireless network covering the same service area. 
 

The following are the major issues to be considered in deploying an ad hoc wireless network : 
a)    Scenario of deployment : 

  The scenario of deployment has significance because the capability required for a mobile node varies 
with the environment in which it is used. 

  The following are some of the different scenarios in which the deployment issues vary widely : 
-     military deployment : 

It can be either, 
   Data-centric network : Handle a different pattern of data traffic & can be partially comprised of 

static nodes. 
Eg : a wireless sensor network. 

 
   User-centric network: Consists of highly mobile nodes with or without any support from any 

infrastructure. 
Eg    :soldiers    or    armored    vehicles    carrying    soldiers    equipped    with    wireless 
communication devices. 

-     Emergency operations deployment : 
o Demands a quick deployment of rescue personnel equipped with hand-held communication 

equipment. 
o The network should provide support for time-sensitive traffic such as voice & video. 
o Short data messaging can be used in case the resource constraints do not permit voice 

communication. 
- Commercial wide-area deployment : 

o Eg : wireless mesh networks. 
o The aim of the deployment is to provide an alternate communication infrastructure for 

wireless communication in urban areas & areas where a traditional cellular base station 
cannot handle the traffic volume. 

-     Home network deployment : 
 

o Deployment needs to consider the limited range of the devices that are to be connected  by 
the network. 

o Eg : short transmission range avoid network patitions. 



 

 
 

b)  Required longevity of network : 
  If the network is required for a short while, battery-powered mobile nodes can be used. 
  If the connectivity is required for a longer duration of time, fixed radio relaying equipment with 

regenerative power sources can be deployed. 
c)  Area of coverage : 

  Determined by the nature of application for which the network is set up. 
  Eg : the home area network is limited to the surroundings of a home. 
  The mobile nodes’ capabilities such as the transmission range & associated hardware, software, & 

power source should match the area of coverage required. 
d)Service availability : 

  Defined as the ability of an ad hoc wireless network to provide service even with the failure of certain 
nodes. 

  Has significance in a Fully mobile ad hoc wireless network used for tactical communication & in 
partially fixed ad hoc wireless network used in commercial communication infrastructure such as 
wireless mesh networks. 

e)Operational integration with other infrastructure : 
  Considered for improving the performance or gathering additional information, or for providing better 

QoS. 
  In military environment, integration of ad hoc wireless networks with satellite networks or unmanned 

aerial vehicles(UAVs) improves the capability of the ad hoc wireless networks. 
f)Choice of protocol : 

  The choice of protocols at different layers of the protocol stack is to be done taking into consideration 
the deployment scenario. 

  A TDMA-based & insecure MAC protocol may not be the best suited compared to a CDMA-based MAC 
protocol for a military application. 

 

 
AD HOC WIRELESS INTERNET 

 Ad hoc wireless internet extends the services of the internet to the end users over an ad hoc wireless 
network. 

    Some of the applications of ad hoc wireless internet are : 
   Wireless mesh network. 
   Provisioning of temporary internet services to major conference venues. 
   Sports venues. 
   Temporary military settlements. 
   Battlefields & 
   Broadband internet services in rural regions. 

    The major issues to be considered for a successful ad hoc wireless internet are the following : 
  Gateway : 

o They are the entry points to the wired internet. 
o Generally owned & operated by a service provider. 
o They perform following tasks , 

- Keeping track of end users. 
- Bandwidth management. 
- Load balancing. 
- Traffic shaping. 
- Packet filtering. 
- Width fairness & 
- Address, service & location discovery. 

 

 



 
 

 
 
  Address mobility : 

Figure 5.7 Schematic diagram of ad hoc wireless internet 

o This problem is worse here as the nodes operate over multiple wireless hops. 
o Solution such as Mobile IP can provide temporary alternative. 

  Routing : 
o It is a major problem in ad hoc wireless internet, due to dynamic topological changes, the presence 

of gateways, multi-hop relaying, & the hybrid character of the network. 
o Possible solution is to use separate routing protocol for the wireless part of ad hoc wireless 

internet. 
  Transport layer protocol : 

o Several factors are to be considered here, the major one being the state maintenance overhead at the 
gateway nodes. 

  Load balancing : 
o They are essential to distribute the load so as to avoid the situation where the gateway nodes become 

bottleneck nodes. 
  Pricing / Billing : 

o Since internet bandwidth is expensive, it becomes very important to introduce pricing/billin g 
strategies for the ad hoc wireless internet. 

  Provisioning of security : 
o Security is a prime concern since the end users can utilize the ad hoc wireless internet infrastructure 

to make e-commerce transaction. 
  QoS support : 

   With the widespread use of voice over IP(VOIP) & growing multimedia applications over the 
internet, provisioning of QoS support in the ad hoc wireless internet becomes a very important issue. 

  Service, address & location discovery : 
o Service discovery refers to the activity of discovering or identifying the party which provides service or 

resource. 
o Address discovery refers to the services such as those provided by Address Resolution Protocol (ARP) 

or Domain Name Service (DNS) operating within the wireless domain. 
o Location discovery refers to different activities such as detecting the location of a particular mobile 

node in the network or detecting the geographical location of nodes. 

 

 

 



Adhoc mobility Models 

Indoor mobility models: 

• Random Walk 

• Random Waypoint 

• Random Direction 

• A Boundless Simulation Area 

Random Walk: 

 The Random Walk Mobility Model was first described mathematically by Einstein in 1926. 

 In this mobility model, an MN moves from its current location to a new location by randomly 

choosing a direction and speed.  

 Speed:[speed min, speed max], direction:[0,2π] 

 A constant time interval t or a constant distance traveled d. 

 There are 1-D, 2-D, 3-D and d-D walks  

  but 2-D Random Walk Mobility Model is of special interest. 

 The Random Walk Mobility Model is a widely used mobility model 

 

 The Random Walk Mobility Model is a memory less mobility pattern. 

 The current speed and direction of an MN is independent of its past speed and direction. 

 This characteristic can generate unrealistic movements such as sudden stops and sharp 

turns.(Gauss-Markov mobility can fix this discrepancy) 

 Figure 2, the MN does not roam for from its initial position. 



 

Random Waypoint 

 The Random Waypoint Mobility Model includes pause times between changes in direction and/or 

speed.  

 An MN begins by staying in one location for a certain period of time. 

 Choose a random destination and speed[min speed, max speed]. 

 Random Waypoint Mobility Model is similar to the Random Walk Mobility Model.(pause time = 0, 

[min speed, max speed] = [speed min, speed max]). 

 The Random Waypoint Mobility Model is also a widely used mobility model. 

 

 The MNs are initially distributed randomly around the simulation area. 

 A neighbor of an MN is a node within the MN’s transmission range. 

 The high variability in average MN neighbor percentage will produce high variability in 

performance results. 

Present three possible solutions to avoid this initialization problem. 

  First, save the locations of the MNs after a simulation has executed long. 

 Second, initially distribute the MNs in a manner that maps to a distribution more common to the 

model. 



             (A triangle distribution) 

  Lastly, discard the initial 1000 seconds of simulation time.  

 A complex relationship between node speed and pause time. 

 A scenario with slow MNs and long pause times actually produces a more stable network than a 

scenario with fast MNs and shorter pause times. 

 If the Random Waypoint Mobility Model is used in a performance evaluation, appropriate 

parameters need to be evaluated. 

 With such slow speeds, and large pause times, the network topology hardly changes.  

 

 

 

 



Random Direction: 

• The Random Direction Mobility Model was created to overcome density waves . 

• A density wave is the clustering of nodes in one part of the simulation area. 

• The MNs appear to converge, disperse, and converge again. 

• To alleviate this type of behavior and promote a semi-constant number of neighbors throughout 

the simulation, the Random Direction Mobility Model was developed. 

• The MN has reached a border, paused, and then chosen a new direction. 

• The average hop count : the Random Direction > other mobility(RW) 

 

 There is the Modified Random Direction Mobility Model. 

• In this modified version, MNs continue to choose random directions but then are no longer forced 

to travel to the simulation boundary. 

• An MN chooses a random direction and selects a destination anywhere along that direction of 

travel then pauses at this destination before choosing a new random direction.  

• It is similar to the Random Walk Mobility Model with pause time.  

 

Boundless Simulation Area: 
• A relationship between the previous direction of travel and velocity of an MN with its current 

direction of travel and velocity exists. 

• Steps according to the following formulas: 

 



• The Boundless Simulation Area Mobility Model is also different in how the boundary of a 

simulation area is handled. 

• MNs that reach one side of the simulation area continue traveling and reappear on the opposite 

side of the simulation area.  

• Create a torus-shaped simulation.(Unobstructed) 

• The rectangular area -> torus shape. 

• The triangles illustrate when the MN reaches a boundary, and the dots illustrate where the MN 

reappears.  

 

 

Outdoor mobility model  
• Gauss-Markov 

• A probabilistic Version of Random Walk 

Gauss-Markov 

• The Gauss-Markov Mobility Model was originally proposed for the simulation of a PCS. 

• The Gauss-Markov Mobility Model was designed to adapt to different levels of randomness via 

one tuning parameter. 

• Initially each MN is assigned a current speed and direction. 

• At fixed intervals of time, n, movement occurs by updating the speed and direction of each MN. 

• The value of speed and direction at the nth instance is calculated using the following equations.  

 

 
• At each time interval the next location is calculated based on the current location, speed, and 

direction of movement. 

• At time interval n, an MN’s position is given by the equations: 

 

 



• To ensure that an MN does not remain near an edge of the grid for a long period of time, the MNs 

are forced away from an edge by changing the values of mean direction. 

• The Gauss-Markov Mobility Model can eliminate the sudden stops and sharp turns. 

 

 

Probabilistic Version of Random Walk 
• Utilizes a probability matrix to determine the position of a particular MN in the next time step. 

• Three different state for position x,y. 

 State 0 : the current(x or y) position of a given MN. 

 State 1  : the MN’s previous position. 

 State 2 : the next position if the MN continues to move in the same direction. 

• The probability matrix used is that an MN will go from state a to state b. 

• ( P(a,b)). 

 



 

 
• With the values defined, an MN may take a step in any of the four possible direction. 

• The probability of the MN continuing to follow the same direction is higher than The probability 

of the MN changing directions. 

• Lastly, the values defined prohibit movements between the previous and next positions without 

passing through the current location. 

• This model is realistic more than purely random movements but choosing appropriate values of 

P(a,b) may prove difficult. 

• The MN moves in straight lines for periods of time and does not show the highly variable direction 

seen in the Random Walk Mobility Model. 

 

 
 



 
 

UNIT 2 
MEDIUM ACCESS PROTOCOLS 

 
 
 

ISSUES IN DESIGNING MAC PROTOCOL FOR AD HOC WIRELESS NETWORK 
The main issues in designing MAC protocol for ad hoc wireless network are: 
Bandwidth efficiency 

    Bandwidth must be utilized in efficient manner 
    Minimal Control overhead 
    BW = ratio of BW used for actual data transmission to the total available BW 

Quality of service support 
  Essential for supporting time-critical traffic sessions 
  They  have  resource  reservation  mechanism  that  takes  into  considerations  the  nature  of  wireless 

channel and the mobility of nodes 
Synchronisation 

  MAC protocol must consider synchronisation between nodes in the network 
  Synchronisation is very important for BW (time slot) reservation by nodes 
  Exchange of control packets may be required for achieving time synchronisation among nodes 

Hidden and exposed terminal problems 
  The  hidden  terminal  problem  refers  to  the  collision  of  packets  at  a  receiving  node  due  to  the 

simultaneous transmission of those nodes that are not within the direct transmission range of the 
sender but are within the transmission range of the receiver. 

 Collision occurs when both nodes transmit packets at the same time without knowing about the 
transmission of each other. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
  S1 and S2 are hidden from each other & they transmit simultaneously to R1 which leads to collision 
  The exposed terminal problem refers to the inability of a node, which is blocked due to transmission by 

a nearby transmitting node, to transmit to another node 
  If S1 is already transmitting to R1, then S3 cannot interfere with on-going transmission & it cannot 

transmit to R2. 
  The hidden & exposed terminal problems reduce the throughput of a network when traffic load is high 

Error-prone shared broadcast channel 
  When a node is receiving data, no other node in its neighbourhood should transmit 
  A node should get access to the shared medium only when its transmission do not affect any ongoing 

session 
  MAC protocol should grant channel access to nodes in such a manner that collisions are minimized 
  Protocol should ensure fair BW allocation 

Distributed nature/lack of central coordination 
 

  Do not have centralised coordinators 
  Nodes must be scheduled in a distributed fashion for gaining access to the channel 



 

 

  MAC protocol must make sure that additional overhead, in terms of BW consumption, incurred due to 
this control information is not very high 

Mobility of nodes 
  Nodes are mobile most of the time 
  The protocol design must take this mobility factor into consideration so that the performance of the 

system is not affected due to node mobility 
 

 
DESIGN GOALS OF A MAC PROTOCOL FOR AD HOC WIRELESS NETWORKS 

   The operation of a protocol should be distributed 
   The protocol should provide QoS support for real-time traffic 
   The access delay, which refers to the average delay experienced by any packet to get transmitted, 

must be kept low 
   The available bandwidth must be utilised efficiently 
   The protocol should ensure fair allocation of bandwidth to nodes 
   Control overhead must  be kept as low as possible 
   The protocol should minimise the effects of hidden and exposed terminal problems 
   The protocol must be scalable to large networks 
   It should have power control mechanisms in order to efficiently manage energy consumption of the 

nodes 
   The protocol should have mechanisms for adaptive data rate control 

   It should try to use directional antennas which can provide advantages such as reduced interference, 
increased spectrum reuse, and reduced power consumption 

   The protocol should provide time synchronisation among nodes 
 

 
CLASSIFICATION OF MAC PROTOCOLS 
Ad hoc network MAC protocols can be classified into three basic types: 

i.       Contention-based protocols 
ii.       Contention-based protocols with reservation mechanisms 

iii.       Contention-based protocols with scheduling mechanisms 
iv.       Other MAC protocols [protocols which do not fall under above 3 categories] 

 
 

 



 
 

 
 

 

 

     Contention-based protocols 
•     Sender-initiated protocols: Packet transmissions are initiated by the sender node. 

• Single-channel sender-initiated protocols: A node that wins the contention to the channel 
can make use of the entire bandwidth. 

•     Multichannel sender-initiated protocols: The available bandwidth is divided into multiple 
channels. 

•     Receiver-initiated protocols: The receiver node initiates the contention resolution protocol. 
     Contention-based protocols with reservation mechanisms 

• Synchronous protocols: All nodes need  to be synchronized. Global  time synchronization  is 
difficult to achieve. 

• Asynchronous   protocols:   These   protocols   use   relative   time   information   for   effecting 
reservations. 

     Contention-based protocols with scheduling mechanisms 
• Node scheduling is done in a manner so that all nodes are treated fairly and no node is starved 

of bandwidth. 
•     Scheduling-based schemes are also used for enforcing priorities among flows whose packets are 

queued at nodes. 
•     Some scheduling schemes also consider battery characteristics. 

     Other protocols are those MAC protocols that do not strictly fall under the above categories. 
 

 

CONTENTION BASED PROTOCOLS 
[OUT OF SYLLABUS] but some questions have been asked from this section. I have answered them just for your 
reference. 

 
Explain  in  detail  MACA  for  wireless  LAN  (MACAW)  and  floor  acquisition  multiple  access 
protocol (FAMA) 
MACAW (MACA for Wireless) is a revision of MACA. 

• The sender senses the carrier to see and transmits a RTS (Request To Send) frame if no nearby station 
transmits a RTS. 

•     The receiver replies with a CTS (Clear To Send) frame. 
•     The MACAW protocol uses one more control packet called the request-for-request-to-send (RRTS) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
•     Neighbors 

•     see CTS, then keep quiet. 
•     see RTS but not CTS, then keep quiet until the CTS is back to the sender. 

•     The receiver sends an ACK when receiving an frame. 
•     Neighbors keep silent until see ACK. 

•     Collisions 
•     There is no collision detection. 

 



 

•     The senders know collision when they don’t receive CTS. 
•     They each wait for the exponential back-off time. 

 
Floor acquisition Multiple Access Protocols (FAMA) 

    Based on a channel access discipline which consists of a carrier-sensing operation and a collision- 
avoidance dialog between the sender and the intended receiver of a packet. 

    Floor acquisition refers to the process of gaining control of the channel. 
    At any time only one node is assigned to use the channel. 
 Carrier-sensing by the sender, followed by the RTS-CTS control packet exchange, enables the protocol 

to perform as efficiently as MACA. 
    Two variations of FAMA 

    RTS-CTS exchange with no carrier-sensing uses the ALOHA protocol for transmitting RTS packets. 
 RTS-CTS  exchange  with  non-persistent  carrier-sensing  uses  non-persistent  CSMA  for  the  same 

purpose. 
 

 
Explain MACA by invitation protocol and media access with reduced handshake protocol. 
MACA-By Invitation Protocol 

    It is a receiver-initiated protocol 
    It reduces the number of control packets used in the MACA protocol 
    It eliminated the need for the RTS packet 
    In MACA-BI, the receiver node initiates data transmission by transmitting a ready-to-receive (RTR) 

control packet to the sender as shown in the figure 

 
    If it is ready to transmit, the sender node respond by sending a DATA packet 
    Thus data transmission in MACA-BI occurs through a two-way handshake mechanism 
 The efficiency of the MACA-BI scheme is mainly dependent on the ability of the receiver node to predict 

accurately the arrival rates of traffic at the sender nodes 
 

Media Access with Reduced Handshake Protocol 
    It is a receiver-initiated protocol. 
    Doesn’t require any traffic prediction mechanism. 
 Exploits  the  broadcast  nature  of  traffic  from  omni-directional  antennas  to  reduce  the  number  of 

handshakes involved in the data transmission 
    A node obtains information about the data packet arrivals at its neighbouring nodes by overheading the 

CTS packets transmitted by them. 
    It then sends a CTS packet to the concerned neighbour node for relaying data from that node 

    This mechanism is as shown below 
 
 
 
 
 



 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
    The throughput of MARCH is significantly high compared to MACA 
    Control overhead is much less 
    Less BW is consumed for control traffic 

 

MACA protocol and Busy Tone Multiple Access  Protocol also comes under Contention Based Protocol  Since 
they are out of syllabus, it is left to you whether to study it or not. 

 

 
 
 

CONTENTION BASED PROTOCOLS WITH RESERVATION MECHANISMS 
 

Distributed Packet Reservation Multiple Access Protocol (D-PRMA) 
•     It extends the centralized packet reservation multiple access (PRMA) scheme into a distributed scheme 

that can be used in ad hoc wireless networks. 
•     PRMA was designed in a wireless LAN with a base station. 
•     D-PRMA extends PRMA protocol in a wireless LAN. 
•     D-PRMA is a TDMA-based scheme. 
•     The channel is divided into fixed- and equal-sized frames along the time axis. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

•     Each frame is composed of s slots and each slot consists of m minislots 
•     Each minislot is further divided into two control fields, RTS/BI and CTS/BI 
•     These control fields are used for slot reservation and for overcoming the hidden terminal problem 
•     All nodes having packets ready for transmission contend for the first minislot of each slot 
•     The remaining (m-1) minislots are granted to the node that wins the contention. 
• Also,  the  same  slot  in  each  subsequent  frame  can  be  reserved  for  this  winning  terminal  until  it 

completes its packet transmission session 
• Within a reserved slot, communication between the source and receiver nodes takes by means of either 

time division duplexing (TDD) or frequency division duplexing (FDD) 
 



 
 

  
 

 

•     Any node that wants to transmit packets has to first reserve slots 
•     A certain period at the beginning of each minislot is reserved for carrier sensing 
• In order to prioritize nodes transmitting voice traffic over nodes transmitting normal data traffic, two 

rules are followed in D-PRMA 
    1st  rule  voice nodes are allowed to start contending from minislot 1 with probability 

p=1. Others with p<1 
 2nd   rule   only  if  the  node  winning  the  minislot  contention  is  a  voice  node,  it  is 

permitted to reserve the same slot in each subsequent frame until the end of the session 
 In order to avoid the hidden terminal problem, all nodes hearing the CTS sent by the receiver are not 

allowed to transmit during the remaining period of that same slot 

 In order to avoid the exposed terminal problem, a node hearing the RTS but not the CTS is still allowed 
to transmit 

 Requirement 1  when a node wins the contention in minislot 1, other terminals must be prevented 
from using any of the remaining (m-1) minislots in the same slot for contention 

 Requirement 2  when a slot is reserved in subsequent frames, other nodes should be prevented from 
contending for those reserved slots 

    D-PRMA is more suited for voice traffic than for data traffic applications 
 

Collision Avoidance Time Allocation Protocol (CATA) 
    It is based on dynamic topology-dependent transmission scheduling 
    Nodes  contend  for  and  reserve  time  slots  by  means  of  a  distributed  reservation  and  handshake 

mechanism. 
    Support broadcast, unicast, and multicast transmissions. 
    The operation is based on two basic principles: 

•     The receiver(s) of a flow must inform the potential source nodes about the reserved slot on 
which it is currently receiving packets. The source node must inform the potential destination 
node(s) about interferences in the slot. 

•     Usage    of    negative    acknowledgements    for    reservation    requests,    and    control    packet 
transmissions  at  the beginning of each slot, for distributing  slot  reservation  information  to 
senders of broadcast or multicast sessions. 

    Time is divided into equal-sized frames, and each frame consists of S slots. 
    Each slot is further divided into five minislots. 
    The first 4 minislots are used for transmitting control packets and are called control minislots (CMS) 
    The last minislot is called data minislot (DMS) 

 

 
 
 
 
 
 
 
 
 
 
 

 Each node that receives data during the DMS of the current slot transmits a slot reservation (SR) packet 
during the CMS1 of the slot 

 This   serves   to   inform   other   neighbouring   potential   sender   nodes   about   the   currently   active 
reservations 

 The SR packet is either received without error at the neighbouring nodes or causes noise  at those 
nodes, preventing them from attempting to reserve the current slot 

    Every node that transmits data during the DMS of the current slot transmits a request -to-send packet 
    The receiver node of a unicast session transmits a clear-to-send packet 
 On receiving this packet, the source node clearly understands that the reservati on was successful and 

transmits data during the DMS of that slot until unicast flow gets terminated 
 
 



 
 

 

 

 Once the reservation has been made successfully in a slot, from the next slot onward, both the sender 
and receiver do not transmit anything during CMS3 and during CMS4 the sender node alone transmits a 
not-to-send (NTS) packet 

    The not-to-send (NTS) packet serves as a negative acknowledgement 
    A potential multicast or broadcast source node that receives the NTS packet or that detects noise, 

understands that its reservation request has failed & does not transmit during DMS of current slot 
    The length of the frame is very important in CATA 
    The worst case value of the frame-length = Min(d2+1, N) , where d is the maximum degree of a node in 

the network and N is the total number of nodes in the network 
    CATA works well with simple single-channel half-duplex radios 
    It is simple and provides support for collision-free broadcast and multicast traffic 

 

Hop Reservation Multiple Access Protocol 
 A  multichannel  MAC  protocol  which  is  based  on  half-duplex,  very  slow  frequency-hopping  spread 

spectrum (FHSS) radios 
 Uses a reservation and handshake mechanism to enable a pair of communicating nodes to reserve a 

frequency hop, thereby guaranteeing collision-free data transmission. 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
    There are L frequency channels available 
    HRMA uses one frequency channel, denoted by f0 as a dedicated synchronising channel 
    The nodes exchange synchronisation information on f0 

    The remaining L-1 frequencies are divided into M=(L-1)/2 frequency pairs 
    fi is used for transmitting and receiving hop-reservation packets, RTS, CTS and data packets 
    fi* is used for sending and receiving acknowledgement (ACK) packets 
    The data packets transmitted can be of any size. 
    Data transmission can take place through a single packet or a train of packets. 
    In HRMA, time is slotted and each slot is assigned a separate frequency hop 
    Each time slot is divided into four periods, namely, synchronising period, HR period, RTS period, and 

CTS period 
    Each period meant for transmitting or receiving the synchronising packet, FR packet, RTS packet, and 

CTS packet respectively. 

 During the synchronising period of each slot, all idle nodes hop to the synchronising frequency f 0  and 
exchange synchronisation information 

 
 



 
 

 

 

 When a new node enters the network, it remains on the synchronising frequency f0  for a long enough 
period of time so as to gather synchronisation information such as the hopping pattern and the timing 
of the system 

 If it receives no information, it assumes that it is the only node in the network, broadcasts its own 
synchronisation information and forms a one-node system 

    Figure above depicts the worst-case frequency overlap scenario 
 When  a node receives  data to be transmitted, it first  listens  to the HR  period  of the immediately 

following slot 
 If it finds the channel to be free during the SR period, it transmits an RTS packet to the destination 

during the RTS period of the slot and waits for the CTS packet 
 On receiving the RTS, the destination node transmits the CTS packet during the CTS period of the same 

slot and waits for the data packet 
 If the source node receives the CTS packet correctly, it implies that the source and receiver nodes have 

successfully reserved the current hop 
    After transmitting each data packet, the source node hops onto this acknowledgement frequency. 

    The receiver sends an ACK packet back to the source. 
 

Soft Reservation Multiple Access with Priority Assignment 
 Developed with the main objective of supporting integrated services of real-time and non-real-time 

application in ad hoc networks, at the same time maximizing the statistical multiplexing gain. 
    Nodes use a collision-avoidance handshake mechanism and a soft reservation mechanism 
    Unique frame structure 
    Soft reservation capability for distributed ad dynamic slot scheduling 

    Dynamic and distributed access priority assignment and update policies 
    Time constrained back-off algorithm 
    Time is divided into frames, with each frame consisting of a fixed number of slots 
 Each  slot  is  further  divided  into  6  different  fields  (figure)  namely  SYNC,  soft  reservation  (SR), 

reservation request (RR), reservation confirm (RC), data sending (DS) and acknowledgement (ACK) 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

    The SYNC field is used for synchronisation purposes 
 The SR, RR, RC, and  ACK fields are used  for transmitting  and  receiving  the corresponding  control 

packets 
    The DS field is used for data transmission 
    The SR packet serves as a busy tone 
    It informs the nodes about the reservation of the slot 
    SR packet also carries the access priority value assigned to the node that has reserved the slot 
 When an idle node receives a data packet for transmission, the node waits for a free slot and transmits 

the RR packet in the RR field of that slot 
    A node determines whether or not a slot is free through the SR field of that slot 
 In case of  a voice terminal node, the node tries to take control of the slot already reserved by a data 

terminal if it finds it priority level to be higher than that of the data terminal 



 
 

 

 

    This process is called soft reservation. 
    Priority levels are initially assigned to nodes based on the service classes in a static manner 
 It  is  required that  priority of voice terminal pv(R)  > priority of data terminal pd(R)   such that  delay- 

sensitive voice applications get preference over normal data applications 
    A node that is currently transmitting is said to be in active state 
    A node that is said to be in the idle state if it does not have any packet to be transmitted 
    In the active state itself, nodes can be in one of the two states: access state and reserved state 
    Access state is one in which the node is backlogged and is trying to reserve a slot for transmission 
    The access priorities are assigned to nodes and updated in a distributed and dynamic manner 
    This allows dynamic sharing of the shared channel 
 In  order  to  avoid  collisions,  a  binary  exponential  back-off  algorithm  is  used  for  non-real  time 

connections and a modified binary exponential back-off algorithm is used for real time connections 
 

Five-Phase Reservation Protocol 
    A single-channel time division multiple access (TDMA)-based broadcast scheduling protocol. 
    Nodes use a contention mechanism in order to acquire time slots. 
 The protocol is fully distributed, that is, multiple reservations can be simultaneously made throughout 

the network. 
    No ordering among nodes is followed 
    Nodes need not wait for making time slot reservations 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

    Time is divided into frames 
    There are two types of frames namely reservation frame and information frame 
    Each RF is followed by a sequence of Ifs 
    Each RF has N reservation slots (RS) 
    Each IF has N information slots (IS) 

    In order to reserve an IS, a node needs to contend during the corresponding RS 
 Based on these contentions, a TDMA schedule is generated in the RF and is used in the subsequent Ifs 

until the next RF. 
    Each RS is composed of M reservation cycles 
 During the corresponding IS, a node would be in one of the three states: transmit(T), receive(R) or 

blocked(B) 
    The protocol assumes the availability of global time at all nodes. 

 The reservation takes five phases: reservation, collision report, reservation confirmation, reservation 
acknowledgement, and packing and elimination phase. 

 



 
 

 
 

 
 

MACA with Piggy-Backed Reservation 
    Provide real-time traffic support in multi-hop wireless networks 
    Based on the MACAW protocol with non-persistent CSMA 
    The main components of MACA/PR are: 

   A MAC protocol 
   A reservation protocol 
   A QoS routing protocol 

    Differentiates real-time packets from the best-effort packets 

    Provide guaranteed BW support for real-time packets 

    Provides reliable transmission of best efforts packets 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
    Time is divided into slots 

 



 
 

  
 

 

    Slots are defined by the reservations made at nodes 

    They are asynchronous in nature with varying lengths 
 Each node in the network maintains a reservation table (RT) that records all the reserved transmit and 

receive slots/windows of all nodes within its transmission range 
 The sender is assumed to transmit real-time packets at certain regular intervals, say, every CYCLE time 

period 
    The first data packet of the session is transmitted in the usual manner 
    The source node first sends an RTS packet, for which the receiver responds with a CTS packet 
    Now the source node sends the first DATA packet of the real-time session 
    Reservation information for the next DATA packet to be transmitted is piggy-backed on this current 

DATA packet. 

 On receiving this DATA packet, the receiver node updates its reservation table with the piggy -backed 
reservation information 

    It then sends ACK packet back to the source 
    Receiver node piggy-backs the reservation confirmation information on the ACK packet 

    Slot reservation information maintained in the reservation tables is refreshed every cycle 
 Thus,  MACA/PR  is  an  efficient  bandwidth  reservation  protocol  that  can  support  real-time  traffic 

sessions 
    Advantage  it does not require global synchronisation among nodes 
    Drawback  a free slot can be reserved only if it can fit the entire RTS-CTS-DATA-ACK exchange 

 

Real-Time Medium Access Control Protocol 
 Provides  a  bandwidth  reservation  mechanism  for  supporting  real-time  traffic  in  ad  hoc  wireless 

networks 
    RTMAC has two components 

o A MAC layer protocol is a real-time extension of the IEEE 802.11 DCF. 
    A medium-access protocol for best-effort traffic 
    A reservation protocol for real-time traffic 

o A  QoS  routing  protocol is responsible for end-to-end  reservation  and  release of bandwidth 
resources. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 









    A separate set of control packets, consisting of ResvRTS, ResvCTS, and ResvACK, is used for effecting 
BW reservation for real-time packets 

    RTS, CTS and ACK control packets are used for transmitting best effort packets 




    Time is divided into superframes. (figure) 
    Bandwidth reservations can be made by a node by reserving variable-length time slots on superframes 
    The core concept of RTMAC is the flexibility of slot placement in the superframe 
    Each superframe consists of a number of reservation-slots 

    The time duration of each resv-slot is twice the maximum propagation delay 
    Data transmission normally requires a block of resv-slots 
    A node that needs to transmit real-time packets first reserves a set of resv-slots 
    The set of resv-slots reserved by a node for a connection on a superframe is called a connection-slot 
 Each node maintains a reservation table containing information such as the sender id, receiver id, and 

starting and ending times of reservations that are currently active 
    In RTMAC, no time synchronisation is assumed 
    The protocol uses relative time for all reservation purpose 
    A three way handshake protocol is used for effecting the reservation 
    In the figure, NAV indicates the network allocation vector maintained at each node 

    Main advantage is Bandwidth efficiency 
 Another advantage is asynchronous mode of operation where nodes do not require any global time 

synchronization. 
 
IEEE standards: 802.11a, 802.11b, 802.11g, 802.15 

IEEE 802.11 Wireless LAN Standards: 

Wireless LAN Architecture: 
• Major differences between Wireless LAN and Wired LANs: 

– Destination Address Does not Equal Destination Location.  
» In wired LANs an address is equivalent to a physical address. In 802.11 the 

addressable unit is a station (STA). The STA is a message destination, but not a fixed 
location. 

– The Media Impacts the Design 
» The PHY layers used in 802.11 are fundamentally different from wired media. 

802.11 PHYs: 
• Have limited physical point to point connection ranges. 
• Use a medium shared. 
• Are unprotected from outside signals. 
• Are significantly less reliable than wired PHYs.  
• Have dynamic topologies.  

• Impact of Handling Mobile Stations 
– A portable station is one that is moved from location to location, but is only used while at a 

fixed location.  
– Mobile stations actually access the LAN while in motion. 
–  
– Propagation effects blur the distinction between portable and mobile stations. 

• Interaction With Other 802 Layers 
– 802.11 is required to appear to higher layers (LLC) as a current 802 style LAN. Station 

mobility has to be handled within the MAC layer. 

802.11 Wireless LAN Characteristics: 
• (1). IEEE Std 802.11a-1999--High-speed Physical Layer    

          Extension in the 5 GHz Band:  
– Frequency range: 5.15-5.25, 5.25-5.35, and 5.725-5.825 GHz. 
– System: orthogonal frequency division multiplexing (OFDM). 
– Data payload communication capability: 6, 9, 12, 18, 24, 36, 48, and 54 Mbps. 

• (2). IEEE Std 802.11b-1999--High-speed Physical Layer                                       
          Extension in the 2.4 GHz Band:  

– Frequency range: 2.4 - 2.4835 GHz. 
– System: Direct Sequence Spread Spectrum (DSSS). 
– Data payload communication capability: 1, 2, 5.5, and 11Mbps. 

 
 



• (3). IEEE Std 802.11g-2002—Further Higher-Speed  
          Physical Layer Extension in the 2.4GHz Band    

– Frequency range: 2.4 GHz. 
– System: hybrid DSSS and OFDM. 
– Data payload communication capability: 22, 33 / 6, 9, 12, 18, 24, 36, 48, and 54 Mbps. 

• (4). IEEE Std 802.11e-2001—Medium Access Control  
          (MAC) Enhancements for Quality of Services (QoS) 

IEEE 802.11a: Orthogonal Frequency Division Multiplexing (OFDM) 
Physical Layer Specification 
Physical Layer Convergence Protocol (PLCP): 

• Tx Vector / Rx Vector  
– length 1-4095 octets 
– Mandatory data rates : 6, 12, 24 Mbps 
– 8 power levels 

 

 

PLCP frame format: 

 
 



PLCP Preamble 

 
1. preamble field contains  

– 10 short training sequence 
» used for AGC convergence, diversity selection, timing acquisition, and coarse 

frequency acquisition in the receiver  
– 2 long training sequence 

» used for channel estimation and fine frequency acquisition in the receiver  
– and a guard interval (GI) 

 

 
PLCP Rate/Length 

 
 

• Data Rates (determined from TXVECTOR) 
– 1101 : 6Mbps (M) 
– 1111 : 9Mbps 
– 0101 : 12Mbps (M)  
– 0111 : 18Mbps 
– 1001 : 24Mbps (M) 
– 1011 : 36Mbps 
– 0001 : 48Mbps 
– 0011 : 54Mbps  



Rate-dependent Parameters: 
 

 
 
PLCP Tail Subfield: 

 
• 6 ‘zero’ bit  
• to make the length of SIGNAL field to be 24 bits (for the NDBPS=24 in 6Mbps mode)   
• to facilitate a reliable and timely detection of the RATE and LENGTH fields 

 
PLCP Service: 

 
 
PLCP PSDU tail: 

 
 



• Append 6 non-scrambled tail bits for PSDU to return the convolutional code to the “zero state” 
• Add pad bits (with “zero” and at least 6 bits) such that the length of DATA field is a multiple of 

NDBPS 

 
 
PLCP DATA encoding: 
 

 
 

1. encode data string with convolution encoder (include punctured coding) 
2. divide encoded bit string into groups of NCBPS bits 
3. within each group, perform data interleaving 
4. For each of the groups, convert bit string group into a complex number according to the 

modulation tables (see next page) 
5. divide the complex number string into groups of 48 complex numbers, each such group will be 

associated with one OFDM symbol 
• map to subcarriers –26~-22, -20~-8, -6~-1, 1~6, 8~20, 22~26 
• 4 subcarriers –21, -7, 7, 21 are used for pilot 
• subcarrier 0 is useless 

6. convert subcarriers to time domain using inverse Fast Fourier transform (IFFT) 
7. Append OFDM symbols after SINGNAL and un-convert to RF freq. 

 
Convolution Encoder: 

• use the industry-standard generator polynomials, g0 = 1338 and g1 = 1718, of rate R = ½ 

 
 
 



PLCP Transmit Procedure: 
 
 

 
 
 
PLCP Receive Procedure 
 

 
 

 
 



802.11 b: Direct Sequence Spread Spectrum (DSSS) Physical Layer 
Specification 
What is DSSS? 

• Signal symbol is spreaded with a sequence 
• Wider Bandwidth 
• Less power density 

DSSS benefits: 
• 10 dB coding gain: 

– Robust against interferers and noise (10 dB suppression) 
• Robust against time delay spread 

– Resolution of echoes 

DSSS hardware block diagram: 
 

 
 
PLCP Frame Formats in IEEE 802.11b: 
 

• Two different preamble and header formats 
– Long PLCP PPDU format (Mandatory in 802.11b)  

» 144-bit preamble : 1Mbps DBPSK 
» 48-bit header : 1Mbps DBPSK 
» Spend 192us 
» PSDU : 1, 2, 5.5, 11Mbps  
» Compatible with 1 and 2 Mbps 

– Short PLCP PPDU format (Optional in 802.11b) 
» Minimize overhead, maximize data throughput 
» 72-bit preamble : 1Mbps DBPSK 
» 48-bit header : 2Mbps DQPSK 
» Spend 96us  
» PSDU : 2, 5.5, 11 Mbps 

 
 



PLCP (PHY Convergence) Sub layer: 
 

 
Long PLCP Frame Format 

• Mandatory in 802.11b 

 
DBPSK Modulation: 
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Q

I

Q

 

Bit Input Phase Change (+j) 

0 0 

1  

Table 1, 1 Mb/s DBPSK Encoding Table. 

 

 



 
DQPSK Modulation 

 
 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
PLCP synchronization 

 
• 128 one bits (‘1’) 
• scrambled by scrambler 
• Used for receiver to clock on to the signal and to correlate to the PN code 

 
Start Frame Delimiter 
 

 
• 16 bit field (hF3A0) 
• used for 

– bit synchronization 

 
 
 
 

I

Q

 

Dibit pattern (d0,d1) 

d0 is first in time 

 

Phase Change (+j) 

00 0 

01 /2 

11  

10 3/2   (-/2) 

Table 1, 2 Mb/s DQPSK Encoding Table 

 



Signal Field: 
 

 
• 8 bits 
• Rate indication 

– h0A 1Mb/s DBPSK 
– h14  2Mb/s DQPSK 
– h37 5.5Mb/s CCK or PBCC 
– h6E 11Mbps CCK or PBCC 

• Other values reserved for future use (100 kb/s quantities) 

 
Service Field 
 

 
• Reserved for future use 

– Bit 2 : locked clock bit  
» Indicate transmit freq. (mixer) & symbol clocks (baseband) derived from same 

oscillator  
» optional in 802.11b and mandatory in 802.11g 

– Bit 3 : modulation selection  
» 0 : CCK / 1 : PBCC  

– Bit 7 : length extension bit (in the case data rate > 8Mbps) 
• h00 signifies 802.11 compliant 

 
Length Field 

• Indicates number of microseconds to be transmitted in PSDU/MPDU  Decided by Length and data 
rate (in TX vector) 

• Used for  
– End of frame detection 
– Perform Virtual Carrier Sense (for those with lower data rate) 
– MPDU CRC sync 

 



 
 

CRC field 
 

 
• CCITT CRC-16 
• Protects Signal, Service and Length Field 

 
CRC Implementation 

 

 
 



Data Scrambler/Descrambler 

 

 
• ALL bits transmitted/received by the DSSS PHY are scrambled/descrambled 

 

PLCP Transmit Procedure 

 
 
 



PLCP Receive Procedure 

 

IEEE 802.11g Extended Rate PHY (ERP) Specification 
 

• Extended Rate PHY (ERP) Goal : 
– coexists with 802.11b (…..?) 
– enhances the ability of interference protection 

• ERP-DSSS/CCK (Mandatory)  (1,2,5.5,11 Mbps) 
– short PLCP PPDU is mandatory 
– transmit center frequency and symbol clock frequency shall refer the same oscillator 

(locked oscillator, mandatory) 
• ERP-OFDM (Mandatory) (6,9,12,18,24,36,48,54 Mbps) 

– Optional 9 us slot time when the BSS consists of only ERP devices  
• ERP-PBCC (Optional) (5.5,11,22,33 Mbps)  

– 256-state binary convolutional code 
– DSSS-OFDM (Optional) (6,9,12,18,24,36,48,54 Mbps)  
– Hybrid modulation  
– DSSS : for preamble and header  
– OFDM : for data payload 

 
IEEE 802.11g PCLP 
 

• Three different mandatory PLCP PPDU format 
– Long Preamble and header (same as 11b) (for DSSS-OFDM and ERP-PBCC) 
– Short Preamble and header (same as 11b) (for DSSS-CCK)  

» Differences in SERVICE field 
• Diff 1 : a bit in SERVICE field is used to indicate DSSS-OFDM 



• Diff 2 : two bits in SERVICE field are used to resolve the length ambiguity for 
PBCC-22 and PBCC-33 

– OFDM preamble and header (similar as 11a) (for ERP-OFDM)  

 
 
Long/Short PLCP for PBCC-22 and PBCC-33: 
 

 
• Rate indication 

– h0A 1Mb/s DBPSK (for long only) 
– h14  2Mb/s DQPSK  
– h37 5.5Mb/s CCK or PBCC 
– h6E 11Mbps CCK or PBCC 
– hDC 22Mbps PBCC-22 
– h21 33Mbps PBCC-33  

 
PBCC-22 in 802.11g 
 

• 256-state binary convolutional code of rate R=2/3 
• PBCC-22 convolutional encoder 

– Provide encoder the “known state” 
» 4 memory elements are needed and  
» one octet containing all zeros is appended to the end of the PPDU prior to 

transmission  
• One more octet than CCK  

– For every pair of data bits input, three output bits are generated (R=2/3) 

Z-1 Z-1 Z-1 Z-1

Z-1 Z-1 Z-1Z-1

y0

y2

y1

b2j

b2j-1
Z-1 Z-1 Z-1 Z-1

Z-1 Z-1 Z-1Z-1

y0

y2

y1

b2j

b2j-1

 
 
PBCC-22 in 802.11g 
 

• For 22Mbps, three output bits (y0,y1,y2) produce one symbol via 8-PSK  
– two data bits per symbol  



 
 
PBCC-33 in 802.11g 

• Upgrade the 802.11b 11Msps (in 20MHz bandwidth) as 16.5Msps 
• by using pulse shaping and adaptive equalization 
• enhance 50% data rate  

 
 
Long PLCP for 802.11g DSSS-OFDM 
 

 
 



Short PLCP for 802.11g DSSS-OFDM 
 

 
 
DSSS-OFDM PLCP PSDU Encoding 
 

 
 
 
Single-Carrier to Multi-carrier transition 

Barker Preamble

1 Mbps

Barker Header

1 or 2 Mbps

OFDM

at 6, 9, 12, 18, 24, 36, 48 and 54 Mbps

Single Carrier Segment at 

11 MHz QPSK Symbol Rate
Multi-carrier Carrier Segment 

at 20 MHz kernel sample rate

Ideal Transition Specification

• Constant Power

• Constant Spectrum

• Constant Frequency and Phase

• Constant Timing

Barker Preamble

1 Mbps

Barker Header

1 or 2 Mbps

OFDM

at 6, 9, 12, 18, 24, 36, 48 and 54 Mbps

Single Carrier Segment at 

11 MHz QPSK Symbol Rate
Multi-carrier Carrier Segment 

at 20 MHz kernel sample rate

Ideal Transition Specification

• Constant Power

• Constant Spectrum

• Constant Frequency and Phase

• Constant Timing  
 



 
• The signals are easily aligned by first aligning the 11 MHz clock and the 20 MHz clock on 1 us 

boundaries    

Alignment

Epoch

Alignment

Epoch
Alignment

Epoch

Alignment

Epoch
 

• The signals are easily aligned by first aligning the 11 MHz clock and the 20 MHz clock on 1 us 
boundaries    
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time

time

20 MHz Samples of
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in Annex G of the 

802.11a standard

11 MHz Chip

Rate

1 2       3       4        5       6        7       8        9    10     11

Barker Chip #
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Single-Carrier:
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On Zero-Phase
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Multi-Carrier:

OFDM Ramp

Up

time

time

20 MHz Samples of

OFDM as described 

in Annex G of the 

802.11a standard

11 MHz Chip

Rate

 
• The single carrier segment of a packet should terminate in nominally 0.1 us (100ns) 
 

Single Carrier

BPSK/QPSK

Barker Codes

Multi-Carrier

OFDM

time

Shaped

Identical to 802.11a
Shaped Consistent 

With 802.11a

~100

nsecs  
 
 



IEEE 802.15 
 IEEE 802.15.1 – ”Bluetooth” 
 IEEE 802.15.3 – High data rate WPAN 
 IEEE 802.15.4 – Low data rate WPAN  

 
IEEE 802.15.1 – ”Bluetooth” 

  Wireless Personal Area Networks (WPANs) 
 Short Range 
 Low Power 
 Low Cost 
 Small Networks 

 Communication within a persons operating space 

 
IEEE 802.15.2 

 IEEE 802.15.2 
 Coexistence between 802.15 and 802.11 
 Predefined traffic management rules for coexistence  

 
 

IEEE 802.15.1 – General 

 Adopted the Bluetooth MAC and PHY specifications 

 IEEE 802.15.1 and Bluetooth are almost identical regarding physical layer, baseband, link 
manager, logical link control and apdation protocol, and host control interface  

IEEE 802.15.1 – Usage Scen 

 



 

IEEE 802.15.1 – Global setting 

 

IEEE 802.15.3 – High data rate WPAN 

  High data rate WPAN 

 Potential future standard 

 Motivation: The need for higher bandwidths currently supported with 802.15.1 

 100 Mpbs within 10 meter 

 400 Mpbs within 5 meter 

 Data, High quality TV, Home cinema  

 Dynamic topology 

 Mobile devices often join and leave the piconet 

 Short connection times 

 High spatial capacity 

 Multiple Power Management modes 

 Secure Network  

 Based on piconets 

 Data Devices (DEV) establish peer-to-peer communication 

 Includes also a Piconet Coordinator (PNC)  



IEEE 802.15.3 – Topology 

 

IEEE 802.15.3 – Superframe 

 

IEEE 802.15.3 – Beacon 

 Beacon 

 Control information 

 Allocates GTS 

 Synchronization 

 

 



IEEE 802.15.3 – CAP 

 CAP 

 Allows contention via CSMA/CD 

 Command exchange between DEV and PNC 

 File transfers from DEV without request  

 

IEEE 802.15.3 – GTS 

 GTS reservation 

 DEV sends a Channel Time Request (CTR) to PNC 

 Isochronous data: number and duration of slot(s) 

 Asynchronous data: Total amount of data 

 PNC allocates GTSs to DEV via CTA 

 DEV is responsible of utilizing allocated GTSs  

 Just to make sure... 

 Isochronous signals: Significant instants (e.g. Start of a bit) have the same duration 

 Anisochronous signals: Significant instants (e.g. Start of a bit) do not have the same 
duration 

 More accurate to use anisochronous instead of asynchronous when talking about a single 
signal  

 Two types of GTSs 

 Dynamic GTS 

 Location within a superframe may change 

 PNC can optimize channel utilization 

 Pseudostatic GTS 

 Only for isochronous data 

 Fixed location within a superframe 

 May be changed, but only after a series of notitications to the DEV  

 



IEEE 802.15.3 

 

 Starting a piconet 

 DEV scans the for the best channel and sends out beacons -> the DEV becomes PNC 

 If no channels available: Establishes a child or neighbor piconet instead 

 Requests a private GTS from parent PNC 

 All communication takes place within assigned GTS  

IEEE 802.15.3 – QoS 

 QoS 

 IEEE 802.15.3 supports both synchronous and asynchronous data 

 CAP offers only best-effort 

 The PNC will allocate resources in the CFP 

 Through admission control 

 Synchronous data: Based on number of time slots per superframe, duration of slot, 
priority and GTS type  

 Asynchronous data: Based on total data and priority 

 After performing admission control, GTSs may be allocated 

IEEE 802.15.4 – Low data rate WPAN  

 Low Rate WPAN (LR-WPAN) 

 Simple 

 Low cost 

 Low power consumption 

 E.g. Sensor networks 

 Data rates: 20-250 kbps 

 

 



IEEE 802.15.4 – Protocol stack 

 

IEEE 802.15.4 - DEVs 

 2 or more DEVs form a PAN 

 2 different types of DEVs 

 Full functional Device (FFD) 

 Coordinator and simple node 

 Any topology 

 Talks to any device 

 Reduced Functional Device (RFD) 

 Simple node only, either source or desination 

 Star topology only 

 Talks to network coordinator only  

IEEE 802.15.4 – Star 

 

 



IEEE 802.15.4 – Peer-to-Peer 

 

IEEE 802.15.4 - Combined 

 

IEEE 802.15.4 – QoS 

 QoS – 3 traffic types 

 Periodic data: e.g. Sensor data 

 Intermittent data: generated once a while, e.g. Ligth witch traffic 

 Repetitive low latency data: E.g. Mouse device traffic 

 Sophisticated QoS mechanisms may reside in upper layers  

 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

UNIT 3 
NETWORK PROTOCOLS  

 
 

INTRODUCTION 
Since the ad hoc wireless network consists of a set of mobile nodes (hosts) that are connected by wireless links, 
the network topology in such a network may keep changing randomly. Hence a variety of routing protocols for 
ad hoc wireless networks has been proposed. 

 

 
ISSUES IN DESIGNING A ROUTING PROTOCOL FOR AD HOC WIRELESS NETWORKS 
The major challenges that a routing protocol designed for ad hoc wireless networks faces are: 

 

Mobility 
 Network topology is highly dynamic due to movement of nodes. hence, an ongoing session suffers 

frequent path breaks. 
    Disruption occurs due to the movement of either intermediate nodes in the path or end nodes . 
 Wired network routing protocols cannot be used in adhoc wireless networks because the nodes are 

here are not stationary and the convergence is very slow in wired networks. 
    Mobility of nodes results in frequently changing network topologies 

 Routing protocols for ad hoc wireless networks must be  able to perform efficient and effective mobility 
management. 

 

Bandwidth Constraint 
 Abundant bandwidth is available in wired networks due to the advent of fiber optics and due to the 

exploitation of wavelength division multiplexing (WDM) technologies. 

 In a wireless network, the radio band is limited, and hence the data rates it can offer are much less than 
what a wired network can offer. 

 This requires that the routing protocols use the bandwidth optimally by keeping the overhead as low as 
possible. 

 The limited bandwidth availability also imposes a constraint on routng protocols in maintaining the 
topological information. 

 

Error-prone shared broadcast radio channel 
    The broadcast nature of the radio channel poses a unique challenge in ad hoc wireless networks. 
    The wireless links have time-varying characteristics in terms of link capacity and link-error probability. 
 This requires that the adhoc wireless network routing protocol interact with the MAC layer to find 

alternate routes through better-quality links. 
    Transmissions in ad hoc wireless networks result in collisions of data and control packets. 
    Therefore, it is required that ad hoc wireless network routing protocols find paths with less congestion. 

 

Hidden and exposed terminal problems 
 The  hidden  terminal  problem  refers  to  the  collision  of  packets  at  a  receiving  node  due  to  the 

simultaneous transmission of those nodes that are not within the direct transmission range of the 
receiver, but are within the transmission range of the receiver. 

 Collision  occurs  when  both  nodes  transmit  packets  at  the  same  time  without  knowing  about  the 
transmission of each other. 

 Ex: consider figure 7.1. Here, if both node A and node C transmit to node B at the same time, their 
packets collide at node B. This is due to the fact that both node A and C are hidden from each other, as 

 



 
 

 
 

 
 

 
 

 

they are not within the direct transmission range of each other and hence do not know about the 
presence of each other. 

 Solution for this problem include medium 
access collision avoidance (MACA): 

o Transmitting  node  first  explicitly 
notifies all potential hidden nodes 
about             the             forthcoming 
transmission by means of a two- 
way handshake control protocol 
called RTS-CTS protocol exchange. 

o This  may  not  solve  the  problem 
completely but it reduces the 
probability of collisions. 

 Medium   access   collision   avoidance   for 
wireless (MACAW): 

o An   improved   version   of   MACA 
protocol. 

o Introduced      to      increase      the 
efficiency. 

o Requires        that        a        receiver 
acknowledges each successful 
reception of data packet. 

    Successful transmission is a four-way exchange mechanism, RTS-CTS-Data-ACK, as illustrated in figure 
7.2. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

    Other solutions include floor acquisition multiple access (FAMA) and Dual busy tone multiple access 
(DBTMA). 

 The exposed terminal problem refers to the inability of a node which is blocked due to transmission by 
a nearby transmitting node to transmit to another node. 

 Ex:   consider the figure 7.3.  Here, if a transmission  from node B to another node A  is  already in 
progress, node C cannot transmit to node D, as it concludes that its neighbor node B, is in transmitting 
mode and hence should not interfere with the on-going transmission. Thus, reusability of the radio 
spectrum is affected. 

 
 
 
 



 
 

 

  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 

 

Resource Constraints 
    Two essential and limited resources are battery life and processing power. 
 Devices used in adhoc wireless networks require portability, and hence they also have size and weight 

constraints along with the restrictions on the power source. 
    Increasing the battery power and processing ability makes the nodes bulky and less portable. 

 

Characteristics of an Ideal Routing Protocol for ad hoc wireless networks 
A routing protocol for ad hoc wireless networks should have the following characteristics: 

 It must be fully distributed as centralized routing involves high control overhead and hence is not 
scalable. 

    It must be adaptive to frequent topology changes caused by the mobility of nodes. 
    Route computation and maintenance must involve a minimum number of nodes.  Each node in the 

network must have quick access to routes, that is, minimum connection setup time is desired. 
    It must be localized, as global state maintenance involves a huge state propagation control overhead. 
    It must be loop-free and free from state routes. 
    The number of packet collisions must be kept to a minimum by limiting the number of broadcasts made 

by  each  node.  The  transmissions  should  be  reliable  to  reduce  message  loss  and  to  prevent  the 
occurrence of state routes. 

 It must converge to optimal routes once the network topology becomes stable. The convergence must be 
quick. 

 It must optimally use scarce resources such as bandwidth, computing power, memory, and battery 
power. 

    Every node in the network should try to store information regarding the stable local topology only. 
Changes in remote parts of the network must not cause updates in the topology information maintained by 
the node. 

 It should be able to provide a certain level of quality of service (QoS) as demanded by the applications, and 
should also offer support for time-sensitive traffic. 

 

 

CLASSIFICATIONS OF ROUTING PROTOCOLS 
A classification tree is shown below: 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
The routing protocol for adhoc wireless networks can be broadly classified into 4 categories based on 

    Routing information update mechanism. 
    Use of temporal information for routing 
    Routing topology 
    Utilization of specific resources. 

 

 
 
 

 

 



 

 

Based on the routing information update mechanism 
Ad hoc wireless network routing protocols can be classified into 3 major categories based on the routing 
information update mechanism. They are: 

    Proactive or table-driven routing protocols : 
o Every  node  maintains  the  network  topology  information  in  the  form  of  routing  tables  by 

periodically exchanging routing information. 
o Routing information is generally flooded in the whole network. 
o Whenever a node requires a path to a destination, it runs an appropriate path-finding algorithm 

on the topology information it maintains. 
    Reactive or on-demand routing protocols: 

o Do not maintain the network topology information. 
o Obtain the necessary path when it is required, by using a connection establishment process. 

    Hybrid routing protocols: 
o Combine the best features of the above two categories. 
o Nodes within a certain distance from the node concerned, or within a particular geographical 

region, are said to be within the routing zone of the given node. 
o For routing within this zone, a table-driven approach is used. 
o For nodes that are located beyond this zone, an on-demand approach is used. 

 

Based on the use of temporal information for routing 
The protocols that fall under this category can be further classified into two types : 

    Routing protocols using past temporal information: 
o Use information about the past status of the links or the status of links at the time of routing to 

make routing decisions. 
    Routing protocols that use future temporal information: 

o Use  information  about  the  about  the  expected  future  status  of  the  wireless  links  to  make 
approximate routing decisions. 

o Apart from the lifetime of wireless links, the future status information also includes information 
regarding the lifetime of the node, prediction of location, and prediction of link availability. 

 

Based on the routing topology 
Ad  hoc wireless  networks, due to their relatively smaller number of nodes, can  make use of either a flat 
topology or a hierarchical topology for routing. 

    Flat topology routing protocols: 
o Make use of a flat addressing scheme similar to the one used in IEEE 802.3 LANs. 
o It assumes the presence of a globally unique addressing mechanism for nodes in an ad hoc 

wireless network. 
    Hierarchical topology routing protocols: 

o Make use of a logical hierarchy in the network and an associated addressing scheme. 
o The hierarchy could be based on geographical information or it could be based on hop distance. 

 

Based on the utilization of specific resources 
    Power-aware routing: 

o Aims  at  minimizing  the  consumption  of  a  very  important  resource  in  the  ad  hoc  wireless 
networks: the battery power. 

o The  routing  decisions  are  based  on  minimizing  the  power  consumption  either  logically  or 
globally in the network. 

    Geographical information assisted routing : 
o Improves the performance of routing and reduces the control overhead by effectively utilizing 

the geographical information available. 
 

TABLE-DRIVEN ROUTING PROTOCOLS 
    These protocols are extensions of the wired network routing protocols 
    They maintain the global topology information in the form of tables at every node 
    Tables are updated frequently in order to maintain consistent and accurate network state information 
 Ex: Destination sequenced distance vector routing protocol (DSDV), wireless routing protocol (WRP), 

source-tree adaptive routing protocol (STAR) and cluster-head gateway switch routing protocol (CGSR). 



 

  Destination sequenced distance-vector routing protocol 
    It is an enhanced version of the distributed Bellman -Ford algorithm where each node maintains a table 

that contains the shortest distance and the first node on the shortest path to every other node in the 
network. 

 It incorporates table updates with increasing sequence number tags to prevent loops, to counter the 
count-to-infinity problem, and for faster convergence. 

    As it is a table-driven routing protocol, routes to all destinations are readily available at every node at 
all times. 

 The tables are exchanged between neighbors at regular intervals to keep an up -to-date view of the 
network topology. 

    The table updates are of two types: 
o Incremental updates: Takes a single network data packet unit (NDPU). These are used when a 

node does not observe significant changes in the local topology. 
o Full  dumps:  Takes  multiple  NDPUs.  It  is  done  either  when  the  local  topology  changes 

significantly or when an incremental update requires more than a single NDPU. 
 Table updates are initiated by a destination with a new sequence number which is always greater than 

the previous one. 
 

 Consider the example as  shown in figure (a). Here node 1 is the source node and node 15 is  the 
destination. As all the nodes maintain global topology information, the route is already available as 
shown in figure (b). 

    Here the routing table node 1 indicates that the shortest route to the destination node is available 
through node 5 and the distance to it is 4 hops, as depicted in figure (b) 

 The reconfiguration of a path used by an on-going data transfer session is handled by the protocol in the 
following way. 

    The end node of the broken link initiates a table update message with the broken link’s weight assigned 
to  infinity  (∞)  and  with  a  sequence  number  greater  than  the  stored  sequence  number  for  that 
destination. 

    Each node upon receiving an update with weight ∞, quickly disseminates it to its neighbors in order to 
propagate the broken-link information to the whole network. 

 A node always assign an odd number to the link break update to differentiate it from the even sequence 
number generated by the destination. 

    Figure 7.6 shows the case when node 11 moves from its current position. 
 

 



 

  Advantages 
    Less delay involved in the route setup process. 
 Mechanism  of  incremental  update  with  sequence  number  tags  makes  the  existing  wired  network 

protocols adaptable to ad hoc wireless networks. 
 The updates are propagated throughout the network in order to maintain an up-to-date view of the 

network topology at all nodes. 

Disadvantages 
    The updates due to broken links lead to a heavy control overhead during high mobility. 
 Even a small network with high mobility or a large network with low mobility can completely choke the 

available bandwidth. 
    Suffers from excessive control overhead. 
 In order to obtain information about a particular destination node, a node has to wait for a table update 

message initiated by the same destination node. 
    This delay could result in state routing information at nodes. 

 

Wireless Routing Protocol (WRP) 
    WRP is similar to DSDV; it inherits the properties of the distributed bellman-ford algorithm. 
 To counter the count-to-infinity problem and to enable faster convergence, it employs a unique method 

of maintaining information regarding the shortest distance to every destination node in the network 
and penultimate hop node on the path to every destination node. 

 Maintains  an  up-to-date  view  of  the  network,  every  node  has  a  readily  available  route  to  every 
destination node in the network. 

    It differs from DSDV in table maintenance and in the update procedures. 
    While DSDV maintains only one topology table, WRP uses a set of tables to maintain more accurate 

information. 
    The table that are maintained by a node are : 

o Distance table (DT): contains the network view of the neighbors of a node. It contains a matrix 
where each element contains the distance and the penultimate node reported by the neighbor 
for a particular destination. 

o Routing table (RT): contains the up-to-date view of the network for all known destinations. It 
keeps the shortest distance, the predecessor/penultimate node, the successor node, and a flag 
indicating the status of the path. The path status may be a simplest (correct) path or a loop 
(error), or destination node not marked (null). 

 
 

o Link cost table (LCT): contains the cost of relaying messages through each link. The cost of 
broken link is ∞.it also contains the number of update periods passed since the last successful 
update was received from that link. 

o Message retransmission list (MRL): contains an entry for every update message that is to be 
retransmitted and maintains a counter for each entry. 

    After receiving the update message, a node not only updates the distance for transmitted neighbors but 
also checks the other neighbors’ distance, hence convergence is much faster than DSDV. 

 

 
 Consider the example shown in figure below, where the source of the route is node 1 and destination is 

node 15. As WRP proactively maintains the route to all destinations, the route to any destination node is 
readily available at the source node. 

 
 From the routing table shown, the route from node 1 to node 15 has the next node as node 2. The 

predecessor node of 15 corresponding to this route is route 12. The predecessor information helps 
WRP to converge quickly during link breaks. 

 When a node detects a link break, it sends an update message to its neighbors with the link cost of the  

               broken link set to ∞. After receiving the update message; all affected nodes update their minimum     

              distances to the corresponding nodes. The node that initiated the update message then finds an alternative     

                route, if available from its DT. Figure 7.8 shows route maintenance in WRP.



 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



















Advantages 
    WRP has the same advantages as that of DSDV. 
    It has faster convergence and involves fewer table updates. 

Disadvantages 
 The complexity of maintenance of multiple tables demands a larger memory and greater processing 

power from nodes in the adhoc wireless network. 
    It is not suitable for highly dynamic and also for very large ad hoc wireless networks. 














 
 

 

Cluster-Head Gateway Switch Routing Protocol (CGSR) 
    Uses a hierarchical network topology. 
 CGSR organizes nodes into clusters, with coordination among the members of each cluster entrusted to 

a special node named cluster-head. 
    This cluster-head is elected dynamically by employing a least cluster change (LCC) algorithm. 

 According to this algorithm, a node ceases to be a cluster-head only if it comes under the range of 
another cluster-head, where the tie is broken either using the lowest ID or highest connectivity 
algorithm. 

 Clustering provides a mechanism to allocate bandwidth, which is a limited resource, among different 
clusters, thereby improving reuse. 

 A token-based scheduling is used within a cluster for sharing the bandwidth among the members of the 
cluster. 

    CGRS  assumes that  all communication passes through the cluster-head. Communication  between  2 
clusters takes place through the common member nodes that are members of both the cluster are called 
gateways. 

 A gateway is expected to be able to listen to multiple spreading codes that are currently in operation in 
the clusters in which the node exist as a member. 

 A gateway conflict is said to occur when a cluster-head issues a token to a gateway over spreading code 
while the gateway is tuned to another code. 

 Gateways that are capable of simultaneously communicating over two interfaces can avoid gateway 
conflicts. 

 The performance of routing is influenced by token scheduling and code scheduling that is handled at 
cluster-heads and gateways, respectively. 

 Every member node maintains a routing table containing the destination cluster-head for every node in 
the network. 

 In addition to the cluster member table, each node maintains a routing table which keeps the list of 
next-hop nodes for reaching every destination cluster. 

    The cluster routing protocol is used here. 
 Figure below shows the cluster head, cluster gateways, and normal cluster member nodes in an ad hoc 

wireless network. 

Advantages 
 CGSR  is  a  hierarchical  routing  scheme  which 

enables partial coordination between nodes by 
electing cluster-heads. 

    Better bandwidth utilization is possible. 
 Easy to implement priority scheduling schemes 

with token scheduling and gateway code 
scheduling. 

Disadvantages 
 Increase  in  path  length  and  instability  in  the 

system at high mobility when the rate of change 
of cluster-head is high. 

 In   order   to   avoid   gateway   conflicts,   more 
resources are required. 

    The   power   consumption  at   the   cluster-head 
node is also a matter of concern. 

 Lead  to  Frequent  changes  in  the  cluster-head, 
which may result in multiple path breaks. 

 



 
Source-Tree Adaptive Routing Protocol (STAR) 
    Key concept  least overhead routing approach (LORA) 
    This protocol attempts to provide feasible paths that are not guaranteed to be optimal 
    Involves much less control overhead 
    In STAR protocol, every node broadcasts its source tree information 
    The source tree of a node consists of the wireless links used by the node 
    Every node builds a partial graph of the topology 
    During initialization, a node sends an update message to its neighbors 
    Each node will have a path to every destination node 

 

    The path would be sub-optimal 
 The data packet contains information about the path to be traversed in order to prevent the possib ility 

of routing loop formation 
    In the presence of a reliable broadcast mechanism, STAR assumes implicit route maintenance 
    In addition to path breaks, the intermediate nodes are responsible for handling the routing loops 
 The RouteRepair packet contains the complete source tree of node k and the traversed path of the 

packet 
    When an intermediate node receives a RouteRepair update message, it removes itself from the top of 

the route repair path and reliably sends it to the head of the route repair path 
 

Advantages 
    Very low communication overhead 
    Reduces the average control overhead 

 
ON-DEMAND ROUTING PROTOCOLS 
They execute the path-finding process and exchange routing information only when a path is required by a 
node to communicate with a destination 

 

Dynamic Source Routing Protocol (DSR) 
    Designed  to  restrict  the  bandwidth  consumed  by  control  packets  in  adhoc  wireless  networks  by 

eliminating the periodic table update messages 
    It is beacon-less and does not require periodic hello packet transmissions 
    Basic approach  to establish a route by flooding RouteRequest packets in the network 
    Destination node responds by sending a RouteReply packet back to the source 
    Each  RouteRequest  carries  a sequence  number  generated  by the  source  node and  the  path it  has 

traversed 
    A node checks the sequence number on the packet before forwarding it 
    The packet is forwarded only if it is not a duplicate RouteRequest 
    The  sequence  number  on  the  packet  is  used  to  prevent  loop  formations  and  to  avoid  multiple 

transmissions 
 Thus, all nodes except the destination forward a RouteRequest packet during the route construction 

phase 
    In figure 7.10, source node 1 initiates a RouteRequest packet to obtain a path for destination node 15 
 This protocol uses a route cache that stores all possible information extracted from the source route 

contained in a data packet 
    During network partitions, the affected nodes initiate RouteRequest packets 
    DSR also allows piggy-backing of a data packet on the RouteRequest 
 As a part of optimizations, if the intermediate nodes are also allowed to originate RouteReply packets, 

then a source node may receive multiple replies from intermediate nodes 
    In fig 7.11, if the intermediate node 10 has a route to the destination via node 14, it also sends the 

RouteReply to the source node 
    The source node selects the latest and best route and uses that for sending data packets 
    Each data packet carries the complete path to its destination 
    If a link breaks, source node again initiates the route discovery process 

 

 
 



 
 

 

 
 

Advantages 
    Uses a reactive approach which eliminates the need to periodically flood the network with table update 

messages 
    Route is established only when required 
    Reduce control overhead 

 
Disadvantages 

    Route maintenance mechanism does not locally repair a broken link 
    Stale route cache information could result in inconsistencies during route construction phase 
    Connection set up delay is higher 
    Performance degrades rapidly with increasing mobility 
    Routing overhead is more & directly proportional to path length 

 

Ad Hoc On-Demand Distance Vector Routing Protocol 
    Route is established only when it is required by a source node for transmitting data packets 
    It employs destination sequence numbers to identify the most recent path 
 Source node and intermediate nodes store the next hop information corresponding to each flow for 

data packet transmission 
    Uses DestSeqNum to determine an up-to-date path to the destination 
 A RouteRequest carries the source identifier, the destination identifier, the source sequence number, 

the destination sequence number, the broadcast identifier and the time to live field 
    DestSeqNum indicates the freshness of the route that is accepted by the source 
 When an intermediate node receives a RouteRequest, it either forwards it or prepares a RouteReply if it 

has a valid route to the destination 
    The validity of the intermediate node is determined by comparing the sequence numbers 
    If a RouteRequest is received multiple times, then duplicate copies are discarded 
    Every intermediate node enters the previous node address and its BcastID 
    A timer is used to delete this entry in case a RouteReply packet is not received 
    AODV does not repair a broken path locally 
    When a link breaks, the end nodes are notified 
    Source node re-establishes the route to the destination if required 

 

Advantage 
    Routes are established on demand and DestSeqNum are used to find latest route to the destination 
    Connection setup delay is less 

 

Disadvantages 
    Intermediate nodes can lead to inconsistent routes if the source sequence number is very old 

 

 



 
 

 
 

 
 

 
 

    Multiple RouteReply packets to single RouteRequest packet can lead to heavy control overhead 
    Periodic beaconing leads to unnecessary bandwidth consumption 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Temporally Ordered Routing Algorithm (TORA) 



    Source-initiated on-demand routing protocol 
    Uses a link reversal algorithm 
    Provides loop free multi path routes to the destination 
    Each node maintains its one-loop local topology information 
    Has capability to detect partitions 
 Unique property  limiting the control packets to a small region during the reconfiguration process 

initiated by a path break 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

    TORA has 3 main functions: establishing, maintaining and erasing routes 
 The route establishment function is performed only when a node requires a path to a destination but 

does not have any directed link 
    This process establishes a destination-oriented directed acyclic graph using a query/update mechanism 
 Once the path to the destination is obtained, it is considered to exist as long as the path is available, 

irrespective of the path length changes due to the re-configurations that may take place during the 
course of data transfer session 

 If the node detects a partition, it originated a clear message, which erases the existing path information 
in that partition related to the destination 

 

Advantages 
    Incur less control overhead 
    Concurrent detection of partitions 
    Subsequent deletion of routes 

 

Disadvantages 
    Temporary oscillations and transient loops 

    Local reconfiguration of paths result in non-optimal routes



 
 

Location-Aided Routing (LAR) 
    It  utilizes  the location information for improving the efficiency of routing  by reducing  the control 

overhead 
 LAR assumes the availability of the global positioning   system (GPS) for obtaining the geographical 

position information necessary for routing 
 LAR  designates  two  geographical  regions  for   selective  forwarding   of  control  packets,  namely, 

ExpectedZone and RequestZone 
 The  ExpectedZone  is  the  region  in  which  the  destination  node  is  expected  to  be  present,  given 

information regarding its location in the past and its mobility information 
 The RequestZone is a geographical region within which the path-finding control packets are permitted 

to be propagated 
    This area is determined by the sender of a data transfer session. 
    The  control  packets  used  for  path-finding  are  forwarded  by  nodes  which  are  present  in  the 

RequestZone and are discarded by nodes outside the zone 
    LAR uses flooding, but here flooding is restricted to a small geographical region 
    The nodes decide to forward or discard the control packets based on two algorithms, namely, LAR1 & 

LAR2 

 
    In  the  LAR1  algorithm  (fig  7.16),  the  source  node  explicitly  specifies  the  RequestZone  in  the 

RouteRequest packet which is broadcast to its neighbors 
    These nodes verify their own geographical locations to check whether they belong to the ExpectedZone 
 Finally, when the RouteRequest reaches the destination node, it originates a RouteReply that contains 

the current location and current time of the node 
    In LAR2 algorithm (fig 7.17), the source node includes the distance between itself and the destination 

node 
    When the intermediate node receives this RouteRequest packet, it computes the distance to the node D 
 A RouteRequest packet is forwarded only once and the distance between the forwarding node and D is 

updated in the RouteRequest packet for further relaying 
 In order to compensate for the location error, a larger RequestZone that can accommodate the amount 

of error that occurred is considered 
 

Advantage 
    LAR reduces the control overhead by limiting the search area for finding a path 
    Efficient use of geographical position information 
    Reduced control overhead 

    Increased utilization of bandwidth.  

  Disadvantage 
    Depends heavily on the availability of GPS infrastructure. 
    Hence, cannot be used in situations where there is no access to such information 



 
 

 

Associativity-Based Routing (ABR) 
    It is a distributed routing protocol that selects routes based on the stability of the wireless links 
    It is a beacon-based on-demand routing protocol 
    A link is classified as stable or unstable based on its temporal stability 
 The temporal stability is determined by counting the periodic beacons that a node receives from its 

neighbors 
    Each node maintains the count of its neighbor’s beacons and classifies each link as stable or unstable 
 The link corresponding to a stable neighbor is termed as a stable  link, while a link to an unstable 

neighbor is called an unstable link 
 A source node floods RouteRequest packets throughout the network if a route is not available in its 

route cache 
    All intermediate nodes forward the RouteRequest packet 
 A RouteRequest packet carries the path it has traversed and the beacon count for the corresponding 

nodes in the path 
 When  the first RouteRequest  reaches the destination, the destination waits  for a time period T to 

receive multiple RouteRequests through different paths 
    If two paths have the same proportion of stable links, the shorter of them is selected 
    If more than one path is available, then a random   path among them is selected as the path between 

source and destination 

 
 

 In  figure  7.18,  source  node  initiates  the  RouteRequest  to  the  flooded  for  finding  a  route  to  the 
destination node 

    Solid lines represent stable links 
    Dotted lines represent unstable links 
    ABR uses stability information only during the route selection process at the destination node 
 If a link break occurs at an intermediate node, the node closer to the source, which detects the break, 

initiates a local route repair process 
    In  this  process,  the  node  locally  broadcasts  a  route  repair  packet,  termed  the  local  query  (LQ) 

broadcast, with a limited time to live (TTL), as shown in figure 7.19 
 This way a broken link is bypassed locally without flooding a new RouteRequest packet in the whole 

network. 
 

Advantage 
    Stable routes have a higher preference compared to shorter routes 
    They result in fewer path breaks which, in turn, reduces the extent of flooding due to reconfiguration of 

paths in the network 
 

Disadvantage 
 Chosen path may be longer than the shortest path between the source and destination because of the 

preference given to stable paths 
    Repetitive LQ broadcasts may result in high delays during route repairs 



 

Signal Stability-Based Adaptive Routing Protocol (SSA) 
    Uses signal stability as the prime factor for finding stable routes 
 This protocol is beacon-based, in which signal strength of the beacon is measured for determining link 

stability 
    The signal strength is used to classify a link as stable or unstable 
    This protocol consists of two parts: forwarding protocol (FP) and dynamic routing protocol (DRP) 
    These protocols use an extended radio interface that measures the signal strength from beacons 
    DRP maintains the routing table by interacting with the DRP processes on other hosts 
    FP performs the actual routing to forward a packet on its way to the destination 
    Every node maintains a table that contains the beacon  count and the signal strength of each of its 

neighbors 
    If a node receives strong beacons, then link is classified as strong/stable link 
    The link is otherwise classified as weak/unstable link 
    Each node maintains a table called the signal stability table (SST) which is based on the signal strengths 

of its neighbors’ beacons 
 This table is used by the nodes in the path to the destination to forward the incoming RouteRequest 

over strong links for finding the most stable end-to-end path 
 A source node which does not have a route to the destination floods the network with RouteRequest 

packets 
    SSA protocol process a RouteRequest only if it is received over a strong link 
    A RouteRequest received through a weak link is dropped without being processed 
    The destination selects the first RouteRequest packet received over strong links 
    The destination initiates a RouteReply packet to notify the selected route to the source 
    In figure 7.20, source node broadcasts a RouteRequest for finding  the route to the destination node 
    Solid lines represent the stable links 
    Dotted lines represent the weak links 
 SSA  restricts  intermediate  nodes  from  forwarding  a  RouteRequest  packet  if  the  packet  has  been 

received over a weak link 
    When a link breaks, the end nodes of the broken link notify the corresponding end nodes of the path 
 A source node, after receiving a route break notification packet, rebroadcasts the RouteRequest to find 

another stable path to the destination 
    Stale entries are removed only if data packets that use the stale route information fail to reach the next 

node 
 If no strong path is available when a link gets broken, then the new route is established by considering 

weak links also 
    This is done when multiple RouteRequest attempts fail to obtain a path to the destination using on ly the 

stable links 
 

 



 
 

 
 

 

 

 

 

 

 

Advantage 
    Finds more stable routes when compared to the shortest path route selection protocols 
    Accommodates temporal stability by using beacon counts to classify a link as stable or weak 

 
Disadvantage 

    It puts a strong RouteRequest forwarding condition which results in RouteRequest failures 
    Multiple flooding of RouteRequest packets consumes significant amount of bandwidth 
    Increases the path setup time 
    Strong link criterion increases the path length 

 

Flow-Oriented Routing Protocol (FORP) 
 Employs  a  prediction-based  multi-hop-handoff  mechanism  for  supporting  time-sensitive  traffic  in 

adhoc wireless networks 
    Proposed for IPv6-based ad hoc wireless networks where QoS needs to be provided 
    The multi-hop-handoff is aimed at alleviating the effects of path breaks on the real time packet flows 
 A sender or an intermediate node initiates the route maintenance process only after detecting a link 

break 
    It may result in high packet loss leading to a low QoS provided to the user 
    FORP utilizes the mobility and location information of nodes to estimate the link expiration time (LET) 
    LET is the approximate lifetime of a given wireless link 
    The minimum of the LET values of all wireless links on a path is termed as the route expiry time (RET) 
    Every node is assumed to be able to predict the LET of each of its links with its neighbors 
 The LET between two nodes can be estimated using information such as current position of the nodes, 

their direction of movement, and their transmission ranges 
    FORP requires the availability of GPS information in order to identify the location of nodes 
 When a sender node needs to setup a real time flow to a particular destination, it checks its routing 

table for the availability of a route to that destination 
    If a route is available, then that is used to send packets to the destination 
 Otherwise  sender  broadcasts  a  flow-REQ  packet  carrying  information  regarding  the  source  and 

destination nodes 
 The Flow-REQ packet also carries a flow identification number/sequence number which is unique for 

every session 
    A neighbor node, on receiving this packet, first checks if the sequence number of the received Flow -REQ 

is higher than the sequence number corresponding to previous packet 
 If the sequence number on the packet  is less than that  of the previous  packet, then  the packet  is 

discarded 
    This is done to avoid looping of flow-REQ packets 

 The Flow-REQ packet, when received at the destination node, contains the list of nodes on the path it 
had traversed, along with the LET values of every wireless link on that path 

    FORP assumes all the nodes in the network to be synchronized to a common time by means of GPS 
information 

 

 



 

 

 
 
 

 
 

 

Advantage 
    Use of LET and RET estimates reduces path breaks 
    Reduces the reduction in packet delivery 
    Reduces number of out-of-order packets 
    Reduces non-optimal paths 

 

Disadvantage 
    Works well when topology is highly dynamic 
    Requirements of time synchronization increases the control overhead 
    Dependency on GPS infrastructure affects the operability of this protocol wherever it is not available 
 

Unicast routing algorithms 
An internet is a combination of networks connected by routers. When a datagram goes from a 

source to a destination, it will probably pass through many routers until it reaches the router attached to 
the destination network. 
INTER- AND INTRA-DOMAIN ROUTING 

An internet can be so large that one routing protocol cannot handle the task of updating the routing 
tables of all routers. For this reason, an internet is divided into autonomous systems. An autonomous 
system (AS) is a group of networks and routers under the authority of a single administration. Routing 
inside an autonomous system is called intra-domain routing. Routing between autonomous systems is 
called inter-domain routing. 
 



 

 

Popular routing protocols 

 

DISTANCE VECTOR ROUTING 

Distance vector and link state routing are both interior routing protocols. They can be used inside an 

autonomous system. Both of these routing protocols become intractable when the domain of operation 

becomes large. Distance vector routing is subject to instability if there is more than a few hops in the 

domain of operation. Link state routing needs a huge amount of resources to calculate routing tables. It 

also creates heavy traffic because of flooding. There is a need for a third routing protocol which we call 

path vector routing. 

 Bellman-Ford Algorithm 

  Distance Vector Routing Algorithm 

  Count to Infinity 



A graph for Bellman-Ford algorithm 

 

 

 

Updating Routing Table 
• If the next-node entry is different 

– The receiving node chooses the row with the smaller cost 
– If there is a tie, the old one is kept 
–  

• If the next-node entry is the same 
– i.e. the sender of the new row is the provider of the old entry 
– The receiving node chooses the new row, even though the new value is infinity. 

• Periodic Update 
– A node sends its routing table, normally 30 seconds, in a periodic update 

• Triggered Update 
– A node sends its routing table to its neighbors any time when there is a change in its 

routing table 
• 1. After updating its routing table, or 
• 2. Detects some failure in the neighboring links 

Two-Node Instability 
• Defining Infinity 

– Most implementations define 16 as infinity 
• Split Horizon 

– Instead of flooding the table through each interface, each node sends only part of its table 
through each interface 

– E.g. node B thinks that the optimum route to reach X is via A, it does not need to advertise 
this piece of information to A 

 



 
 

• Split Horizon and Poison Reverse 
– One drawback of Split Horizon 

• Normally, the DV protocol uses a timer and if there is no news about a route, the 
node deletes the route from its table 

• In the previous e.g., node A cannot guess that this is due to split horizon or because 
B has not received any news about X recently 

– Poison Reverse 
• Node B can still advertise the value for X, but is the source of information is A, it can 

replace the distance with infinity as a warning 

 

 

 



RIP 

The Routing Information Protocol (RIP) is an intra-domain (interior) routing protocol used inside an 
autonomous system. It is a very simple protocol based on distance vector routing. RIP implements 
distance vector routing directly with some considerations.  
 
 RIP Message Format 
  Request and Response 
 Timers in RIP 
  RIP Version 2 
  Encapsulation  

 

RIP messages 
 

• Request 
– A request message is sent by a router that has just come up or by a router that has some 

time-out entries 
– A request can ask about specific entries or all entries  

• Response  
– A response can be either solicited or unsolicited (30s or when there is a change in the 

routing table) 
–  

RIP message format 

 

 

Request messages 

• 

 

 

 



RIP Timers 
• Periodic timer 

– It controls the advertising of regular update message (25 ~ 30 sec)  
• Expiration timer  

– It governs the validity of a route (180 sec) 
– The route is considered expired and the hop count of the route is set to 16 

• Garbage collection timer 
– A invalid route is not purged from the routing table until this timer expires (120 sec) 

RIPv2 vs.  RIPv1 
• Classless Addressing  
• Authentication  
• Multicasting 

– RIPv1 uses broadcasting to send RIP messages to every neighbors. Routers as well as hosts 
receive the packets 

– RIPv2 uses the all-router multicast address to send the RIP messages only to RIP routers in 
the network 

 
RIP version 2 format 
 

 
Authentication 

 

LINK STATE ROUTING 
Link state routing has a different philosophy from that of distance vector routing. In link state routing, if 

each node in the domain has the entire topology of the domain—the list of nodes and links, how they are 
connected including the type, cost (metric), and the condition of the links (up or down)—the node can 
use the Dijkstra algorithm to build a routing table. 
 Building Routing tables 

 
 
 
 



Concept of Link state routing 

 

Link state knowledge 

 

Building Routing Tables 
• Creation of the states of the links by each node, called the link state packets (LSP) 
• Dissemination of LSPs to every other routers, called flooding (efficiently) 
• Formation of a shortest path tree for each node 
• Calculation of a routing table based on the shortest path tree  

Creation of LSP 
• LSP data: E.g. the node ID, the list of links, a sequence number, and age. 
• LSP Generation 

– When there is a change in the topology of the domain 
– On a periodic basis 

• There is no actual need for this type of LSP, normally 60 minutes or 2 hours 

OSPF 
The Open Shortest Path First (OSPF) protocol is an intra-domain routing protocol based on link state 

routing. Its domain is also an autonomous system. 
 Area 
  Metric 
  Types of Links 
  Graphical Representation 
  OSPF Packets 

 



  Link State Update Packet 
  Other Packets 
  Encapsulation 

Areas in an autonomous system 

 
• A collection of networks with area ID  
• Routers inside an area flood the area with routing information 
• Area border routers summarize the information about the area and send it to other areas 
• Backbone area and backbone routers 

– All of the area inside an AS must be connected to the backbone 
• Virtual link  

– If, because of some problem, the connectivity between a backbone and an area is broken, a 
virtual link between routers must be created by the administration to allow continuity of 
the functions of the backbone as the primary area  

Types of links 

 
Point-to-point link 

          

Transient link 

            

 



Stub link 

                        

 
Types of OSPF packet 

 

Link state type Link state ID 

Router link IP address of the router 

Network link IP address of the designated router 

Summary link to network Address of the network 

Summary link to AS boundary IP address of the boundary router 

External link Address of the network  

 

Router link 

 
 



Network link 

 

Summary link to network 

 

Summary link to AS boundary router 

 

External link 

 

 

BGP 
Border Gateway Protocol (BGP) is an inter domain routing protocol using path vector routing. It first 
appeared in 1989 and has gone through four versions. 
 



 
 
Internal and external BGP sessions 
 

 
 
A speaker node advertises the path, not the metric of the nodes, in its AS or other ASs 
 

Path Vector Routing 
• Sharing 

– A speaker in an AS shares its table with immediate neighbors 
• Updating 

– Adding the nodes that are not in its routing table and adding its own AS and the AS that 
sent the table 

– The routing table shows the path completely 
• Loop prevention 

– A route checks to see if its AS is in the path list to the destination 
• Policy routing 

– If one of the ASs listed in the path is against its policy, it can ignore that path and that 
destination 

– It does not update its routing table with the path, and it does not send this message to its 
neighbors 

• Optimum path 
– Problem: each AS that is included in the path may use a different criteria for the metric 
– The optimum path is the path that fits the organization 
– For Fig. 14-49, the author chose the one that had the smaller number of ASs 
– Other criteria: security, safety, reliability, etc. 

Types of Autonomous Systems 
• Stub Autonomous Systems 

– Only one connection to another AS (only a source or sink for data traffic) 
• Multi homed Autonomous Systems 

– More than one connection to other AS, but it is still only a source or sink for data traffic 
• Transit Autonomous Systems 

– Multi homed AS that also allows transient traffic  
Path Attributes 

• ORIGIN 
– The source of the routing information (RIP, OSPF, etc) 

• AS_PATH 
– The list of ASs through which  the destination can be reached 

 
 



• NEXT-HOP 
– The next router to which the data packet should be sent  

NLRI 
• Network layer reachability information 

– It defines the network that is actually advertised by this message 
– Length field and IP address prefix 
– BGP4 supports classless addressing and CIDR  

 

Multicast routing algorithms 
A multicast address is a destination address for a group of hosts that have joined a multicast 

group. A packet that uses a multicast address as a destination can reach all members of the group unless 
there is some filtering restriction by the receiver.       
 

Multicasting 
• In multicast routing, the router may forward the received packet through several of its interfaces. 
• Broadcasting is a special case of multicasting 

 

 
Multicasting vs. Multiple Unicasting 

• Emulation of multicasting through multiple unicasting is not efficient and may create long delays, 
particularly with a large group 

 

 
 
 



Multicasting Applications 
• Access to distributed databases 
• Information dissemination 
• Dissemination of news 
• Teleconferencing 
• Distance learning 

 

Multicast tree 
• Objectives of multicasting: 

• Every member of the group should receive one, and only one, copy of the multicast packet. 
Nonmember must not receive a copy 

• There must be no loops in routing 
• The path traveled from source to each destination must be optimal 

• In a source-based tree approach, the combination of source and group determines the tree 
(DVMRP, MOSPF, PIM-DM) 

• In the group-shared tree approach, the group determines the tree (CBT, PIM-SM)  

 
Multicast Routing 

• Optimal routing: Shortest path trees 
• Unicast Routing 

– Each router in the domain has a table that defines a shortest path tree to possible 
destinations 

 

 
 
Shortest Path Tree 
 

• Multicast Routing 
– Each involved router needs to construct a shortest path tree for each group 

• Source-Based Tree and Group-Shared Tree 
• In the source-based tree approach, each router needs to have one shortest path tree for each 

group  

 



 
 

• In the group-shared tree approach, only the core router, which has a shortest path tree for each 
group, is involved in multicasting 

 
 
Multicast Protocols 

 
 
 



Multicast Link State Routing: MOSPF 
• Multicast link state routing uses the source-based tree approach 
• n (the number of group) topologies and n shortest path trees made 
• Each router has a routing table that represents as many shortest path trees as there are groups  
• MOSPF is an extension of the OSPF protocol that uses multicast link state routing to create source-

based trees 
• MOSPF requires a new link state update packet to associate the unicast address of a host with the 

group address or addresses the host is sponsoring 
• MOSPF is a data-driven protocol; the first time an MOSPF router see a datagram with a given 

source and group address, the router constructs the Dijkstra shortest path tree 

 
Multicast Distance Vector: DVMRP 

• Multicast distance vector routing uses the source-based trees, but the router never actually makes 
a routing table 

• Multicast routing does not allow a router to send its routing table to its neighbors. The idea is to 
create a table from scratch by using the information from the unicast distance vector tables 

• Process based on four decision-making strategies. Each strategy is built on its predecessor 
– Flooding 
– Reverse Path Forwarding (RPF) 
– Reverse Path Broadcasting (RPB) 
– Reverse Path Multicasting (RPM) 

 
DVMRP: Strategies 

• Flooding broadcasts packets, but creates loops in the systems 
• Reverse path forwarding: RPF eliminates the loop in the flooding process 

 

 
 

• Reverse path broadcasting: RPB creates a shortest path broadcast tree from the source to each 
destination. It guarantees that each destination receives one and only one copy of the packet 

• Problem with RPF 

 



 
 

• Reverse path multicasting: RPM adds pruning and grafting to RPB to create a multicast shortest 
path tree that supports dynamic membership changes 

 

 
 
Core-Based Tree (CBT) 

• CBT is a group-shared protocol that uses a core as the root of the tree 
• AS is divided into regions, and core (center router or rendezvous router) is chosen for each region 
• Each router sends a unicast join message to rendezvous router 
• When the rendezvous router has received all join messages from every member of the group, the 

tree is formed 

 



 
 
Sending Multicast Packets 
 

• The source sends the multicast packet (encapsulated in a unicast packet) to the core router. The 
core router decapsulates the packet and forwards it to all interested hosts. Each router that 
receives the multicast packet, in turn, forwards it to all interested ports 

 

 
 
Protocol Independent Multicast (PIM) 

• PIM-DM (Dense Mode) and PIM-SM (Sparse Mode) 
• PIM-DM is used in a dense multicast environment, such as a LAN 
• PIM-DM is a source-based tree routing protocol that uses RPF and pruning and grafting strategies 

for multicasting. However, it is independent of the underlying unicast protocol. 
• PIM-SM is used in a sparse multicast environment such as a WAN 
• PIM-SM is a group-shared routing protocol that has a rendezvous point as the source of the tree 
• PIM-SM is similar to CBT but uses a simpler procedure. 

 



MBONE 
• To enable multicasting, we make a multicast backbone (MBONE) out of isolated routers, using of 

the concept of tunneling 
 

 

 
 
Logical Tunneling 

• A logical tunnel is established by encapsulating the multicast packet inside a unicast packet 
• The multicast packet becomes the payload (data) of the unicast packet 
• So far the only protocol supporting MBONE and tunneling is DVMRP 
•  

 



 
 

 

 

HYBRID ROUTING PROTOCOLS 
Here, each node maintains the network topology information up to m nodes. 

 

Core Extraction Distributed Ad Hoc Routing Protocol (CEDAR) 
    CEDAR integrates routing and support for QoS. 
    It is based on extracting core nodes (also called as Dominator nodes) in the network. 
    Core nodes together approximate the minimum Dominating Set (DS). 
    A DS of a graph is defined as a set of nodes such that every node in the graph is either present in the DS 

or is a neighbor of some node present in the DS. 
    There exists at least one core node within every three hops. 
 The nodes that choose a core node as their dominating node are called core member nodes of the core 

node concerned. 
    The path between two core nodes is termed as virtual link. 
    CEDAR employs a distributed Algorithm to select core nodes. 
    The selection of core nodes represents the core extraction phase. 
 CEDAR  uses the core broadcast  mechanism to transmit  any packet throughout  the network in the 

unicast mode, involving as minimum number of nodes as possible. 
    Route Establishment in CEDAR: It is carried out in two phase. 
 The first phase finds a core path from source to destination. The core path is defined as the path from 

dominator of the source node (source core) to the dominator of the destination node (destination core). 
    In the second phase, a QoS feasible path is found over the core path. 
    A node initiates a RouteRequest if the destination is not in the local topology table of its core node; 

otherwise the path is immediately established. 
    For establishing a route, the source core initiates a core broadcast in which the RouteRequest is sent to 

all neighboring core nodes which inturn forwards it. 
    A core node which has the destination node as its core member replies to the source core. 
    Once the core path is established, a path with the requested QoS support is then chose 

 
 
 
  
 
 
 
 
 
 
 
 
 
 
 

 




















    Route Maintenance in CEDAR: attempts to repair a broken route locally when a path break occurs. 
 

    A node after which the break occurred: 
o Sends a notification of failure. 
o Begins to find a new path from it to the destination. 
o Rejects every received packet till the moment it finds the new path to the destination. 

    Meanwhile, as the source receives the notification message: 
o It stops to transmit. 
o Tries to find a new route to the destination. 
o If the new route is found by either of these two nodes, a new path from the source to the 

destination is established. 



 
Advantages 

    Performs both routing and QoS path computation very efficiently with the help of core nodes. 
    Utilization of core nodes reduces traffic overhead. 
    Core broadcasts provide a reliable mechanism for establishing paths with QoS support. 

 

Disadvantages 
 Since route establishment is carried out at core nodes, the movement of core nodes adversely affect s 

the performance of the protocol. 
    Core node update information causes control overhead. 

 

Zone Routing Protocol (ZRP) 
    Effectively combines the best features of both Proactive and Reactive routing protocols. 
    It use a Proactive routing scheme within a limited zone in the r-hop neighborhood of every node. 
    Use a Reactive routing scheme for nodes beyond this. 
    An Intra-Zone Routing Protocol (IARP) is used in the zone where a particular node employs proactive 

routing. 
    The Reactive routing protocol used beyond this  zone is referred to as Inter-Zone Routing Protocol 

(IERP). 
    The routing zone of a given node is a subset of the network, within which all nodes are reachable within 

less than or equal to. 

 


 Route Establishment: When a node s (node 8 in the fig 7.27) has packets to be sent to a destination node 
d (node 15 in fig), it checks whether node d is within its zone. 

    If the destination belongs to its own zone, then it delivers the packets directly. 
    Otherwise, node s  broadcasts the RouteRequest  to its  peripheral nodes  (in  fig, node 8  broadcasts 

RouteRequest to node 2, 3, 5, 7, 9, 10, 13, 14 and 15). 
    If any peripheral node finds node d to be located within its routing zone, it sends a RouteReply back to 

ode  8  indicating  the  path;  otherwise,  the  node  rebordercasts  the  RouteRequest  packet  to  the 
peripheral nodes. 

    This process continues until node d is located. 
 During RouteRequest propagation, every node that forwards the RouteRequest appends its address to 

it. 
    This information is used for delivering the RouteReply packet back to the source. 
    The criteria for selecting the best path may be the shortest path, least delay path etc. 
 When an intermediate node in an active path detects a broken link in the path, it performs a local path 

reconfiguration in which the broken link is bypassed by means of a short alternate path connecting the 
ends of the broken link 

    A path update message is then sent to the sender node 
    This results in sub-optimal path between two end points. 



 
 

 

Advantage 
Reduce the control overhead by combining the best features of Proactive and Reactive protocols. 

 
Disadvantage 
Control overhead may increase due to the large overlapping of nodes routing zones. 

 

Zone Based Hierarchical Link State Routing Protocol (ZHLS) 
    ZHLS uses the geographical location info of the nodes to form non-overlapping zones. A Hierarchical 

Addressing that consists of a zone ID and a node ID is employed. 
 Similar to ZRP, ZHLS also employs a Proactive approach inside the geographical zone and a Reactive 

approach behind the zone. 
 Every node requires GPS support for obtaining its own geographical location that is used to map itself 

into corresponding zone. 
    The assignment of zone addresses to geographical areas is important and is done during a phase called 

the network design phase or network deployment phase. 
    Each node maintains two link state packets: (LSP) 
    Node level LSP: list of connected neighbors. 
    Zone LSP: list of connected zones. 
 Route Establishment  If a source node src wants to communicate with a destination node dest, src 

checks whether dest resides in its own zone. 
    If dest belongs to same zone, then packets are delivered to the dest as per the Intra-Zone routing table. 
    If dest does not belong to the same zone, then the src originates a location request packet containing the 

sender’s and destination’s information. This location info is forwarded to every other zone. 
 The gateway node of a zone at which the location request packet is received verifies its routing table for 

the destination node. 
    The gateway node that finds the destination node required by a location request packet originates a 

location response packet containing the zone information to the sender. 

 
 Route Maintenance  If a given gateway node away  causing  a  zone  level  connection  failure, 

routing can still take place with the help of the other gateway nodes. 
 This is due to the hierarchical addressing that makes use of zone ID and node ID. 

 
Advantages 

    Reduce storage requirements and common overhead. 
    Robust and resilient to path breaks. 
    Non overlapping zones. 

Disadvantages 
    Additional overhead incurred in creation of zone level topology. 
    Path to Destination is suboptimal. 
    Geographical info may not be available in all environments.



 
ROUTING PROTOCOLS WITH EFFICIENT FLOODING MECHANISMS 

 Many  protocols  flood  the  network  with  RouteRequest  packets  in  order  to  obtain  a  path  to  the 
destination. 

    Flooding of control packets results in: 
o Wastage of bandwidth. 
o Increase in number of collisions. 

    Protocols with efficient flooding mechanisms: 
o Preferred link-based routing (PLBR) protocol. 
o Optimized link state routing (OLSR) protocol. 

 

Preferred Link Based Routing (PLBR) Protocols 
 Use the preferred link approach in an implicit manner by processing a RouteRequest packet only if it is 

received through a strong link. 
    Here a node selects a subset of nodes from its Neighbors List (NL). This subset is referred to as the 

Preferred List (PL) selection of this subset may be based on link or node characteristics. 
    All neighbors receive RouteRequest packets because of the broadcast radio channel, but only neighbors 

present in the PL forward them further. 
 Each node maintains information about its neighbors and their neighbors in a table called Neighbor’s 

Neighbor   Table   (NNT).   It   periodically   transmits   a   beacon   containing   the   changed   neighbor’s 
information. 

 

Route Establishment 
    If dest is in src’s NNT, the route is established directly. Otherwise, src transmits a RouteRequest packet 

containing 

o Source node’s address (SrcID) 

o Destination node’s address (DestID) 

o Unique sequence number (SeqNum) 

o Traversed path (TP) 

o PL 

o TTL flag 

o NoDelay flag 

    A node is eligible for forwarding a RouteRequest only if it satisfies the following criteria: 
    The node ID must be present in the received RouteRequest packet’s PL 
 RouteRequest packet must not have been already forwarded by the node, and the TTL on the packet 

must be greater than zero. 
    If the dest is in the eligible node’s NNT, the RouteRequest is forwarded as a unicast packet to the 

neighbor 
 

 

    If the computed PLT is empty, the RouteRequest packet is discarded and marked as sent. 
 If the RouteRequest reaches the destination, the route is selected by the route selection procedure given 

below. 
 

Route selection: 
 When multiple Route Request packets reach dest,the route selection procedure selects the best route 

among them. 
    The criterion for selecting the best route can be the shortest path, or the least delay path, or the most 

stable path. 
    Dest starts a timer after receiving the first route request packet. The timer expires after a certain 

RouteSelectWait period, after which no more RouteRequest packets would be accepted. 
    From the received Route Request packets, a route is selected as follows: 
 For  every  RouteRequest    i  that  reached  Dest  during  the  RouteSelectWait    period,  Max(Wmin)  is 

selected, where is the min. Weight of the link in the path followed by i if two or more paths have the 
same value for the shortest path is selected. 

    After selecting a route, all subsequent RouteRequest packets from the same src with a seqnum less than 
or equal to the seqnum of the selected RouteRequest are discarded. 

 If the node delay flag is set, the route selection procedure is omitted and TP of the first RouteRequest 
reaching the Dest is selected as the route. 



 
 

 
Algorithms for preferred links computation 
Neighbor-Degree-Based preferred link algorithm(NDPL) 
Weight Based preferred link algorithm(WBPL) 

 

NDPL 
Let d → node that calculates the preferred list table PLT. 
TP Traversed path. 
OLDPL → preferred list of the received RouteRequest packet. 
NNTd → NNT of the node d. 
N(i) →  neighbors of node I and itself. 
INL→ include list, a set containing all reachable neighbors by transmitting the RouteRequest packet. 
EXL → Exclude list, a set containing all neighbors that are unreachable by transmitting the RouteRequest packet 
after execution of the algorithm. 

 
Step 1: Node d marks the nodes that are not eligible for further forwarding the RouteRequest packet. 

a)    If a node i of TP is a neighbor of node d mark all neighbors of i as reachable i.e add N( i ) to INL. 

b)   If a node i of OLDPL is a neighbor of node d and i < d, then include N( i ) in INL. 
c)   If neighbor i of node d has a neighbor n present in TP, add N( i ) to INL. 

d)   If neighbor i of node d has a neighbor n present in OLDPL and n < d, add N( i ) to INL. 

Step 2: If neighbor i of node d is not in INL, put i in PLT and mark all neighbor of i as reachable. If i is present in 
INL, mark the neighbors of i as unreachable by adding them to EXL. 
Step 3: If neighbor i of d has a neighbor n present in EXL, put i in PLT and mark all neighbors of i  as reachable. 
Delete all neighbors of i from EXL. 
Step  4:  Reduction  steps  are  applied  here  in  order  to  remove  overlapping  neighbors  from  PLT  without 
compromising on reachability. 

a)   Remove each neighbor i from PLT if N (i) is covered by remaining neighbors of PLT. Here the minimum 
degree neighbor is selected every time 

b)   Remove neighbor i from PLT whose N (i) is covered by node d itself. 
 
 

WBPL 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Advantages 

    Minimizes broadcast storm problem. Hence, highly scalable. 
    Reduction in control overhead results in decrease in the number of collisions and improvement in 

efficiency of the protocol. 
 

Disadvantage 
    Computationally more complex. 

 

 
 
 
 



 
 

Optimized Link State Routing (OLSR) 
    It is a proactive routing protocol that employs an efficient link state packet forwarding mechanism 

called multipoint relaying (MPR). 
    This protocol optimizes the pure link state routing protocol. 
    Optimizations are done in two ways: 

o By reducing the size of control packets. 
o By reducing the no. of links that are used for forwarding the link state packets. 

    The  subset  of  links  or  neighbors  that  are  designated  for  link  state  updates  and  are  assigned  the 
responsibility of packet forwarding are called multipoint relays. 

    The set consisting of nodes that are multipoint relays is referred to as MPRset. 
 Each node(say, P) in the n/w selects an MPRset that processes and forwards every link state packet that 

node P originates. 
    The neighbor nodes that do not belong to the MPRset process the link state packets originated by node 

P but do not forward them. 
 Similarly, each node maintains a subset of neighbors called MPR selectors, which is nothing but the set 

of neighbors that have selected the node as a multipoint relay. 
 In order to decide on the membership of the nodes in the MPRset, a node periodically sends Hello 

messages that contain 
o List of neighbors with which the node has bidirectional links 
o List  of  neighbors  whose  transmission  was  received  in  the  recent  past  but  with  whom 

bidirectional links have not yet been confirmed. 
    The nodes that receive this Hello packet update their own two-hop topology tables. 
    The selection of multipoint relays is also indicated in the Hello packet. 
    The Data structure called neighbor table is used to store the list of neighbors, the two -hop neighbors, 

and the status of neighbor nodes. 
    The neighbor nodes can be in one of the three possible link status states, i.e 

o Unidirectional 
o Bidirectional 
o Multipoint rela 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
Selection of multipoint relay nodes (refer fig b) 
Ni(x) → ith hop neighbor set of node x 
MPR(x) → MPRset of node x. 
Step1: MPR(x) ← Ø         /* initializing empty MPRset */ 
Step2: MPR(x) ← {those nodes that belong to N1(x) and which are the only neighbors of nodes in N2(x)} 
Step3: while there exists some node in N2(x) which is not covered by MPR(x) 

a)   For each node in N1(x),which is not in MPR(x),compute the maximum number of nodes that it covers 
among the uncovered nodes in the set N2(x). 

b)   Add to MPR(x) the node belonging to N1(x) for which this number is maximum. 
 

 



 
 

Advantages: 
    Reduces the routing overhead. 
    Reduces the no. of broadcasts done. 
    Hence low connection setup time and reduced control overhead. 

 

HIERARCHICAL ROUTING PROTOCOLS 
The use of routing hierarchy has several advantages  Reduction in size of routing tables and better scalability. 

 

Hierarchical State Routing (HSR) protocol 
    It is a distributed multi-level hierarchical routing protocol that employs clustering at different levels 

with efficient membership management at every level of clustering. 
    Each cluster has its leader. 
    Clustering is organized in levels: 

o Physical: between nodes that have physical wireless one-hop links between them. 
o Logical: based on certain relations. 

    Fig 7.31 shows an ex for multilevel clustering 
 
 
 

    Node 8 is described as LO-8 
    Its node ID=8 
    It leads a cluster at level zero. 
    Node 3 is described as L1-3 
    Its node ID=3 
    It leads a cluster at first level. 
 The path between two cluster leaders is 

called virtual link 
    The path between L1-3 L1-2 is: (3-2-8-13-12) 
    HSR address is <HID-node ID> 
    HSR address of node 10 is: <12,12-10> 
    Every  node  maintains  information  about  
its 

peer’s topology and the status of links to 
them. This information is broadcast to all the 
members of the cluster periodically. 

    Cluster leaders exchange similar info with   
         Their peers. 
 Each  cluster  leader  broadcasts  the  info to  

the lower level informing all the nodes about 
the hierarchical topology of the n/w. 

Route establishment 
 Go to highest node in the hierarchy. 
 Establish connections on virtual links. 
 Send data through channel. 

 

 

Advantages 
    Reduces routing table size storage required is O (n x m). 
    For flat topology, it is O (nm) 

o n→ no. of nodes 
o m→ no. of levels 

 

Disadvantage 
 Process of exchanging information concerned all the levels of the hierarchy as well as the process 

of leader election in every cluster makes it quite problematic for adhoc networks. 
 



 
Fish-Eye State Routing Protocol (FSR) 

    It is a generalization of the GSR protocol. 
    It uses Fisheye technique to reduce the routing overhead. 
    Principle: Property of a fish’s eye that can capture pixel information with greater accuracy near its eye’s 

focal point. 
    This accuracy decreases with an increase in the distance from the center of the focal point 
    This property is translated to routing in adhoc wireless networks by a node 
    Each node maintains accurate information about near nodes. 
    Nodes exchange topology information only with their neighbors. 
    A sequence numbering scheme is used to identify the recent topology changes 
    This constitutes a link-level information exchange of distance vector protocols and complete topology 

information exchange of link state protocols. 
    FSR defines routing scope, which is the set of nodes that are reachable in a specific no. of hops. 
 The scope of a node at two hops is the set of nodes that can be reached in two hops fig 7.32 shows scope of 

node 5 with one hop and two hops. 
    The routing overhead is significantly reduced 
    The link state info for the nodes belonging to the smallest scope is exchanged at the highest frequency. 

Frequency of exchanges decreases with an increase in scope. 
    Fig 7.33 illustrates an example depicting the n/w topology information maintained at nodes in a n/w. 
    Message size for a typical topology information update packet is significantly reduced 
 The  routing  information  for  the  nodes  that  are  one  hop  away  from  a  node  are  exchanged  more 

frequently than the routing information about nodes that are more than one hop away 
    Information regarding nodes that are more than one hop away from the current node are listed below 

the dotted line in the topology table. 

 
 

Advantages 
    Reduce bandwidth consumption by link state update packets. 
    Suitable for large and highly mobile adhoc wireless network. 

 

Disadvantages 
    Very poor performance in small adhoc networks 

 



POWER-AWARE ROUTING PROTOCOLS  
 
Power-Aware Routing Metrics  
The limitation on the availability of power for operation is a significant bottleneck. Hence, the use of routing 
metrics contributes to the efficient utilization of energy and increases the lifetime of the network  

Minimal energy consumption per packet  
o This metric aims at minimizing the power consumed by a packet in traversing from source node to 
the destination node.  
o The energy consumed by a packet when traversing through a path is the sum of the energies 
required at every intermediate hop in that path.  
o This metric doesn’t balance the load  

o Disadvantages  
o Selection of path with large hop length  

o Inability to measure the power consumption in advance  

o Inability to prevent the fast discharging of batteries at some nodes  
Maximize network connectivity  

o This metric attempt to balance the routing load among the cut set (the subset of the nodes in the 
network, the removal of which results in network partitions).  

     o It is difficult to achieve a uniform battery draining rate for the cut set. 
    Maximum variance in Node power levels 

o This metric proposes to distribute the load among all nodes in the network so that the power 
consumption pattern remains uniform across them. 

o This problem is very complex when the rate and size of the data packets vary 
    Minimum cost per packet 

o In order to maximize the life of every node in the network, this routing metric is made as a 
function of the state of the node’s battery. 

o A node’s cost decreases with an increase in its battery change and vice versa. 
o Cost of node can be easily computed 
o Advantage  congestion handling & cost calculation 

    Minimize maximum node cost 
o This  metric minimizes the maximum cost  per node for a packet  after routing  a number of 

packets or after a specific period. 
o This  delays  the  failure  of  a  node,  occurring  due  to  higher  discharge  because  of  packet 

forwarding 
 
QoS aware routing 
 
Quality of Service Challenge 

 Providing complex functionality with limited available resources in a dynamic environment” 
 Supporting QoS requires knowledge of 

 Link delays 
 Bandwidth 
 Loss rates 
 Error rates 

 Problem with ad hoc networks 
 Hard to obtain this information 
 Links constantly changing: node mobility, environmental affects, etc. 

QoS Services 
 
 Hard QoS 

 Guarantee parameters such as delay, jitter, bandwidth 
 Required for mission-critical applications 
 E.g., air traffic control, nuclear reactor control 
 Not feasible in MANETs 

 
 



 Soft QoS 
 Aim to meet QoS goals 
 Loss in QoS degrades application but does not have disastrous consequences 
 E.g., voice, video 

 Most research focuses on providing soft QoS 

QoS Parameters 
 Bandwidth 
 Delay jitter  
 Delay 
 Security 
 Battery life 
 Network availability 

Why is QoS Hard in MANETs? 
 
 Dynamic network topology 

 Flow stops receiving QoS provisions due to path breaks 
 New paths must be established, causing data loss and delays 

 Imprecise state information 

 Link state changes continuously 
 Flow states change over time 

 No central control 
 Error-prone shared medium 
 Hidden terminal problem 
 Limited resource availability 

 Bandwidth, battery life, storage, processing capabilities 
 Insecure medium 

 
Target of QoS Routing 

• To find a feasible path between source and destination, which  
– satisfies the QoS requirements for each admitted connection and  
– Optimizes the use of network resources 

 

 
 

Proactive QoS Routing: QOLSR 
 

• Optimized Link State Routing 
• Aiming at large and dense MANETs with lower mobility 
• Only selected nodes as multi-point relays (MPRs) forwards broadcasting messages to reduce 

overhead of flooding  
• MPR nodes periodically broadcast its selector list 
• QoS extensions 



– QOLSR[IETF Draft]: Hello messages and routing tables are extended with parameters of 
maximum delay and minimum bandwidth, and maybe more QoS parameters 

• Advantage: ease of integration in Internet infrastructure 
• Disadvantages: Overhead to keep  tables up to date 

 
Reactive QoS Routing: QoS Enabled AODV 

• AODV: Ad-hoc On-demand Distance Vector routing[RFC3561] 
• Best effort routing protocol  
• On need of a route, source node broadcasts route request(RREQ) packet 
• Destination, or an intermediate node with valid route to destination, responses with a route 

reply(RREP) packet. 
• QoS extensions[IETF Draft]: maximum delay and minimum bandwidth are appended in RREQ, RREP 

and routing table entry  
• Disadvantages 

– No resource reservation, which unable to guarantee QoS 
• Improved with bandwidth reservation: TDMA_AODV 

– Traversal time is only part of delay  
 
 

 
 
Ticket-based Probing: Features 

• Objective: To find delay/bandwidth-constrained least-cost paths 
• Source-initiated path discovery, with limited tickets in probe packets to decrease overhead 
• Based on imprecise end-to-end state information 
• QoS metrics: Delay and bandwidth 
• Redundancy routes for fault tolerance during path break 
• Destination initiated Resource Reservation 
 

 
 
 
 



Tickets-relative Issues 
• Colored tickets: yellow ones for smallest delay paths, green ones for least cost paths 
• For source node, how many tickets shall be issued? 

– more tickets are issued for the connections with tighter or higher requirements 
• For intermediate nodes, how to distribute and forward tickets? 

– the link with less delay or cost gets more tickets 
• How to dynamically maintain the multiple paths?  

– the techniques of re-routing, path redundancy, and path repairing are used  

Disadvantages and Enhancement of TBP 
• Enhanced TBP Algorithm[13] 

– Color-based ticket Distribution 
– Ticket optimization using historical probing results 

• Disadvantages 
– Based on assumption of relatively stable topologies 
– Global state information maintenance with distance vector protocol incurs huge control 

overhead 
– Queuing delay and processing delay of nodes are not taken into consideration  

Hierarchical Routing: CEDAR 
• Core Extraction Distributed Ad Hoc Routing 
• Oriented to small and middle size networks 
• Core extraction: A set of nodes is distributivedly and dynamically selected to form the core, which 

maintains local topology and performs route calculations 
• Link state propagation: propagating bandwidth availability information of stable high bandwidth 

links to all core nodes, while information of dynamic links or low bandwidth is kept local 
• QoS Route Computation:  

– A core path is established first from dominator (neighboring core node) of source to 
dominator of destination 

– Using up-to-date local topology, dominator of source finds a path satisfying the requested 
QoS from source to furthest possible core node 

– This furthest core node then becomes the source of next iteration. 
– The above process repeats until destination is reached or the computation fails to find a 

feasible path.  

CEDAR: routing example 

 



Predictive Location-based QoS Routing: PLBQR 

• Motivation: to predict a future physical location based on previous location updates, which in turn 
to predict future routes 

• Update protocol: each node broadcasts its geographical update and resource information 
periodically and in case of considerable change 

• Location and delay prediction:  
– Using similarity of triangles and Pythagoras’ theorem,(xp,yp) can be calculated 
– End-to-end delay from S to D is predicted to be same as delay of latest update from D to S  

• QoS routing 
– Neighbor discovery with location-delay prediction 
– Depth-first search to find candidate routes satisfied QoS requirements 
– Geographically shortest route is chosen 
– Route is contained in data packets sent by source 

• Disadvantages 
– No resource reservation 
– Inaccuracy in delay prediction  

Power-aware QoS Routing 
• Objective:  

– to evenly distribute power consumption of each node 
– to minimize overall transmission power for each connection  
– to maximize the lifetime of all nodes 

• Power-Aware Routing[9]: using power-aware metrics in shortest-cost routing 
– Minimize cost per packet, with cost as functions of remaining battery power 
– Minimize max node cost of the path to delay node failure 

• Maximum battery life routing[10]: Conditional Max-Min Battery Capacity Routing (CMMBCR) 
– To choose shortest path if nodes in possible routes have sufficient battery 
– Avoiding routes going though nodes whose battery capacity is below threshold   

• Energy Aware Routing[11]: selecting path according to its probability, which is inversely 
proportional to energy consumption, using sub-optimal paths to increase network survivability 

 

 

 



 
UNIT 4 

END-END DELIVERY AND SECURITY                                                           
 
 
 

INTRODUCTION 
The objectives  of transport  layer protocol include the setting  up  of an  end -to-end  connection, end-to-end 
delivery of data packets, flow control, congestion control. 

 

 
ISSUES IN DESIGNING A TRANSPORT LAYER PROTOCOL FOR AD HOC WIRELESS 
NETWORKS 

1.   Induced Traffic: 
 In a path having multiple link, the traffic at any given link (or path) due to the traffic through 

neighbouring links (or paths) is referred to as induced traffic. 
 This is due to the broadcast nature of the channel and the location-dependent contention on the 

channel 
    Induced Traffic affects the throughput achieved by the transport layer protocol. 

2.   Induced throughput unfairness: 
 This refers to the throughput unfairness at the transport layer due to the throughput/delay 

unfairness existing at the lower layer such as the n/w and MAC layers. 
 A transport layer should consider these in order to provide a fair share of throughput across 

contending flows 
3.    Separation of congestion control, reliability and flow control: 

 A  transport  layer  protocol  can  provide  better  performance  if  end-to-end  reliability,  flow 
control and congestion control are handled separately. 

 Reliability and flow control are end-to-end activities, whereas congestion can at times be a 
local activity 

    Objective  minimisation of the additional control overhead generated by them 
4.   Power and Band width constraints: 

 Nodes in ad hoc wireless networks face resource constraints including the two most important 
resources: (i) power source and (ii) bandwidth 

 The  performance  of  a  Transport  layer  protocol  is  significantly  affected  by  these  resource 
constraints 

5.   Interpretation of congestion: 
 Interpretation of network congestion as used in traditional networks is not appropriate in ad 

hoc networks. 
 This is because the high error rates of wireless channel, location-dependent contention, hidden 

terminal problem, packet collisions in the network, path breaks due to mobility of nodes, and 
node failure due to drained battery can also lead to packet loss in ad hoc wireless networks 

6.   Completely decoupled transport layer: 
    Another challenge faced by Transport layer protocol is the interaction with the lower layers. 

 Cross-layer interaction between the transport layer and lower layers is important to adapt to 
the changing network environment 

7.   Dynamic topology: 
    Experience rapidly changing network topology due to mobility of nodes 

 Leads to frequent path breaks, partitioning and remerging of  networks & high delay in re- 
establishment of paths 

    Performance is affected by rapid changes in network topology. 
 
 
 

 



 
 

DESIGN  GOALS  OF  A  TRANSPORT  LAYER  PROTOCOL  FOR  AD  HOC  WIRELESS 
NETWORKS 

   The protocol should maximize the throughput per connection. 
   It should provide throughput fairness across contending flows. 
   It should incur minimum connection set up and connection maintenance overheads. 
   It should have mechanisms for congestion control and flow control in the network. 
   It should be able to provide both reliable and unreliable connections as per the requirements of the 

application layer. 
   It should be able to adapt to the dynamics of the network such as rapid changes in topology. 
   Bandwidth must be used efficiently. 
   It should be aware of resource constraints such as battery power and buffer sizes and make efficient 

use of them. 
   It should make use of information from the lower layers for improving network thruput. 
   It should have a well-defined cross-layer interaction framework. 
   It should maintain End-to-End Semantics. 

 

 
CLASSIFICATION OF TRANSPORT LAYER SOLUTIONS 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

TCP OVER AD HOC WIRELESS NETWORKS: 
    TCP is reliable, end-to-end, connection-oriented TL protocol that provides a byte stream based service. 

    Major responsibilities of TCP include 

   Congestion control. 

   Flow control. 

   In-order delivery of packets. 

   Reliable transportation of packets. 
 

Discuss briefly the reasons why TCP does not perform well in Adhoc wireless network 
The major reasons behind throughput degradation that TCP faces when used in ad hoc wireless net works are 
the following. 
1.  Misinterpretation of packet loss: 

    In traditional TCP design, the packet loss is mainly attributed to network congestion. 
    Ad hoc wireless network experience a much higher packets loss due to 

   High bit rate 

   Increased Collections etc



 
 

 
 

  2.  Frequent path breaks: 
 If the route re-establishment time is greater than the RTO period of TCP sender, then the TCP sender 

assumes congestion in the n/w ,retransmits lost packets and initiates congestion control algorithm. 
This leads to wastage of bandwidth and battery power. 

 

3. Effect of path length: 
As path length increases, the throughput decreases. 

 
 

4. Misinterpretation of congestion window: 
 When  there  are  frequent  path  breaks,  the  congestion  window  may  not  reflect  the  maximum 

transmission rate acceptable to the network and the receiver. 
 

5. Asymmetric link behavior: 
 Radio channel used in ad hoc wireless network has different properties such as location dependent 

contention, directional properties etc leading to asymmetric links. 
    This can lead to TCP invoking the congestion control algorithm and several retransmissions. 

 
6. Uni directional path: 

 TCP relies on end-to-end ACK for ensuring reliability. Path break on an entirely different reverse path 
can affect the performance of the network as much as a path breaks in the forward path. 

 
7. Multipath Routing: 

 For TCP, multipath routing leads to significant amount of out of order packets, when intern generates a 
set of duplicate acknowledgement (DUPACKs),which cause additional power consumption and 
invocation of congestion control. 

 
8. Network partitioning and remerging: 

 
 
 
 
 
 
 
 
 
 
 
 
 

    Fig below illustrates the effect of network partitions in ad hoc wireless networks. 
    A network with two TCP sessions A & B is shown in (a) at time t1. 

    At time t2, the network gets partitioned into two as shown in (b) due to dynamic topological changes. 
 Now TCP session A’s sender & receiver belong to two different partitions & TCP session B experiences 

path break. 
9. The use of sliding window based transmission: 

    TCP uses a sliding window for flow control. 
    This can contribute to degraded performance in bandwidth constrained ad hoc wireless network. 
    It can also lead to burstiness in traffic due to the subsequent transmission of TCP segments. 



 
 

 FEEDBACK BASED TCP (TCP – F) 
  Improves performance of TCP. 
  Uses a feedback based approach. 
  The routing protocol is expected to repair the broken path within a reasonable time period 

 
Operation: 

    In TCP-F, an intermediate node, upon detection of a path break, originates route failure notification 
(RFN) packet. This intermediate node is called Failure point (FP). 

 This RFN packet is routed toward the sender of the TCP session, Sender information that is obtained 
from TCP packets. 

 If any intermediate nodes that receive RFN has an alternate route to the same destination,  then it 
discards the RFN packet and uses the alternate path for forwarding further d ata packets, thus reducing 
control overhead involved in the route reconfiguration process. 

    When TCP sender receives an RFN packet, it goes into a state called snooze. In this state, a sender, 
o Stops sending any more packets to the destination. 
o Cancels all timers. 
o Freezes its congestion window. 
o Freezes the retransmission timer. 
o Sets up a route failure timer. 

    When route failure timer expires, the TCP sender changes from snooze state to connected state. 
    When the route re-establishment has been done, then the failure point sends Route Re-establishment 

Notification (RRN) packet to the sender and the TCP state is updated back to the connected state. 
Advantages : 
  Simple feedback solution for problem arising 

from path breaks. 
  Permits TCP congestion control mechanism 

to respond to congestion in the network. 
 

Disadvantages: 
  If a route to sender is not available at the FP, 

then additional control packets may need to 
be generated for routing RFN packets. 

  TCP-F has an additional state compared to 
traditional TCP state mechanism. 

  Congestion window used after a new route is 
obtained may not reflect the acheivable 
transmission rate acceptable to the network 
and the TCP-F receiver. 

 

 
 
 

TCP WITH EXPLICIT LINK FAILURE NOTIFICATION: ( TCP-ELFN) 
  Improves TCP performance in adhoc wireless network. 
  Similar to TCP-F. 

 

 

Operation: 
  ELFN is originated by the node detecting a path break upon detection of a link failure to the TCP sender. 
  This can be implemented in two ways : 

1.    By sending an ICMP Destination Unreachable (DUR) message to the sender. 
(or) 

2.     By piggy-backing this information to the sender. 
  Once the TCP sender receives the  ELFN packet,  it  disables  its  retransmission  timers  and  enters  a 

standby state. 
  In this state, it periodically originates probe packets to see if a new route is established. 
  Upon reception of an ACK by the TCP receiver for the probe packets, it leaves the standby state, and 

continues to function as normal. 



 Advantages: 
  Improves TCP performance by decoupling the path break information from the congestion information 

by the use of ELFN. 
  Less dependent on routing protocol & requires only link failure notification about the path break. 

 
Disadvantages: 

  When the network is temporarily partitioned, the path failure may last longer & this can lead to the 
origination of periodic probe packets consuming bandwidth & power. 

  Congestion window used after a new route is obtained may not reflect the achievable transmission rate 
acceptable to the network and the TCP receiver. 

 
 

TCP-BUS ( TCP WITH BUFFERING CAPABILITY AND SEQUENCE INFORMATION) 
  It is similar to TCP-F and TCP-ELFN in its use of feedback information from an intermediate node on 

detection of a path break. But it is more dependent on the routing protocol. 
  TCP-BuS was proposed, with Associativity-Based Routing (ABR) protocol as the routing scheme. Hence 

it makes use of some special messages such as LQ and REPLY for finding partial path. 
 

 

 
 
 
Operation: 

  Upon detection of a path break, an upstream intermediate node, called pivot node (PN),originates an 
explicit route disconnection notification ( ERDN ) message to the TCP-BuS sender. 

  ERDN propagated in a reliable way. 
  Upon  receiving  ERDN  packet,  the  TCP-BuS  sender  stops  transmission  and  freezes  all  timers  and 

windows as in TCP-F. 
  The packets in transmit at the intermediate nodes from the TCP-BuS sender to the PN are buffered 

until a new partial path from the PN to the TCP-BuS receiver is obtained by the PN. 
  Upon detection of a path break, the downstream node originates a Route Notification (RN) packet to 

the TCP-BuS receiver, which is forwarded by all the downstream nodes in the path. 
  PN attempts to find new partial path (route) to the TCP-BuS receiver , and the availability of such a 

partial path to destination is intimated to the TCP-BuS sender through an explicit route successful 
notification (ERSN) packet.TCP utilizes route reconfiguration mechanism of ABR to obtain partial path 
to the destination. 

  Upon a successful LQ-REPLY process to obtain a new route to the TCP-BuS receiver, PN informs the 
TCP-BuS sender of the new partial path using ERSN Packet.(it is sent reliably) 

  TCP-BuS sender also periodically originates probe packets to check the availability of a path to the 
destination. 

  Below figure illustrates the operation of TCP-BuS. 
 
 
 



 
 

 
 
  Advantages: 

 Performance improvement. 
 Avoidance of fast retransmission due to the use of buffering, sequence numbering, and selective   
   acknowledgement. 
 Also  takes  advantage  of  the  underlying routing protocols. 

 
  Disadvantages: 
  Increased   dependency   on   the   routing protocol and the buffering at the intermediate nodes. 
  The  failure  of  intermediate  nodes  that buffer the packets may lead to loss of packets and   
                 performance degradation. 

    The  dependency  on  the  routing protocol may degrade its performance with order routing protocols 
that do not have similar control messages as in ABR. 

 

AD HOC TCP 
    Based on feedback information received from the intermediate nodes, the TCP sender changes its state 

to the 
o Persist state. 
o Congestion control state or 
o Retransmission state. 

    When an intermediate node finds that the network is partitioned, then the TCP sender state is changed 
to the persist state where it avoids unnecessary retransmissions. 

    Figure shows the thin layer implementation of ATCP between the traditional TCP layer and the IP layer. 
    This does not require changes in the existing TCP protocol. 
    This layer is active only at the TCP sender. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
    Major function of the ATCP Layer is that it monitors the : 

o Packet sent and received by TCP sender, 
o The state of the TCP sender, 
o State of the network. 

    Fig (b) shows the state transmission diagram for the ATCP at the TCP sender.

    The four states in the ATCP are: 
1.    NORMAL. 
2.    CONGESTED 
3.    LOSS 
4.    DISCONN 

 

 
 
 
 

 
 



 
 

 

 When  a TCP connection  is established,  the ATCP sender state is in  NORMAL,  here ATCP does  not 
interfere with the operation of TCP and it remains invisible. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Advantages: 
o It maintains the end to end semantics of TCP. 
o It is compatible with traditional TCP. 
o Improves throughput of TCP in adhoc wireless network. 

 
Disadvantages: 

o Dependency on the network layer protocol to detect the route changes and partitions. 
o Addition  of  thin  ATCP  layer  to  TCP/IP  protocol  stack  requires  changes  in  the  interface  functions 

currently being used 
 

Split TCP 
    Major issues that affect the performance of TCP over adhoc wireless network is the degradation of 

throughput with increasing path length. 
    This  can  also  lead  to  unfairness  among TCP sessions  where  one  session  may  obtain  much  higher 

throughput than other sessions. 
 This unfairness problem is further worsened by the use of MAC protocols, which are found to give a 

higher throughput for certain link level sessions, leading to an effect known as channel capture. 
    Split TCP provides a unique solution to this problem by splitting the transport layer objectives into: 
    Congestion control. 
    End to End reliability. 
 In addition, split TCP splits a long TCP connection into a set of short concatenated TCP connections 

(called segments or zones) with a number of selected intermediate nodes (known as proxy nodes) as 
terminating points of these short connections. 

 Figure  illustrates  the  operation  of  split-TCP  where  a  three  segment  split  –TCP  connection  exists 
between source node1 and destination node 15. 

    A proxy node receives the TCP packets, reads its contents, stores it in its local buffer, and sends an 
acknowledgement to the source (or the previous proxy) 

 This  acknowledgement  is  called  Local  acknowledgement  (LACK)  does  not  guarantee  end  to  end 
delivery. 

    The responsibility of further delivery of packets is assigned to the proxy node. 
    In figure, node 1 initiates a TCP session to node 15, node 4 and node 13 are chosen as proxy nodes. 

 

    The number of proxy nodes in a TCP session is determined by the length of the path between source & 
destination node. 

 Based on a distributed algorithm, the intermediate nodes that receive TCP packets determine whether 
to act as a proxy node or just as a simple forwarding node. 

    In figure, the path between nodes 1 & 4 is the first zone (segment), the path between nodes 4 to 13 is 
the second zone (segment), and the last zone is between node 13 and 15. 

   The proxy node 4, upon receipt of each TCP packet from source node1,acknowledges it with a LACK   
      packet, & buffers the received packets. This buffered packet is forwarded to the next proxy node at a  
      transmission rate proportional to the arrival of LACKs from the next proxy node or destination. 

 
 
 



 
 

 
 

 
Advantages: 

    Improved throughput. 
    Improved throughput fairness. 
    Lessened impact of mobility. 

 
Disadvantages: 
    Requires    modifications    to    TCP 

protocol. 
 End to End connection handling of 

traditional TCP is violated. 
 The failure of proxy nodes can lead 

to throughput degradation. 
 

COMPARISION OF TCP SOLUTIONS FOR ADHOC WIRELESS NETWORKS 

 
 

 
 
 

 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 

 
 



 
 

OTHER TRANSPORT LAYER PROTOCOLS FOR AD HOC WIRELESS NETWORKS 
 

APPLICATION CONTROLLED TRANSPORT PROTOCOL 
    It is a light-weight transport layer protocol 
    Assigns the responsibility of ensuring reliability to the application layer 
    ACTP stands in between TCP and UDP where TCP experiences low performance with high reliability 

and UDP provides better performance with high packet loss in Adhoc wireless networks 
 The key design philosophy of ACTP is to leave the provisioning of reliability to the application layer and 

provide a simple feedback information about the delivery status of packets to the application layer 
    Supports the priority of packets to be delivered 
 Each API function call to send a packet contains the additional information required for ACTP such as 

the maximum delay, message number and priority of the packet 
    Delivery status is maintained at the ACTP layer. This reflect 

o Successful delivery of the packet 
o A possible loss of the packet 
o Remaining time for the packet 
o No state information exists at the ACTP layer 

Advantages: 
 Provides freedom of choosing the required 

reliability level to the application layer 
    Scalable for large networks 
    Throughput is not affected by path breaks 

 
Disadvantage: 
    Not compatible with TCP 

 

 
AD HOC TRANSPORT PROTOCOL 

    ATP is specifically designed for ad hoc wireless networks and is not a variant of TCP 

    The major aspects by which ATP defers from TCP are 
o Coordination among multiple layers 
o Rate-based transmissions 
o Decoupling congestion control and reliability 
o Assisted congestion control 

    ATP uses services from network and MAC layers for improving its performance 
    ATP uses information from lower layers for 

o Estimation of the initial transmission rate 
o Detection, avoidance and control of congestion 
o Detection of path breaks 

    ATP utilises timer-based transmission 
    The network congestion information is obtained from the intermediate nodes 
    Field in which delay information is included is referred as rate feedback field 
    ATP has three phases namely: increase, decrease and maintain 

 
Advantages: 

    Improved performance 
    Decoupling congestion control and reliability mechanisms 
    avoidance of congestion window fluctuations 

 
Disadvantage: 
    lack of interoperability with TCP 



NETWORK SECURITY REQUIREMENTS 
A security protocol for ad hoc wireless networks should satisfy the following requirements 

1.   Confidentiality: 
a.    The data sent by the sender must be comprehensible only to the intended receiver. 
b. Though an intruder might get hold of the data being sent, he / she must n ot be able to derive 

any useful information out of the data. 
c.    One of the popular techniques used for ensuring confidentiality is data encryption. 

 
2.   Integrity: 

a.    The data sent by the source node should reach the destination node without being altered. 
b.    It should not be possible for any malicious node in the network to tamper with the data during 

transmission 
 

3.   Availability: 
a.    The network should remain operational all the time. 
b.    It  must be robust  enough to tolerate link failures and also be capable of surviving  various 

attacks mounted on it. 
c.    It should be able to provide guaranteed services whether an authorized user requires them 

 
4.   Non-Repudiation: 

a.    It is a mechanism to guarantee that the sender of a message cannot later deny having sent the 
message and that the recipient cannot deny having received the message. 

b.    Digital signatures are used for this purpose. 
 

 
ISSUES AND CHALLENGES IN SECURITY PROVISIONING 
1.     Shared broadcast radio channel : 

a. The radio channel used for communication in adhoc wireless networks is broadcast in nature & is 
shared by all nodes within its direct transmission range. 

b.    Data transmitted  by a node is received  by all nodes  within its direct transmission range.  So a 
malicious node could easily obtain data being transmitted in the network. 

c.    This problem can be minimized to a certain extent by using directional antennas. 
 

2.    Limited resource availability : 
a. Resources such as bandwidth, battery power, & computational power are scarce in adhoc wireless 

networks. 
b.    Hence it is difficult to implement complex cryptography-based security mechanisms in networks. 

 
3.    Insecure operational environment : 

a.    The operating environments where adhoc wireless is used may not always be secure. b.    
One important application of such networks is in battlefields. 

 
4.    Physical Vulnerability : 

a.    Nodes in these networks are usually compact & hand-held in nature. b.    
They could get damaged easily & are also vulnerable to theft. 

 
5.    Lack of central authority : 

a. In wired networks & infrastructure-based wireless networks, it would be possible to monitor the 
traffic on the network through certain important central points & implement security mechanisms at 
such points. 

b.    Since adhoc –wireless networks do not have central points, these mechanisms cannot be applied in ad 
hoc wireless networks. 

 
6.     Lack of associations: 

a.    Since these networks are dynamic in nature, a node can join or leave the network at any pont of 
time. 

b.    If no proper authentication mechanism is used for associating nodes in a network, an intruder  

        would be able to join into the network quite easily & carry out his/her attacks



 

 

 
 

NETWORK SECURITY ATTACK 
 

 

 

 

 

 

 

 

 

 Attacks on adhoc wireless networks can be classified into 2 broad categories, namely: 
1.    Passive attack 

a.    It does not disrupt the operation of the network; the adversary snoops the data exchanged in 
the network without altering it. 

b.    One way to overcome such problems is to use powerful encryption mechanisms to encrypt the 
data being transmitted. 

 
2.    Active attack 

a. An active attack attempts to alter or destroy the data being exchanged in the network, thereby 
disrupting the normal functioning of the network. 

b.    They can be further classified into 2 categories : 
i.   External attacks, which are carried out by nodes that do not belong to the network. They 

can be prevented using standard encryption techniques and firewalls. 
ii.   Internal attacks are from compromised nodes that are actually part of the network. 

 

 
NETWORK LAYER ATTACKS 
There are many types of attacks pertaining to the network layer in network protocol stack. Some of them are as 
follows: 

1.   wormhole attack: 
 

a. In  this  attack, an  attacker receives packets at  one location  in  the network & tunnels  them 
(possibly selectively) to another location in the network, where the packets are resent into the 
network. This tunnel between 2 colliding attackers is referred to as a wormhole. 

b.    If  proper  mechanisms  are  not  employed  to  defend  the  network  against  wormhole  attacks, 
existing routing protocols for adhoc wireless networks may fail to find valid routes. 

 
2.   Blackhole attack: 

a.    In this attack, a malicious node falsely advertises good paths to destination node during path - 
finding process or in route update messages. 

b.    The intention of malicious node could be to hinder the path-finding process or to intercept all 
data packets being sent to the destination node. 

 
3.   Byzantine attack: 

a. Here, a compromised intermediate note or a set of compromised intermediate nodes work in 
collusion & carries out attack such as creating routing loops, routing packets on non-optimal 
paths & selectively dropping packets. 

 
 
 



4.   Information disclosure: 
a. A compromised node may leak confidential or important information to unauthorized nodes in 

the network. 
 

5.   Resource consumption attack: 
a.    In this attack, a malicious node tries to consume/waste resources of other nodes present in the 

network. 
b.    The  resources  targeted  are  battery  power,  bandwidth  &  computational  power,  which  are 

limitedly available in adhoc wireless networks. 
 

6.   Routing attacks: 
a.    There are several types of attacks mounted on routing protocol & they are as follows: 

i.   Routing table overflow: 
o In this type of attack, an adversary node advertises routes to non-existent nodes, 

to the authorized nodes present in the network. 
o The main objective of this attack is to cause an overflow of routing tables, which 

would in turn prevent the creation of entries corresponding to new routes to 
authorized nodes. 

ii.    Routing table poisoning: 
o Here, the compromised nodes in the networks send fictitious routing updates or 

modify genuine route update packets sent to other uncompromised nodes. 
o This may result in sub-optimal routing, congestion in network or even make 

some parts of network inaccessible. 
iii.    Packet replication: 

o In this attack, an adversary node would replicate state packets. 
iv.    Route cache poisoning: 

o Similar to routing table poisoning, an adversary can also poison the route cache 
to achieve similar activities. 

v.   Rushing attack: 
o On-demand routing protocols that use duplicate suppression during the route 

discovery process are vulnerable to this attack. 
 

TRANSPORT LAYER ATTACKS: 
1.     Session Hijacking: 

a.    Here, an adversary takes control over a session between 2 nodes. 

b. Since most authentication processes are carried out only at the start of session, once the session 
between 2 nodes get established, the adversary node masquerades as one of the end-nodes of 
the session & hijacks the sessions. 

 
 

APPLICATION LAYER ATTACKS: 
1.     Repudiation: 

a. It refers to the denial or attempted denial by a node involved in a communication of having 
participated in all or part of the communication 

 
DEVICE TAMPERING 
  Unlike nodes in a wired network, nodes in adhoc wireless networks are usually compact, soft and hand- 

held in nature. 
  They could get damaged or stolen easily. 

 

 
KEY MANAGEMENT 
Having  seen  the  various  kinds  of  attacks  possible  on  adhoc  wireless  networks,  we  now  look  at  various 
techniques employed to overcome the attacks. 

 
  CRYPTOGRAPHY is one of the most common & reliable means to ensure security & can be applied to 

any communication network. 
  In the parlance of cryptography, the original information to be sent from one person to another is called 

plaintext. 



  The plaintext is converted into ciphertext by the process of encryption. 
  An  authentic  receiver  can  decrypt  /  decode  the  ciphertext  back  into  plaintext  by  the  process  of 

decryption. 

  The  process  of  encryption  and  decryption  are  governed  by  keys,  which  are  small  amounts  of 
information used by the cryptographic algorithms. When the keys is to be kept secret to ensure the 
security of the system, it is called a secret key. 

  The secure administration of cryptographic keys is called Key Management. 

  The 4 main goals of cryptography are confidentiality, integrity, authentication & non-repudiation. 
  There are 2 major kinds of cryptographic algorithms: 

1.    Symmetric key algorithms, which use the same key for encryption & decryption. 
2.    Asymmetric key algorithms, which use two different keys for encryption & decryption. 

 
The  asymmetric  key  algorithms  are  based  on  some  mathematical  principles  which  make  it  feasible  or 
impossible to obtain one key from another; therefore, one of the keys can be made public while the others is 
kept secret (private). This is called public key cryptography 

 

SYMMETRIC KEY ALGORITHMS 
   Symmetric key algorithms rely on the presence of shared key at both the sender & receiver, which has 

been exchanged by some previous arrangement. 
   There are 2 kinds of symmetric key algorithms: 

o One involving block ciphers & 
o The stream ciphers. 

   A block cipher is an encryption scheme in which plaintext is broken into fixed -length segments called 
blocks, & the blocks are encrypted one at a time. 

   The simplest example includes substitution & transposition. 

   In  substitution,  each  alphabet  of  plaintext  is substituted  by  another  in  the  cipher  text,&  this  table 
mapping of the original & the substituted alphabet is available at both the sender & receiver. 

   A Transposition cipher, permutes the alphabet in plaintext to produce the cipher text. 
 

   Fig (a) shows encryption using substitution & fig (b) shows a transposition cipher. 
   The block length used is 5. 

   A stream cipher is, in effect, a block   cipher  of   block   length one. 
 One of the simplest stream ciphers is  vernam cipher, which uses  a  key  of  same  length  as 

      plaintext for encryption. 
 For example : If the plaintext is the binary string  10010100 & key is 01011001.then the encrypted string    

is given by the XOR of the plaintext & key, to be 11001101. The plaintext  is again recovered by XOR-
ing the cipher text with the same key. 

 
 
 



ASYMMETRIC KEY ALGORITHMS 
    Asymmetric key (or public key) algorithms use different keys at the sender end & receiver ends for 

encryption & decryption, respectively. 
    Let the encryption process be represented by a function E, & decryption by D. 

Then plaintext ‘m’ is transformed into the ciphertext ‘c’ as 
C = E(m) 

The receiver then decodes c by applying D. Hence, D is such that 
m = D(c) = D(E(m)) 

 When this asymmetric key concept is used in public key algorithms, the key E is made public, while D is 
made private, known only to the intended receiver. 

    RSA algorithm is the best example of public key cryptography. 
    Digital signatures scheme are also based on public key encryption. 
    These are called reversible public key systems 
 In this case, the person who wishes to sign a document encrypts it using his/her private key D, which is 

known only to him/her. 
    Anybody who has his/her public key E can decrypt it and obtain the original document 
 A trusted third party is responsible for issuing these digital signatures and for resolving any disputes 

regarding the signatures 
    This is usually a governmental or business organisation 

 

KEY MANAGEMENT APPROACHES 
  The primary goal of key management is to share a secret (some information) among a specified set of 

participants. 
  The main approaches to key management are key predistribution, key transport, key arbitration and 

key agreement. 
 

1. KEY PREDISTRIBUTION: 
  Key predistribution, as the name suggests, involves distributing key to all interested parties before the 

start of communication. 
  This method involves much less communication & computation, but all participants must be known a 

priori, during the initial configuration. 
  Once deployed, there is no mechanism to include new members in the group or to change the key. 
  As an improvement over predistribution scheme, sub-groups may be formed within a group, and some 

communication may be restricted to a subgroup. 
  However, formation of subgroups is also an a priori decision. 

 
2. KEY TRANSPORT: 

  In key transport systems, one of the communicating entities generates keys & transports them to the 
other members. 

  The simplest scheme assumes that a shared key already exists among the participating members. This 
shared key is used to encrypt a new key & is transmitted to all corresponding nodes. 

  Only those nodes which have the prior shared key can decrypt it. 
  This is called the Key Encrypting Key (KEK) method. 
  An interesting method for key transport without prior shared keys is the shamir’s three-pass protocol. 
The scheme is based on a special-type of encryption called communicative Encryption schemes. 

 
Consider 2 nodes X & Y which wish to communicate. Node X selects a key K which it wants to use in its 
communication with node Y.It then generates a random key Kx ,using which it encrypts K with f, & sends to 
node Y. Node Y encrypts this with a random key ky using g,& sends this back to node X. 

 
Now, node X decrypts this message with its key Kx, & after applying inverse function f -1,sends it to node y. 
finally, node Y decrypts the message using Ky  & g -1 to obtain key K. 

 

 
 

 
 

 



 
 
 

 
 

Figure: Shamir’s three-pass protocol
 

3. KEY ARBITRATION: 
    Key arbitration schemes use a central arbitrator to create & distribute keys among all participants. 
    Hence, they are a class of key transport schemes. 
 In  ad  hoc wireless  networks, the problem with implementation  of arbitrated  protocols  is  that  the 

arbitrator has to be powered on at all times to be accessible to all nodes 
    This leads to a power drain on that particular node 
    Alternative is to make the keying service distributed 

    If any one of the replicated arbitrators is attacked, the security of the whole system breaks down 
 

4. KEY AGREEMENT: 
  Key agreement  protocols  are  used  to establish a  secure context  over which  a session  can  be run, 

starting with many parties who wish to communicate & an insecure channel. 
  In group key agreement schemes, each participant contributes a part to the secret key. 

  Require least amount of preconfiguration 
  Have high computational capability 
  The  most  popular  key  agreement  schemes  use  the  Diffie-Hellman  exchange,  an  asymmetric  key 

algorithm based on discrete logarithms. 
 

KEY MANAGEMENT IN ADHOC WIRELESS NETWORKS 
  Adhoc  wireless  networks  pose  certain  specific  challenges  in  key  management,   due  to  the  lack  of 

infrastructure in such networks. 
  3 types of infrastructure have been identified, which are absent in adhoc wireless networks: 

o The  first  is  the  network  infrastructure,  such  as  dedicated  routers  &  stable  links,  which  ensure 
communication with all nodes. 

o The second missing infrastructure is services, such as name resolution, directory & TTP’s. 
o The third missing infrastructure in adhoc wireless network is the administrative support of cert ifying 

authorities. 
 

Password-Based Group Systems: 
  A password-based system has been explored where, in the simplest case, a long string is given as the 

password for users for one session. 
  However,  human  beings  tend  to  favour  natural  language  phrases  as  passwords,  over  randomly 

generated strings. 
  Such passwords, if used as keys directly during a session, are very week & open to attack directly during 

a high redundancy, & the possibility of reuse over different sessions. 
  Hence, protocols have been proposed to derive a strong key (not vulnerable to attacks). 
  This password-based system could be two-party, with a separate exchange between any 2 participants, 

or it could be for the whole group, with a leader being elected to preside over the session. 
  The protocol used is as follows : 



o Each participant generates a random number, & sends it to all others. 
o When every node has received the random number of every other node, a common pre-decided 

function is applied on all the numbers to calculate a reference value. 
o The nodes are ordered based on the difference between their random number & the reference 

value. 
 

Threshold Cryptography: 
  Public Key Infrastructure (PKI) enables the easy distribution of keys & is a scalable method. 
  Each node has a public/private key pair,& a certifying authority (CA) can bind the keys to a particular 

node. But CA has to be present at all times, which may not be feasible in Adhoc wireless networks. 
  A scheme based on threshold cryptography has been proposed by which n servers exist in an adhoc 

wireless network, out of which any (t+1) servers can jointly perform arbitration or authorization 
successfully, but t servers cannot perform the same. This is called an (n, t+1) configuration, where n >= 
3t +1. 

  To sign a certificate, each server generates a partial signature using its private key & submits it to a 
combiner. The combiner can be any one of the servers. 

o In order to ensure that the key is combined correctly, t+1 combiners can be used to account for 
at most t malicious servers. 

o Using t+1 partial signatures, the combiner computes a signature & verifies its validity using a 
public key. 

o If verification fails, it means that at least one of the t+1 keys is not valid, so another subset of 
t+1 partial signature is tried. If combiner itself is malicious, it cannot get a valid key, because 
partial key itself is always invalid. 

 
Self-Organised Public Key Management for Mobile Adhoc Networks: 

  Self-organised public key system makes use of absolutely no infrastructure. 
  The users in the adhoc wireless network issue certificates to each other based on personal acquaintance. 
  A certificate is binding between a node & its public key. These certificates are stored & distributed by the 

users themselves. Certificates are issued only for specific period of time, before it expires; the certificate 
is updated by the user who had issued the certificate. 

  Each certificate is initially stored twice, by the issuer & by the person for whom it is issued. 
  If any of the certificates are conflicting (e.g: the same public key to different users, or the same user 

having different pubic keys), it is possible that a malicious node has issued a false certificate. 
  A node then enables such certificates as conflicting & tries to resolve the conflict. 

  If the certificates issued by some node are found to be wrong, then that node may be assumed to be 
malicious. 

  A certificate graph is a graph whose vertices are public keys of some nodes and whose edges are public 
key certificates issued by users. 

 

 
SECURE ROUTING IN AD HOC WIRELESS NETWORKS 
Ensuring secure communication in adhoc wireless networks include the mobility of nodes, a promiscuous 
mode  of  operation,  limited  processing  power  &  limited  availability  of  resources  such  as  battery  power, 
bandwidth & memory. 

 

REQUIREMENTS OF A SECURE ROUTING PROTOCOL FOR ADHOC WIRELESS NETWORKS 
The fundamental requirements for a secure routing protocol for adhoc wireless networks are listed as below: 

  Detection of malicious nodes: 
o A secure routing protocol should be able to detect the presence of any malicious node in the 

network & should avoid the participation of such nodes in the routing process. 
  Guarantee of correct route discovery: 

o If a route between the source & destination node exist, the routing protocol should be able to 
find the route, & should also ensure the correctness of the selected rou

  Confidentiality of network topology: 
o Once the network topology is known, the attacker may try to study the traffic pattern in the 

network. If some of the nodes are found to be more active compared to others, the attacker 
may try to mount attacks. 

o This  may  ultimately  affect  the  ongoing  routing  process.  Hence,  confidentiality  of  network 
topology is important. 





  Stability against attacks: 
o The routing protocols must be self-stable in the sense that it must be able to revert to its 

normal operating state within a finite amount of time after passive or an active attack. 
o Some  of  the  security-aware  routing  protocols  proposed  for  adhoc  wireless  networks  are 

discussed. 
 

SECURITY AWARE ADHOC ROUTING PROTOCOL 
  This routing protocol uses security as one of the key metrics in path finding. 
  In adhoc wireless networks, communication between end nodes through possibly multiple intermediate 

nodes is based on the fact that the two end nodes trust the intermediate nodes. 
  SAR defines level of trust as a metric for routing & as one of the attributes for security to be taken into 

consideration while routing. 
  The routing protocol based on level of trust is explained in below figure. 

 
 

 

 

 

 

 

 

 

  

    Two paths exist between the two officers O1 and O2 who want to communicate with each other 
    One of these paths is a shorter path which runs through private nodes whose trust levels are very low 
    Hence, the protocol chooses a longer but secure path which passes through other secure nodes 
    Nodes of equal levels of trust distribute a common key among themselves and with those nodes having 

higher levels of trust 
 The  SAR  mechanism  can  be  easily  incorporated  into  the  traditional  routing  protocols  for  ad  hoc 

wireless networks 
    It could be incorporated into both on-demand and table-driven routing protocols 
    The SAR protocol allows the application to choose the level of security it requires 
    But the protocol requires different keys for different levels of security 
    This tends to increase the number of keys required when the number of security levels used increase 

 

SECURE EFFICIENT AD HOC DISTANCE VECTOR ROUTING PROTOCOL 
    SEAD routing protocol is a secure ad hoc routing protocol based on the destination -sequenced distance 

vector (DSDV) routing protocol 
 This protocol is mainly designed to overcome security attacks such as DoS and resource consumption 

attacks 
    The  protocol  uses  a  one-way  hash  function  and  does  not  involve  any  asymmetric  cryptographic 

operation 
 

DISTANCE VECTOR ROUTING 
    Distance vector routing protocols belong to the category of table-driven routing protocols 

 Each node maintains a routing table containing the list of all known routes to various destination nodes 
in the network 

    The metric used for routing is the distance measured in terms of hop-count 
 

 



 
    The routing table is updated periodically by exchanging routing information 
    An alternative approach to this is triggered updates, in which each node broadcasts routing updates 

only if its routing table gets altered. 
 

ONE-WAY HASH FUNCTION 
    SEAD uses authentication to differentiate between updates that are received from non-malicious nodes 

and malicious nodes 
    This minimizes resource consumption attacks caused by malicious nodes 
    SEAD uses a one-way hash function for authenticating the updates 
    A one-way hash function (H) generates a one-way hash chain (h1, h2,......). 
    The function H maps an input bit-string of any length to a fixed length bit-string 
 To create a one-way hash chain, a node generated a random number with initial value x € (0,1) p, where 

p is the length in bits of the output bit-string 
    h0  is the first number in the has chain is initialised to x 
    The remaining values are computed using a general formula hi = H(hi-1) for 0 ≤ i ≤ n, for some n. 
    SEAD avoids routing loops unless the loop contains more than one attacker 
    The protocol is robust against multiple coordinated attacks 
 SEAD protocol would not be able to overcome attacks where the attacker uses the same metric and 

sequence number which were used by the recent update message, and sends a new routing update 
 

AUTHENTICATED ROUTING FOR AD HOC NETWORKS 
    ARAN is a secure routing protocol which successfully defeats all identified attacks in the network layer 
    It takes care of authentication, message integrity and non-repudiation 
    During the route discovery process of ARAN, the source node broadcasts RouteRequest packets 
    Destination packets responds by unicasting back a reply packet on the selected path 
    The ARAN protocol uses a preliminary cryptographic certification process, followed by an end -to-end 

route authentication process, which ensures secure route establishment 
 

ISSUE OF CERTIFICATES 
    There  exists  an  authenticated  trusted  server  whose  public  key  is  known  to  all  legal  nodes  in  the 

network 
 The ARAN protocol assumes that keys are generated a priori by the server and dist ributed to all nodes 

in the network 
    On joining the network, each node receives a certificate from the trusted server 

 

    The certificate received by a node A from the trusted server T looks like the following: 

 

END-TO-END ROUTE AUTHENTICATION 
 The main goal of this end-to-end route authentication process is to ensure that the correct intended 

destination is reached by the packets sent from the source node 
    The source node S broadcasts a RouteRequest/RouteDiscovery packet destined to destination node D. 

 

 

 

 

Where, 
 



 
 

 
 

SECURITY AWARE AODV PROTOCOL 
    AODV is an on-demand routing protocol where the route discovery process is initiated by sending 

RouteRequest packets only when data packets arrive at a node for transmission 
 A malicious intermediate node could advertise that it has the shortest path to the destination, thereby 

redirecting all the packets through itself 
    This is known as black hole attack 

 
 

    Let node M be the malicious node that enters the network 
 It advertises that it has the shortest path to the destination node D when it receives the RouteRequest 

packet sent by node S 
    The attacker may not be able to succeed if node A, which also receives the RouteRequest packet from 

node S, replies earlier than node M 
    Advantage  malicious node does not have to search its routing table for a route to the destination 
    Hence the malicious node would be able to reply faster than node A 

 

SOLUTIONS FOR THE BLACK HOLE PROBLEM 
    One of the solutions for the blackhole problem is to restrict the intermediate nodes from originating 

RouteReply packets 
    Only the destination node would be permitted to initiate RouteReply packets 
    Security is not completely assured 

 



    The delay involved in the route discovery process increases as the size of the network increases 

 

 
 

    The source node S sends FurtherRouteRequest packets to this neighbour node E 
    Node E responds by sending a FurtherRouteReply packet to source node S 
    Since  node  M   is  a  malicious  node  which  is  not   present   in   the  routing   list   of  node  E,  the 

FurtherRouteReply packet sent by node E will not contain a route to the malicious node M. 
    This protocol completely eliminates the blackhole attack caused by a single attacker 
    Disadvantage  control overhead of the routing protocol increases considerably 
    If the malicious nodes work in a group, this protocol fails miserably. 



UNIT 5 
CROSS LAYER DESIGN AND INTEGRATION OF ADHOC FOR 4G 

Cross layer Design: Need for cross layer design 

 
 
Current Wireless Systems 
 Cellular Systems 
 Wireless LANs 
 WIMAX 
 Satellite Systems 
 Paging Systems 
 Bluetooth 
 Ultra wideband radios 
 Zig bee radios 

Cellular Systems: 
Reuse channels to maximize capacity 
 Geographic region divided into cells 
 Frequency/timeslots/codes/ reused at spatially-separated locations. 
 Co-channel interference between same color cells. 
 Base stations/MTSOs coordinate handoff and control functions 
 Shrinking cell size increases capacity, as well as networking burden 

 
 



3G Cellular Design 
Voice and Data 
 Data is bursty, whereas voice is continuous 

 Typically require different access and routing strategies  
 3G “widens the data pipe”: 

 384 Kbps (802.11n has 100s of Mbps). 
 Standard based on wideband CDMA 
 Packet-based switching for both voice and data 
 3G cellular popular in Asia and Europe  

 Evolution of existing systems  in US (2.5G++) 
 GSM+EDGE, IS-95(CDMA)+HDR 
 100 Kbps may be enough 
 Dual phone (2/3G+Wifi) use growing (iPhone, Google) 

4G and LTE (long term evolution) 
 OFDM/MIMO 
 Much higher data rates (50-100 Mbps) 
 Greater spectral efficiency (bits/s/Hz) 
 Flexible use of up to 100 MHz of spectrum 
 Low packet latency (<5ms). 
 Increased system capacity 
 Reduced cost-per-bit 
 Support for multimedia 

Wireless Local Area Networks (WLANs) 

 
 WLANs connect “local” computers (100m range) 
 Breaks data into packets 
 Channel access is shared (random access) 
 Backbone Internet provides best-effort service 
 Poor performance in some apps (e.g. video) 

Wireless LAN Standards 
 802.11b (Old – 1990s) 

 Standard for 2.4GHz ISM band (80 MHz) 
 Direct sequence spread spectrum (DSSS) 
 Speeds of 11 Mbps, approx. 500 ft range 

 802.11a/g (Middle Age– mid-late 1990s) 
 Standard for 5GHz NII band (300 MHz) 
 OFDM in 20 MHz with adaptive rate/codes 
 Speeds of 54 Mbps, approx. 100-200 ft range 

 802.11n (Hot stuff, standard done, published in Oct) 
 Standard in 2.4 GHz and 5 GHz band  
 Adaptive OFDM /MIMO in 20/40 MHz  (2-4 antennas) 
 Speeds up to 600Mbps, approx. 200 ft range 

 Other advances in packetization, antenna use, etc.  
 
 
 



Wimax (802.16) 
 Wide area wireless network standard 

 System architecture similar to cellular 
 Hopes to compete with cellular 

 OFDM/MIMO is core link technology 
 Operates in 2.5 and 3.5 MHz bands  

 Different for different countries, 5.8 also used. 
 Bandwidth is 3.5-10 MHz 

 Fixed (802.16d) vs. Mobile (802.16e) Wimax  
 Fixed: 75 Mbps max, up to 50 mile cell radius 
 Mobile: 15 Mbps max, up to  1-2 mile cell radius 

 

Satellite Systems 
 Cover very large areas 
 Different orbit heights 

 GEOs (39000 Km) versus LEOs (2000 Km) 
 Optimized for one-way transmission 

 Radio (XM, Sirius) and movie (SatTV, DVB/S) broadcasts 
 Most two-way systems struggling or bankrupt 

 Global Positioning System (GPS) use growing 
 Satellite signals used to pinpoint location 
 Popular  in cell phones, PDAs, and navigation devices  

Paging Systems 
 Broad coverage for short messaging 
 Message broadcast from all base stations 
 Simple terminals 
 Optimized for 1-way transmission 
 Answer-back hard 
 Overtaken by cellular 

 
 
 
Bluetooth 
 Cable replacement RF technology (low cost) 
 Short range (10m, extendable to 100m) 
 2.4 GHz band (crowded) 
 1 Data (700 Kbps) and 3 voice channels, up to 3 Mbps 
 Widely supported by telecommunications, PC, and consumer electronics companies 
 Few applications beyond cable replacement 

 



Ultra wideband Radio (UWB) 
 UWB is an impulse radio: sends pulses of tens of picoseconds(10-12) to nanoseconds (10-9)  

 Duty cycle of only a fraction of a percent 
 A carrier is not necessarily needed 
 Uses a lot of bandwidth (GHz) 
 High data rates, up to 500 Mbps 
 7.5 Ghz of “free spectrum” in the U.S. (underlay) 
 Multipath highly resolvable: good and bad 
 Limited commercial success to date 

IEEE 802.15.4 / Zig Bee Radios 
 Low-Rate WPAN 
 Data rates of 20, 40, 250 Kbps 
 Support for large mesh networking or star clusters 
 Support for low latency devices 
 CSMA-CA channel access 
 Very low power consumption 
 Frequency of operation in ISM bands 

 

Cross-layer optimizations 

Abstract 
The performance of applications on mobile devices is affected by the device constraints of 

memory, processing power, battery life and the variations in the wireless network. The variations in the 
wireless network will be compounded in the next generation networks—3G and beyond—when the 
devices move across heterogeneous networks. To allow interoperability with the Internet, existing 
standard protocol stacks would be deployed in the new networks and mobile devices. However, these 
protocol stacks which are architected and implemented in a layered manner do not function efficiently in 
mobile wireless environments. Cross-layer feedback in the protocol stack would be useful to improve the 
efficiency of these protocol stacks. 

 Introduction 
The new wireless networks—3G and beyond are expected to be all-IP and using standard protocol 
stacks, e.g. TCP/IP (Transmission Control Protocol/Internet Protocol), to ensure interoperability.  

The standard protocol stacks are architected and implemented in a layered manner and function 
inefficiently in mobile wireless environments. This is due to the highly variable nature of wireless links 
and the resource-poor nature of mobile devices. Some examples of cross-layer feedback are: TCP packet 
loss information communicated to the application layer to enable application adaptation, link/MAC layer 
tuning the transmit power of the physical layer based on the bit-error rate information from the physical 
layer.  Cross-layer feedback optimizations may be implemented at the intermediate nodes or mobile 
hosts (MH).We focus on cross-layer feedback in the MH since we believe that it would be easier to 
implement changes on the end-devices than in the network. 

. For example, it would be useful to allow a user to indicate and change application priorities 
dynamically. Further, since a large fraction of the battery is consumed by the network interface, it is 
imperative that the various protocol layers adapt and collaborate to optimize power consumption.  

Cross-layer feedback 
Cross-layer feedback means interaction among the layers in the protocol stack. For the sake of 

convenience, cross-layer feedback can be categorized as follows: Upper to lower layers. For example, 
delay or loss constraints of the application communicated to the link layer to enable the link layer to 
adapt its error correction mechanisms; user defined application priority communicated to TCP to 
increase the receiver window of the application with a higher priority. Lower to upper layers. For 
example, TCP packet loss information given to the application layer so that the 
application can adapt its sending rate; physical layer transmit power and bit-error rate information 
communicated to the link/MAC layer to enable adaptation of error correction mechanisms. we present 
examples of cross-layer feedback for each layer. We also discuss the benefits and indicate some of the 
disadvantages. 
 



Physical layer 
The function of physical layer is to transmit raw bits over a certain distance with minimum bit errors, 
using a suitable power level. The information available at the physical layer is transmit power, bit-error 
rate and coding/modulation in use. However, for explicit measurement of bit-error rate the receiver will 
have to provide feedback to the sender. 

 Interaction with upper layers 
Application or user: The application layer or the device user may tune the physical layer 

parameters to improve throughput or download software for another physical layer However, one 
disadvantage is that software downloading itself could consume high amounts of power. Network: The 
bit-error rate on an interface could be used as a guide by the network layer to select the appropriate 
interface. Link/MAC: Ebert and Wolisz discuss protocol harmonization for MAC and physical layer for 
IEEE 802.11. They investigate the effects of packet length, transmit power and bit-error rate. Their 
results show that minimum energy is consumed for transmission if an optimal transmit power is used for 
a packet. Further, this optimal transmit power is proportional to the packet length. 
 
 
Link/MAC layer 
The functions of link/MAC layer are improving link reliability through forward error correction (FEC) 
and Automatic Repeat request (ARQ); avoiding/reducing collisions; fragmenting data into frames so as to 
ensure reliable transmission with minimal over head. The information available at the link/MAC layer is 
current FEC scheme, number of frames retransmitted, frame length, point in time when the wireless 
medium is available for transmission and hand-off related events. 

 Interaction with upper layers 
User: Link throughput information can indicate to the user the kind of application performance that 

should be expected. The user may then decide which applications can 
be run. Application: At the link/MAC layer the frames from different applications may be treated 
differently. For example, frames of applications with a low delay requirement may be transmitted on 
priority. Similarly, FEC/ARQ may be improved for applications with a high reliability requirement. The 
above is based on the idea of a multi-service link layer, for QoS (Quality of Service ,i.e. delay, loss, jitter 
requirements of applications) in the Internet,  
 
Transport: When channel conditions are poor, retransmissions at the link layer result in delays which 
could lead to TCP retransmissions and thus reduced throughput. To avoid this, TCP and link layer could 
exchange retransmission information. In a IEEE 802.11 environment show that increasing MAC level 
retransmissions to avoid TCP retransmissions, decreases the power consumption. Network: Mobile-IP is 
used for IP hand-off whenever the mobile device changes sub-nets. Hand-off in Mobile-IP depends on the 
detection of a network change at the IP layer. This information may not be available as quickly as the 
signal strength changes monitored continually at the link layer.  
 
Interaction with lower layers 

Physical: Based on current channel conditions the error control mechanisms at the link layer may be 
adapted to reduce the transmission errors . Lettieri and Srivastava show around 50% improvement in 
good put and20% improvement in transmission range by using the optimal Maximum Transmission Unit 
(MTU) for a particular BER. In a GSM case study, Ludwig et al. show that by increasing the frame length 
the throughput can be increased by18–25%, depending on the radio conditions. For tuning physical layer 
power. Batter aware link/MAC layer for optimization in collaboration with physical layer. From the 
examples in the previous sections, it can be seen that adaptation of error control mechanisms at the 
link/MAC layer along with transmit power control at the physical layer can help in substantial reduction 
in power consumption and improvement in throughput. 
 Network layer 

Network layer functions are routing, addressing, electing the network interface, and IP hand-off to 
maintain IP connectivity in foreign networks. The information available at the network layer is Mobile-IP 
hand-off initiation/completion events and the network interface currently in use. 

 
 
 



 Interaction with upper layers 
Application or user: An application could control its sending rate based on Mobile-IP hand-off 

indications. A device may have multiple wireless network interfaces that can provide different levels of 
service. For example, a wireless LAN interface may provide lesser delays and higher throughput as 
compared to a GPRS interface on the same device. Depending on the application or user needs, the 
network layer could select an appropriate network interface. However, continuing a session 
uninterrupted onto another interface is an open research area. Transport: Mobile-IP hand-off delay may 
lead to reduced throughput due to the TCP retransmission time-out (RTO) and back-off mechanism.  
 
Interaction with lower layers 

Link/MAC:; Physical: From the aforementioned, it seems that the Mobile-IP hand-off indications to 
the application and TCP would be quite useful in conserving the battery and increasing throughput. 
 
Transport 

The transport layer is concerned with establishing end-to-end connections over the network. Mobile 
networks are characterized by large delays, packet losses and high bit-error rates. Transport protocols 
like TCP interpret this as a congestion loss which reduces its throughput. Cross-layer feedback may also 
be beneficial in case of protocols like UDP or RTP, however, due to space limitations we restrict our 
discussion to TCP. The information available with TCP is round-trip time (RTT), RTO, MTU, receiver 
window, congestion window, number of packets lost and actual throughput(or good put). 

 Interaction with upper layers 
User: A user may assign priorities to the running applications. In case the applications are 

downloading some data, this higher priority would indicate the need for 
higher download bandwidth. To enhance user satisfaction, TCP may map the higher priority of an 
application to a larger receive window .Further, a user could provide information about an impending 
disconnection. This information can be used by TCP to increase its RTO values . Also, TCP may provide 
packet loss and good put information to the user. The user may shutdown some non-critical applications 
based on this input. This information may probably be crucial for enhancing user satisfaction 

 Interaction with lower layers 
Network: Link/MAC:  

Application 
The application layer is the interface to the user for running user tasks. For example, web 

browsing ,downloading a file using FTP, sending e-mail, watching a video clip, etc. 
The existing applications were designed for wired networks and do not perform well in wireless 
networks. Application adaptation based on information from lower layers would be useful in improving 
application performance over wireless networks. An application layer can communicate to other layers 
the application’s QoS needs, i.e. the delay tolerance, acceptable delay variation, required throughput and 
acceptable packet loss rate. 

 Interaction with upper layers 
User: A user’s requirement can be captured by an application and communicated to the lower layers. The 
mobile device could then be reconfigured to satisfy user needs. 

 Interaction with lower layers 
Transport:; Network:;Link/MAC:. Physical: Multi-media applications like video, use various standard 
coding techniques for video transmission. Information about channel conditions can be used to adapt the 
coding. For example, if the bandwidth is low, a lower quality video coding may be used which requires 
lesser bandwidth. Similarly, an e-mail application could defer downloading the file attachments in an e-
mail when the channel conditions are poor. Some of the proposals for application adaptation are Refs. 
Power saving based on application information. If the application can tolerate some delays, it may be 
possible to switch off the network interface card intermittently .Information about the type of coding 
used by a video application could be used to discard some frames at the network interface to save power. 
However, this will reduce the video quality. From the previous discussion, probably information about 
channel conditions from the physical and link/MAC layers would be crucial in improving application 
performance. Also, tuning of the link layer error control mechanisms based on the application QoS 
requirements, seems to be essential in 
improving application throughput. 
 



User 
We consider the user to be the uppermost layer of the protocol stack. We believe that user requirements 
should be taken into account to enhance user perceived QoS. The motivation for this is that the user 
decision could be contrary to the system decision but it could lead to improved user satisfaction. For 
example, for a user a FTP download may be more important than a streaming video, a user may know 
that a disconnection is imminent in an approaching tunnel while the system will know it only after the 
signal is affected, the system may decide to conserve battery by not downloading some information while 
the user may, at that instant, feel that the information (e.g. a stock quote) is more important than saving 
battery. The user will need information from the lower layers touse the mobile device effectively. It 
seems that the most crucial one will be link throughput information from the link layer. This will help the 
user decide about the applications that can be run and also indicate to the user the kind of performance 
that should be expected. 

 Interaction with lower layers 
Application:; Transport:;Network:; Link/MAC:;Physical: .Battery status. Depending on the battery 

status, the user may instruct the system to optimize power consumption sacrificing performance and 
vice versa. In this section we presented the different possibilities of cross-layer feedback with a  

 
discussion about the benefits. We present the related surveys. 

Related surveys 
Jones et al. present a survey of work addressing energy efficient and low-power design within all 

layers of the wireless network protocol stack. Zorzi and Rao discuss the impact of higher order error 
statistics on the various layers of the protocol stack. Power aware protocols in ad hoc networks are 
discussed in Ref. References there in provide insight into the various power aware protocol proposals 
and design issues. Badrinath et al. present a conceptual framework for network and client adaptation. 
They survey the various proposals for application adaptation and map it to the conceptual framework. 
Barakat et al.  present a survey on the various suggestions to improve TCP behavior over heterogeneous 
networks. 
Summary and conclusion 

Many surveys predict that in the next few years the number of wireless devices accessing the 
Internet will far exceed the number of wired devices. The need for a paradigm shift from strictly layered 
protocol stacks to cross-layer feedback is clear from the benefits of cross-layer feedback. Although, a 
number of cross-layer ideas hold promise, 
we believe that user feedback and battery constraints may drive the algorithms for cross-layer 
interactions .Further research efforts are needed to combine subjective user inputs with the quantitative 
inputs from the various layers to enhance user satisfaction in wireless networks. 
 

Parameter optimization techniques 
Abstract 

To enable rapid deployment of existing and new cross layer optimizations an architecture for 
cross layer optimizations is essential .In this paper, we present our architecture ECLAIR which can serve 
as a blueprint for development of cross layer feedback systems. ECLAIR consists of two main 
components –optimization subsystem and tuning layers. The optimization subsystem contains protocol 
optimizers that effectuate cross layer optimizations. The protocol optimizers interact with the existing 
stack through the tuning layers. In ECLAIR we exploit the fact that stack behavior is determined by the 
values stored in various protocol data structures .Our architecture facilitates easy manipulation of these 
values stored in the protocol data structures. To the best of our knowledge, ECLAIR is the first generic 
architecture for cross layer feedback. 

 
Introduction 

The new wireless networks – 3G and beyond are expected to be all-IP and using standard protocol 
stacks, e.g. TCP/IP (Transmission Control Protocol/Internet Protocol),to ensure inter operability. To 
enhance the performance of these protocol stacks, significant research has been done for cross layer 
optimizations. for a survey on cross layer optimizations. Some examples of cross layer feedback are:  

 
 



TCP packet loss information communicated to the application layer to enable application 
adaptation, link/MAC layer tuning the transmit power of the physical layer based on the bit-error rate 
information from the physical layer. As new wireless networks are deployed, to enhance the 
performance of the protocol stacks and to enable seam less mobility multiple cross layer feedback 
algorithms would be required. These algorithms would need to be easily integrated with the existing 
stack. An architecture for cross layer feedback would help standardize and ease the development, 
deployment and maintenance of these cross layer optimizations.  

 
ECLAIR Overview 
Design Goals 
the following are the design goals for a cross layer architecture: 

 Rapid prototyping: Enable easy development and deployment of new cross layer feedback 
algorithms, independent of existing stack. 

 Minimum intrusion: Enable interfacing with existing stack without any significant changes in the 
existing stack. 

 Portability: Enable easy porting to multiple systems. 
 Efficiency: Enable efficient implementation of cross layer feedback. In the next section we present 

an overview of ÉCLAIR and discuss how it achieves the stated design goals. 

 
 



System Overview 
The design goals discussed above indicate the need for separating the functionality of cross layer 

feedback into a separate system which would interact with the existing stack .For enabling rapid 
prototyping of new cross layer feedback algorithms, ECLAIR splits the cross layer system into two 
subsystems – Tuning Layers and Optimizing Sub System. Figure 1 shows the overview and 2 shows the 
details of ECLAIR. 

 Tuning Layers (TLs): The purpose of a tuning layer is to provide an interface to the internals of a 
protocol. E.g.: TCP tuning layer (TCPTL) is provided for TCP. Since the functionality for 
manipulating protocol data structures is built in to the TLs, no modification is required to the 
existing protocol stack. This facilitates incorporation of new cross layer feedback algorithms with 
minimum intrusion. Further, for the purpose of portability each TL is subdivided in to a generic 
and an implementation specific sub layer. For ease of reference we group the tuning layers 
according to their function. E.g.: Transport protocol tuning layers such as TCPTL for TCP, UDPTL 
for UDP, etc. are collectively referred to as Transport Tuning Layer. 

 Optimizing Sub System (OSS): The optimizing subsystem contains the algorithms and data 
structures for cross layer optimizations. It is the cross layer engine. The OSS contains many 
Protocol Optimizers (POs). APO contains the algorithm for a given cross layer optimization. The 
OSS executes concurrently with the existing protocol stack and does not increase the stack 
processing overhead. Salient Features 
The design of ECLAIR enables easy deployment and control of cross layer feedback optimizations, 

enables interaction among multiple protocol stacks and facilitates user feedback. We present below the 
salient features of ECLAIR. 

 Event Notification: The TLs provide the facility for POs to register for interesting events at a 
layer. 

 Switch on/off : Since the cross layer system is separate, it can be easily/dynamically switched on 
or off. Also, individual POs may be switched on/off. 

 Seamless mobility: ECLAIR can be used to enable seamless mobility on the mobile devices 
through Pos that can monitor and control multiple protocol stacks. 

 User Tuning Layer: Besides the layer specific TLs, ECLAIR also has a User Tuning Layer (UTL). 
UTL allows a device user or an external entity e.g.: a distributed algorithm or a base station, to 
tune the device behavior. In the next section we present the details of ECLAIR. 

ECLAIR Details 
In the previous section we provided an overview of ECLAIR. In this section we discuss the 

internals of ÉCLAIR components. 
Tuning Layers (TLs) 

ECLAIR provides one TL for each protocol. For the ease of reference the tuning layers having 
similar function are grouped together. E.g.: TCP tuning layer, UDP tuning layer, etc. are collectively 
referred to as Transport Tuning Layer. For the purpose of portability, a TL is subdivided into a generic 
tuning sub layer and an implementation dependent access sub layer. The generic tuning sub layer provides 
an implementation independent interface to a specific protocol. The implementation dependent sub 
layer provides implementation specific interfaces for a protocol. E.g.: Since the TCP implementations in 
Unix, Net BSD and Linux are different, there are separate components for each of the TCP 
implementations. The implementation specific layer has knowledge about the protocol implementation 
in a particular operating system and is used to manipulate or monitor the values in that protocol’s data 
structures. The TLs provide an interface to the POs for registering for events. For e.g. a PO can register 
for handoff events with the Mobile IP TL. Multiple POs can register for the same event with a TL.  

 
 Tuning Layer APIs 

 MAC Tuning Layer: The MAC tuning layer or MTL provides interfaces for the various MACs. For 
e.g.: it provides an interface for 802.11, GPRS or CDMA MAC. Due to paucity of space we only 
present some example generic APIs for 802.11 MAC (see figure 3). Register API is used for 
registering for an event at the 802.11 MAC. Other APIs are provided for reading and changing the 
contention window, RTS/CTS threshold and fragmentation threshold. 
 

 



 Transport Tuning Layer: The Transport tuning layer OR TTL provides interfaces for various 
transport protocols. We discuss TCPTL as an example. In a typical operating system, on system 
startup, TCP creates the head of its protocol data structure. for details on TCP/IP implementation 
in Net BSD. This information is accessed by TCPTL for subsequent manipulation of the data 
structure values. Optimizing Sub System (OSS) 
The protocol optimizers (POs) in the OSS contain the cross layer feedback algorithms. The PO 

decides the optimizing action to be taken based on the events occurring at the various layers and the 
current state of the protocol layer which is to be modified (e.g.: TCP may be in congestion avoidance or 
slow start phase). The optimizing action modifies the target protocol’s behavior. As can be seen the POs 
interact with various layers for events, state information and optimizing actions. This interaction is done 
through the tuning layers (TLs). The Pos register with the respective layer’s TL for getting information 
about events at that layer. 
Example PO: We present an example PO to illustrate the working of a PO. We describe a Receiver 
Window Control PO that apportions download link bandwidth among applications based on their priority 
numbers. The PO registers with the User TL for the event of user changing the application priorities. 
Whenever this event occurs, the PO is notified. The PO’s algorithm maps the new priority value to a new 
receiver window value for the application’s TCP connection. This in turn changes the application’s 
bandwidth share on the download link. The PO invokes the following TCPTL APIs (see figure 3) get recv 
win() and set recv win(). This example and two others, about network layer feedback to TCP and 
seamless mobility, are discussed in detail the next section. 

 
Optimizing Sub System Operation 

In this section we show three examples which use ECLAIR.The first two examples are about cross 
layer feedback toTCP from the user and network layer (Mobile IP). The last 
example describes how ECLAIR supports seamless mobility. 
 
User feedback 

Users can provide useful feedback to improve the performance of the stack or the user experience. 
One example is when a user may want to control the throughput of the running applications. E.g.: a user 
may want one file download to get more bandwidth than another. 
Algorithm: One method of controlling the application’s bandwidth share is through manipulation of the 
receiver window of its TCP connection. The user assigns some priority number to each application. The 
sum of the receiver windows of all applications R is assumed to be set according to the available 
bandwidth. An application’s priority number 
p is used to calculate its receiver window, 
 



Implementation: The use of ECLAIR for the above PO (Receiver Window Control PO or RWC PO) is shown 
in figure 4. The explanation of the sequence shown in figure 4 is as 
follows: TCPTL gets protocol block head information at system start. PO registers for user events. User 
changes priorities for running applications. Application and respective priority information is passed to 
the RWC PO. Current receiver window/buffer information is collected via TCPTL. This information is 
used to recalculate the new receiver window values for the various applications. It is assumed that the 
application can be identified by the sockets. The receiver window values are set for each application. 

 
Adapted TCP 

TCP is known to perform poorly when there are disconnections since it misinterprets 
disconnections as network congestion and decreases its sending rate. TCP performance can be improved 
through feedback from other layers. 
Algorithm: Feedback from the network layer about disconnections can be used to adapt TCP behavior. A 
number of such improvements are proposed in. One of the improvements 
suggested is: if disconnection occurs and if the congestion window (cwnd) is open, then cancel TCP 
retransmission timer and do not reduce the cwnd. On reconnection, use the earlier cwnd and set a new 
retransmission timer. This action results in improved TCP throughput since unnecessary reduction in 
cwnd is avoided. 
Implementation: The use of ECLAIR for the above PO (Adapted TCP PO or ATCP PO) is shown in figure 5. 
The explanation of the sequence shown in figure 5 is as follows: The data structure location information 
is given to the respective TLs at system startup.)PO registers for disconnection( reconnection) event. 
MITL monitors the network status for disconnection(reconnection). Disconnection( reconnection) 
occurs and ATCP PO is notified. Current state of TCP is queried via TCPTL and the action is determined 
(e.g. changing the value of the TCP retransmission timer). The TCP retransmission timer is set to the new 
value determined in step 4. 
Summary 

In this paper, we presented ECLAIR an architecture for cross layer feedback. ECLAIR separates the 
cross layer system from the existing protocol stack. ECLAIR further subdivides the cross layer system 
into components. The optimization algorithms form the optimizing subsystem. The functionality for 
manipulating and accessing the existing protocol stack is built into the tuning layers. The tuning layers 
are further subdivided into a generic and implementation specific part to support portability. Their is no 
processing overhead on the existing stack since the optimizing subsystem executes in parallel to the 
protocol stack. ÉCLAIR provides a structured approach to cross layer feedback and enables rapid 
deployment of new cross layer feedback algorithms. Eventually, as these cross layer algorithms are 
widely accepted they can be incorporated into the next version of the stack. 
Our future research shall focus on validating and further refining ECLAIR. 
 
 



Cross layer cautionary perspective  
ABSTRACT 

Recently, in an effort to improve the performance of wireless networks, there has been increased 
interest in protocols that rely on interactions between different layers. However, such cross-layer design 
can run at cross purposes with sound and longer-term architectural principles, and lead to various 
negative consequences. This motivates us to step back and reexamine holistically the issue of cross-layer 
design and its architectural ramifications. We contend that a good architectural design leads to 
proliferation and longevity, and illustrate this with some historical examples. Even though the wireless 
medium is fundamentally different from the wired one, and can offer undreamt of modalities of 
cooperation, we show that the conventional layered architecture is a reasonable way to operate wireless 
networks, and is in fact optimal up to an order. However the temptation and perhaps even the need to 
optimize by incorporating cross-layer adaptation cannot be ignored, so we examine the issues involved. 
We show that unintended cross layer interactions can have undesirable consequences on overall system 
performance. We illustrate them by certain cross-layer schemes loosely based on recent proposals. We 
attempt to distill a few general principles for cross-layer design. Moreover, unbridled cross-layer design 
can lead to spaghetti design, which can stifle further innovation and be difficult to upkeep. At a critical 
time when wireless networks may be on the cusp of massive proliferation, the architectural 
considerations may be paramount. We argue that it behooves us to exercise caution while engaging in 
cross-layer design. 
 
INTRODUCTION 

Recently there has been increased interest in protocols for wireless networks that rely on 
significant interactions between various layers of the network stack. Generically termed cross layer 
design, many of these proposals are aimed at achieving performance improvements, although, as we 
argue, often at the cost of good architectural design. This has prompted us to take a step back and 
examine the whole issue of cross-layer design and its architectural ramifications, and more generally the 
issue of an appropriate architecture for wireless networks. We begin by expounding on the importance 
of a good architectural design. Several historical examples demonstrate the proliferation and longevity a 
sound architectural design can spark. John von Neumann’s architecture for computer systems, the 
layered architecture for the Internet, Shannon’s architecture for communication systems, and the plant 
controller feedback paradigm in control systems are some successful examples. A significant measure of 
credit for the Internet revolution can be attributed to its layered architecture, to the extent that it has 
become the de facto architecture for wireless systems. Wireless systems, however, are different, and 
there is no concept of a “link.” A transmission is just a spatiotemporal footprint of radio energy. Nodes 
along a path in a wireless network may operate on this energy in a variety of ways. In addition to the 
wireline strategy of decode and forward [1], there are various other possibilities like amplify and 
forward [2], and cooperative interference cancellation [1]. The first issue is therefore to choose a sound 
design from the infinite options, and it is indeed gratifying that decode and forward is order-optimal for 
wireless networks as well [1]. By order-optimal we mean that the network capacity achieved by this 
scheme, as a function of the number of nodes, is as good as any other scheme up to a constant. We 
illustrate how this naturally translates to the layered architecture being a reasonable first template for 
designing wireless networks. However, various optimization opportunities do present themselves 
through cross-layer design, and the temptation cannot be ignored. Caution needs to be exercised, though. 
Once the layering is broken, the luxury of designing a protocol in isolation is lost, and the effect of any 
single design choice on the whole system needs to be considered. 



 
Cross-layer design can create loops, and it is well known from control theory that stability then 

becomes a paramount issue. Compounding this is the fact that some interactions are not easily foreseen. 
Cross-layer design can thus potentially work at cross purposes; the “law of unintended consequences” 
can take over if one is not careful, and a negative effect on system performance is possible. We illustrate 
this by a few examples loosely based on recently proposed schemes. The first involves an adaptive rate 
MAC protocol, and the second nested adaptation of transmit power. Design in the presence of interacting 
dynamics needs care all on its own. Besides stability there is also the issue of robustness. Techniques 
such as timescale separation may need to be employed to separate interactions, and an accompanying 
theoretical framework may be needed. Unbridled cross-layer design can also lead to a spaghetti design. 
Further design improvements may then become difficult since it will be hard to address satisfactorily 
how a new modification will interact with the multiplicity of already existing dynamics. Second, it will be 
hard to upkeep. Rather than modifying just one layer, the entire system may need to be replaced. All of 
the foregoing is just a manifestation of the larger and ever present tension between performance and 
architecture. Performance optimization can lead to short-term gain, while 
architecture is usually based on longer-term considerations. At a time when wireless networks may be 
on the cusp of a takeoff, we argue that the longer-term view is paramount, and that greater caution 
therefore needs to be exercised when indulging in cross-layer design. 
THE IMPORTANCE OF ARCHITECTURE 

Architecture in system design pertains to breaking down a system into modular components, and 
systematically specifying the interactions between the components. The importance of architecture is 
difficult to overemphasize. Modularity provides the abstractions necessary for designers to understand 
the overall system. It accelerates development of both design and implementation by enabling 
parallelization of effort. Designers can focus their effort on a particular subsystem with the assurance 
that the entire system will interoperate. A good architectural design can thus lead to quick proliferation. 
Moreover, it can lead to massive proliferation. When subsystems are standardized and used across many 
applications, the per unit cost is reduced, which in turn increases usage. In contrast, a system that does 
not capitalize on the amortization of effort by exploiting commonality will essentially need to be hand 
crafted in every application, resulting in great expense. Architecture also leads to longevity of the system. 
Individual modules can be upgraded without necessitating a complete system redesign, which would 
stifle further development and longevity of the system. On the other hand, taking an architectural 
shortcut can often lead to a performance gain. Thus, there is always a fundamental tension between 
performance and architecture, and a temptation to violate the architecture. However, architecture can 
and should also be regarded as performance optimization, although over a longer time horizon. An 
architecture that allows massive proliferation can lead to very low per unit cost for a given performance. 
More properly, therefore, the tension can be ascribed to realizing short-term vs. longer-term gains. In the 
particular case of wireless networks, which may be on the cusp of massive proliferation, our contention 
is that the longer-term view of architecture is paramount. We begin by illustrating the importance of 
architecture in the proliferation of technology by considering some important examples. 
 



THE VON NEUMANN ARCHITECTURE 
The von Neumann architecture for computer systems, consisting of memory, control unit, 

arithmetic and logical unit, and input-output devices (Fig. 1), is at the heart of most computer systems. It 
is so much taken for granted now that it takes an effort to appreciate the insight that invented this 
architecture. It is obvious only in retrospect. Its most important ramification is that it has decoupled 
software from hardware. Software designers and hardware designers (Microsoft and Intel, say) can work 
independently, and still be assured that their products will interoperate as long as they each conform to 
an abstraction of the other side. Software designers can thus develop complex products without 
worrying about what hardware they will eventually run on. Similarly, hardware designers need not 
design their hardware for specific application software. Both are in stark contrast to the early ENJAC, for 
example. As Valiant [4] notes, it is this von Neumann “bridge” that is responsible for the proliferation of 
serial computation. Valiant [4] also points out that it is the lack of such an architecture for parallel 
computation that is one of the reasons it has not proliferated as successfully. Like any good architecture, 
the von Neumann architecture has withstood the test of time. 
THE OSI ARCHITECTURE FOR NETWORKING 

The layered open systems interconnection (OSI) architecture (Fig. 2) for networking, on which 
the current Internet architecture (Fig. 3) is loosely based, is another successful example. In fact, we 
contend that the success of the Internet is primarily architectural and only secondarily algorithmic, 
although this may be controversial. It has enabled diverse networks to be interconnected efficiently. The 
hierarchy of layers provides natural abstractions to deal with the natural hierarchy present in networks, 
again a fact that may only be obvious with the benefit of hindsight. The physical layer deals with signals, 
and provides a service to communicate bits. The data link layer provides the abstraction of a link, and the 
ability to transmit and receive groups of bits over the link. The 
network layer introduces the concept of a path or route, which is a sequence of links. The transport layer 
provides an end-to-end pipe or channel, which may be reliable or not, depending on the protocol used. 
The remaining three layers are less clearly defined, and have actually been merged in the TCP/IP 
architecture that developed later. The interactions between the layers is controlled, and conducted 
primarily through protocol headers each layer prepends to packets. 

In addition, the architecture also involves the notion of peer-to-peer protocols (e.g., TCP) that 
mediate between corresponding layers on different hosts. Given this overarching architecture, designers 
can afford the luxury of concentrating on designing the protocols for their layer efficiently, with 
assurance that the overall system will function reasonably well. 
SOURCE-CHANNEL SEPARATION AND DIGITAL COMMUNICATION SYSTEM ARCHITECTURE 

In his seminal work on the problem of information transmission, Shannon determined the 
capacity of discrete memory less channels as the supremum of the mutual information between channel 
input and output. More important than 
this expression for the capacity, we contend, is his constructive proof for an architecture where the 
“layers” of source compression, and coding for reliability over an error-prone channel can be separated, 
and that the latter layer is invariant with respect to sources. Dubbed the source channel separation 
theorem, it allows us to associate source coding (data compression) with the source and channel coding 
(error protection) with the channel, thus allowing the same channel plus channel code to serve a large 
variety of sources without loss of (near) optimality (Fig. 4.) That there is nothing to be gained by 
designing a code that takes into account the source and channel statistics simultaneously is of profound 
importance and non obvious in the history of ideas. This result lies at the heart of the digital 
communication revolution. 

In today’s communication systems, source coding is done by a program (gzip or bzip2) in the 
operating system, whereas channel coding is part of the network interface card designed for a particular 
channel. It is a huge convenience that network cards do not have to be designed for a specific application. 
This architecture has thus had important consequences on the development and proliferation of digital 
communication systems. 
FEEDBACK CONTROL SYSTEMS 

In control systems, the feedback architecture reigns supreme. While the design of the feedback 
layer is not independent of the plant, the architecture of the solution is universal. It is one principle that 
is common to human engineered systems as well as naturally occurring biological systems. More 
generally, the importance of architecture is not confined to engineering. The replacement of the barter  



system by the currency system decoupled trade from the need to have a buyercum- seller at each 
of the two ends of a transaction, and replaced it with a much more flexible system where one end could 
be just a buyer and the other just a seller. Currency provided a bridge between different transactions by 
coupling the system with conservation laws. Massive proliferation of financial transactions and trade 
ensued. 

 

 
 

 
 

 

 
 
 
 
 
 



ARCHITECTURAL CONSIDERATIONS FOR WIRELESS NETWORKS 
Successful architectural designs, by their pervasiveness, also influence how designers think, and 

thus cast a long shadow. The success of the layered architecture for wired networks has had just such a 
great impact on network design paradigms. It has become the default architecture for designing wireless 
networks as well. However, it is not at all obvious that this architecture is a priori appropriate for 
wireless networks. The reason all this needs re-examination is because the wireless medium allows 
modalities of communication that are simply nonexistent for wired networks. Our first order of business 
is therefore to re-examine from scratch the whole architectural basis for wireless networks. This will 
allow us to understand where layering stands. 

To do this, we first need to be very clear about the precise description of the current proposal for 
ad hoc networks being pursued by the Internet Engineering Task Force (IETF) and researchers around 
the globe. We need to be crystal clear not only about the constructive aspect of the scheme, but also what 
other possible choices have been foreclosed in the current solution. First, packets are transported over 
several hops. At each hop, the receiver receives not just the intended signal, but also the superposition of 
the interfering transmissions of other nodes, plus ambient noise. The interfering transmissions are 
treated as noise, and the packet is fully decoded. This digital regeneration of a packet lies at the heart of 
the digital (as opposed to analog) revolution. The regenerated packet is then rebroadcast to the next 
node, where again it is decoded in the presence of noise with other interfering transmissions simply 
regarded as noise, and so on. There are several reasons why this solution is appealing. First, receivers 
can afford to be simple, since they merely depend on an adequate signal-to-noise ratio. Second, the 
decode and forward feature along with multi hop relaying provide us the abstraction of links. Thus, 
protocols for wire line networks can be reused for wireless networks. However, it should be kept in mind 
that the choice of a multi hop architecture with decoding and forwarding at each relay node, while 
treating all interference as noise, creates certain special problems for wireless networks that need to be 
solved. For example, since one is treating all interference as noise, one wants to regulate the number of 
potential interferers in the vicinity of the receiver. This necessitates a medium access control (MAC) 
protocol whereby one controls the number of interferers. This is rendered difficult by the presence of 
hidden and exposed terminals, and the need to have a distributed real-time solution. 

Another problem we have created is the routing problem. This arises because we wish to employ 
a multi hop scheme involving relays. One then needs to find a sequence of relays from origin to 
destination: the routing problem. It is useful to note that there would be no routing problem at all if we 
were to communicate in just one hop. However, then there would be need for other protocols to 
distinguish between transmissions that are superimposed. Yet another problem is the power control 
problem. Because all interference is regarded as noise, it is useful to regulate the powers of transmitters. 
This necessitates power control. Power control also arises from the need to maximize capacity by spatial 
reuse of the spectral frequency resource. Thus, we see that it is our choice of architecture that has 
created protocol needs — in particular, MAC, routing, and power control — the community is busy 
solving. However, there are other choices. For example, interference need not interfere. Consider a 
powerful transmission interfering with a weak transmission. Since the powerful transmission has a high 
SNR, it can be successfully decoded. Therefore, it can be subtracted, assuming good channel state 
information, and the weak signal can be successfully decoded. Thus, the more powerful transmission has 
not “collided” with the weaker one. 
FUNDAMENTAL PROPERTIES OF THE WIRELESS MEDIUM 

The first point to note is that there is no intrinsic concept of a link between nodes in a wireless 
medium. Nodes simply radiate energy, and communicate through the superposition of each other’s 
transmissions. There is no notion of a switch that allows a receiver to receive just one transmission while 
shutting out all others. While this could be regarded as a pure liability — and often is by designers who 
wish to operate it as a sequence of links — it also offers possibilities unimaginable in wireless networks. 
One really needs to dispel all existing notions and think afresh about designing wireless networks. 
THE INFINITUDE OF POSSIBILITIES FOR OPERATING WIRELESS NETWORKS 

The fact is that the wireless channel potentially offers other modalities of cooperation, as we next 
examine. For example, node A (or a group of nodes) could cancel the interference created by node B at 
node C. Thus, A can help C by reducing the denominator in its signal-to-interference plus noise ratio, 
rather than by boosting the numerator. At the same time, node A could also expend a portion of its 
energy to relay packets from node D to node E. Moreover, the relaying could be based on amplifying the  



received signal, rather than first decoding it, regenerating the packet, and then retransmitting it. 
Indeed, for some parameter values amplify and forward may be preferable to decode and forward. To 
quote Shakespeare from Hamlet: “There are more things in heaven and earth, Horatio, than are dreamt of 
in your philosophy.” How then should nodes cooperate? Indeed, this problem is much richer than simple 
cross layer optimization. In fact, there need not even be layers. The search space is not finite 
dimensional, but infinite dimensional. Some recent results, however, have indicated how wireless 
networks should be structured, that is, what their architecture should be. Here, the focus is on electronic 
transfer of information rather than mechanically through mobility. 
Theorem 1 (Multi hopping Is Order-Optimal) — Suppose there is absorption in the medium, leading to 
exponential attenuation with distance, or the exponent in polynomial path loss is greater than three. 
Then multi hop decode and forward, treating interference as noise, is order-optimal with respect to the 
transport capacity when load across nodes can be balanced by multipath routing. Here, transport 
capacity is defined as the distance weighted sum of rates. Moreover, the transport capacity grows as Q(n) 
(where n is the number of nodes) when the nodes are separated by a minimum positive distance. In fact, 
such exponential attenuation is the norm in the scenarios of interest in ad hoc networks rather than the 
exception. In scenarios with absolutely no exponential attenuation and low path loss exponent, other 
strategies emerge, as detailed in the theorem below. 
Theorem 2 (Architecture Under Low Attenuation) — If there is no absorption and the polynomial path 
loss exponent is small, other strategies like coherent multistage relaying with interference subtraction 
can be order-optimal with respect to the scaling law for transport capacity. The transport capacity can 
grow super linearly in n in a network of nodes lying along a straight line. 

The first result is gratifying. It establishes the order optimality of the multi hop decode and 
forward proposal. It also provides architectural guidance since the multi hop decode and forward 
strategy establishes the need for certain functions in operating a wireless network. Each of these 
functions can be thought of as a layer in the protocol stack. Decoding at each hop means a data link layer 
is needed to deal with a one hop packet transmission, although there are some important differences 
from the wired case. For example, the medium access sub layer is usually necessary for the wireless case 
to solve the channel access problem. Also, due to the high error rates in wireless, a somewhat reliable 
link layer (i.e., hop-by-hop acknowledgment) is necessary. After decoding, the packet needs to be 
forwarded, which brings in the concept of a path, and hence the network layer. The transport layer is 
necessary, as before, to provide an end-to-end reliable pipe. Organizing these functions into layers and 
operating a wireless network based on such a layered stack is a natural way to implement the multi hop 
decode and forward strategy. Thus, a layered architecture can achieve optimal performance, within a 
constant, with regard to network capacity. The above result shows that tweaking with layering, and in 
fact all cross-layer design, can only improve throughput by at most a constant factor (which may still be 
very important), but cannot result in any unbounded improvements even in networks with large 
numbers of nodes. 
CROSS-LAYER DESIGN PRINCIPLES 

While we have established that a layered architecture is order-optimal and thus a good candidate 
for a baseline design, there is still the ever present desire, and perhaps need, to optimize. Indeed, several 
optimization opportunities do present themselves through increased interaction across the layers. The 
recent past has thus seen a flurry of cross-layer design proposals that explore a much richer interaction 
between parameters across layers. 

In evaluating these proposals, the trade-off between performance and architecture needs to be 
fundamentally considered. As noted above, the performance metrics of the two are different. The former 
is more short-term, the latter longer term. Thus, a particular cross-layer suggestion may yield an 
improvement in throughput or delay performance. To be weighed against this are longer-term 
considerations. First, while an individual suggestion for cross-layer design in isolation may appear 
appealing, what is the consequence when other cross-layer interactions are incorporated? Can these 
interactions work at cross purposes? The point is that every installation of a cross-layer interaction rules 
out simultaneous use of other potential interactions that might interfere with it. Thus, the case for 
adoption of a cross-layer interaction must be made more holistically by showing why other mechanisms, 
potentially conflicting with the suggested one, should not be entertained. Evaluating the merit of 
proposals on the overall architecture is thus not an easy task. However, there are some general cautions 
that can be exercised. We make an attempt to derive some general principles to assist in this process. 
 



INTERACTIONS AND THE LAW OF UNINTENDED CONSEQUENCES 
The layered architecture and controlled interaction enable designers of protocols at a particular 

layer to work without worrying about the rest of the stack. Once the layers are broken through cross-
layer interactions, this luxury is no longer available to the designer. The interaction can affect not only 
the layers concerned, but also other parts of the system. In some cases, the implementation itself may 
introduce dependencies that are not really essential to providing the functionality. It is important to 
consider the effect of the particular interaction on a remote, seemingly unrelated part of the stack. There 
could be disastrous unintended consequences on overall performance. 

 
DEPENDENCY GRAPH 

Cross-layer design often causes several adaptation loops that are parts of different protocols to 
interact with each other. To comprehend possible interactions, it is useful to represent the protocols 
graphically as interactions between parameters. In this dependency graph every relevant parameter is a 
node, and a directed edge indicates the dependency relation between the parameters. By combining the 
graphs for various protocols, a dependency graph for the entire stack can be obtained. 
TIMESCALE SEPARATION AND STABILITY 

Certain stability principles can be derived by observing the dependency graph. If a parameter is 
controlled and used by two different adaptation loops, they can conflict with each other. It is well known 
from adaptive control theory that such adaptation can benefit from timescale separation. The idea 
behind it is simple. Consider two entities controlling the same variable but on different timescales. By 
using the notion of averaging and timescale separation, stability theorems have been proved. The slower 
system can be regarded as seeing the averaged value of the parameter, and its stability implies the 
stability of the overall system under some conditions [10]. For every closed loop in the dependency 
graph consisting of interactions at similar timescales, proofs of stability, as above, will be required. This 
is often nontrivial and requires significant analytical effort. Designers of cross layer protocols will need 
to contend with this. 
THE CHAOS OF UNBRIDLED CROSS-LAYER DESIGN 

In addition to these factors, yet another larger issue needs to be considered. What if several cross-
layer interactions are implemented? Does one then get unstructured spaghetti-like code that is hard to 
maintain? Will the resulting system have longevity? Will the need to update the whole system for every 
modification stifle proliferation? Will this lead to a higher per-unit cost, which eventually is regarded by 
the end user as lower performance value? 
ILLUSTRATION BY EXAMPLES 

To more concretely illustrate the possibility of unintended interactions, we now present some 
examples by simulation studies. These examples are loosely based on schemes proposed recently in 
literature, and are expressly not intended to cast any aspersion on the particular schemes themselves. 
Indeed, the only reasons for the choice of the particular examples was that we were able to construct 
scenarios that exhibit the type of negative results we want to demonstrate when they are used in tandem 
with other existing protocols. 
 
 



RATE-ADAPTIVE MAC AND MINIMUM-HOP ROUTING 
The idea behind rate-adaptive MAC protocols is to send data at higher rates when the channel 

quality is good [11]. Such higher rates are achieved by changing the modulation scheme. As we will show, 
such schemes can have undesirable consequences for the higher layers. In particular we show that when 
combined with minimum-hop routing — and most routing protocols are indeed minimum hop — they 
can lead to performance worse than the original system. Briefly, the reason for the adverse behavior is as 
follows. Minimum-hop routing chooses longer hops, for which the signal strength is lower, and thus the 
data rate achieved through channel quality adaptation is low. We are not suggesting that adaptive-rate 
MAC is a bad design. In fact, in this example it may be good, and the problem may lie in the use of a 
minimum-hop routing protocol. Perhaps a routing protocol using some other metric or a load-adaptive 
routing protocol may be necessary. The whole point we seek to make is that cross layer design can lead 
to unintended adverse interactions, and adequate care is necessary. The protocol details of the specific 
adaptive rate MAC are as follows. It is a modification of the IEEE 802.11 MAC protocol. There are a set of 
rates available (i.e., modulation schemes), and the transmission rate can be set before transmitting every 
packet. The request to send/clear to send (RTS/CTS) and broadcast packets are always transmitted at 
the lowest data rate, called the base rate. The receiver measures the received signal strength of the RTS 
packet, and figures out the maximum rate at which data can be received given that signal strength. This 
rate is then communicated to the sender in the CTS packet. The subsequent DATA and acknowledgment 
(ACK) packets are transmitted at this data rate. 

Typically, transmission to nodes close by would occur at higher data rates since the path loss 
attenuation of the signal is small, while lower data rates would be used for farther nodes for which the 
received signal is weaker. A modification to this scheme is to opportunistically send more packets when 
the channel is good [12]. The idea is to “make more hay while the sun shines.” Every reservation allocates 
a fixed time slot, and if the channel is good, there is the opportunity to send more than one packet at 
higher data rates. These seem like very reasonable cross-layer designs. However, consider the 
interaction with higher layers. Suppose we were to use minimum-hop routing, say a protocol like 
Destination Sequenced Distance Vector (DSDV) [13]. DSDV builds routing tables by sending hello packets 
to neighbors. Hello packets are broadcast packets that contain cumulative routing information (i.e., 
information that has been gathered from all the neighbors of a node). Since hello packets are broadcast 
packets, they are sent at the base rate, and thus have a large range. Minimum-hop routing thus chooses 
the longest possible hops on the path, which causes low received signal strength, which in turn implies a 
low data rate. This is shown in Fig. 5. In fact, if we turn off the adaptive-rate MAC and use plain IEEE 
802.11 at the highest data rate (i.e., do not send any data when the channel is not good enough to 
transmit at the highest rate), we can get much better end-to-end throughput. In this case, longer hops 
simply do not exist, and thus minimum-hop routing is forced to use a larger number of short hops, which 
provide higher data rates, as depicted in Fig. 6. 
VERIFICATION BY NS2 SIMULATIONS 

We now verify the above through ns2 simulations. Scheme 1 uses adaptive-rate MAC with 
opportunistic scheduling, and our simulation uses, in part, the code provided at [14]. The two ray- 
ground propagation model was used for the channel, which results in r–4 attenuation between distance 
and received signal strength in the relatively simple interference model used in ns2. Scheme 1 is set up 
such that at a fixed transmit power level of 0.28 W, a receiver-transmitter distance of 0–99 m yields a 
data rate of 11 Mb/s, a distance of 100–198 m yields a data rate of 5.5 Mb/s, while if the distance is 
between 199-250 m only 2 Mb/s is possible. No communication is possible beyond 250 m. A simple 
opportunistic policy that gives an equal time share to each data rate is also implemented. Thus, a 
maximum of five packets are transmitted at 11 Mb/s, three at 5.5 Mb/s, and only one packet if the 
channel is good enough only for 2 Mb/s. Scheme 2 is plain vanilla IEEE 802.11 with a data rate of 11 
Mb/s. That is, a packet is sent at 11 Mb/s if the receiver-transmitter distance is less than l00 m; 
otherwise, no communication is possible. Thus, full use of the channel is not made by transmitting at 
lower data rates when the channel is not good enough. Carrier sensing was turned off for both schemes 1 
and 2. 
Linear Topology — For the first experiment, 18 nodes are equally spaced in a straight line, in a 1500 m × 
200 m area. One TCP connection is run across the end of the chain from node 0 to node 17. The DSDV 
routing protocol is used, and a TCP connection is started after the routing tables have stabilized. The 
received throughput for the two schemes is plotted in Fig. 7. As predicted, scheme 2 outperforms scheme 



1. The average end-to-end throughput for scheme 1 is 226 kb/s, whereas it is 455 kb/s for scheme 2, 
without any adaptation. 

 
Random Topology — In a second experiment, 50 nodes are randomly located in a 1000 m × 200 m 
rectangular area (Fig. 8). It was ensured that the topology was connected for scheme 2 as well (i.e., when 
the transmit range is l00 m). Five TCP connections were then started simultaneously between faraway 
nodes. The DSDV routing protocol was run as before. The results are shown in Fig. 9. Scheme 2 (i.e., the 
one without adaptation) again significantly outperforms scheme 1. The total throughput for all the flows 
is 349 kb/s for scheme 1, while it is 583 kb/s for scheme 2. Thus, the throughput for scheme 2 is better 
than scheme 1 by a factor of 1.67, whereas the transport capacity is better by a factor of 1.9. 

 
END-TO-END FEEDBACK AND TOPOLOGY CONTROL 

We next consider another example of cross-layer design to illustrate unintended consequences at 
other layers. The broad idea of the scheme is to adjust the number of neighbors of each node so that TCP 
performance is enhanced. This is done in two stages. This scheme is a modification of that suggested in 
[15], and consists of two nested adaptation loops. In the inner loop, each node controls its transmit 
power so that the number of one-hop neighbors (out-degree) is driven to a parameter called target-
degree. Transmit power is increased by one level if the number of one-hop neighbors is less than target-
degree and decreased if it is greater than target-degree. There is an outer loop that sets the value of this 
parameter, target-degree, based on the average end-to-end network throughput. The action of the 
previous iterate is repeated (increase by one, decrease by one, or do nothing to the target degree) if the 
network throughput increased from the previous iterate; it is reversed if the network throughput 
decreased from the previous time step. If the network throughput is zero, the network is assumed to be 
disconnected and the target-degree is increased by one. The outer loop is operated at a slower timescale 
than the inner loop to avoid the instability and incoherence that results from two simultaneous 
adaptation loops interacting with the same phenomenon, as elaborated on earlier. It should be noted that 
employing just the inner loop alone would be a bad design since it does not even guarantee network 
connectivity if target degree is set arbitrarily. The network could thus get stuck in an absorbing state of 
zero throughput. The outer loop therefore attempts to drive target-degree to a value that maximizes the 
end to- end network throughput, and would therefore eventually drive the network out of any possible 
state of disconnectivity. 



 
The consequences of the two-loop scheme on the performance of higher layers also needs to be 
examined. As seen below, simulation studies in our deliberately contrived scenarios show that the 
network may oscillate between connectivity and disconnectivity, which affects TCP performance 
adversely. 

 

INTERGRATION OF ADHOC WITH MOBILE IP NETWORKS  
The growth of the Internet and its services and applications and the trend in the fourth generation 

(4G) wireless networks toward All-IP networks have led to an increasing demand for enabling MANET 
nodes to connect to the Internet and use its services and applications. Mobile IP and IP micro mobility 
protocols enable a mobile node to access the Internet and change its access point without losing the 
connection. Many solutions have been proposed to enable MANETs to connect to the Internet using IP 
mobility protocols. This article presents a survey of solutions for integrating MANETs with the Internet, 
with the intent of serving as a quick reference to current research proposals for Internet connectivity for 
mobile ad hoc networks based on IP mobility protocols. 
IP MOBILITY MANAGEMENT PROTOCOLS 

IP mobility management protocols are used to manage node mobility between different subnets 
inside the domain or between different domains. IP mobility management protocols can be classified into 
two main groups: IP macro-mobility protocols and IP micro-mobility protocols 
IP MACRO-MOBILITY PROTOCOLS 

Macro-mobility is the movement (roaming) of mobile nodes between two subnets (or cells) in two 
different domains. IP macro-mobility protocols are designed to handle the mobile node movement 
between two domains without disconnection. One of the characteristics of IP macro-mobility protocols is 
that these protocols cooperate with IP routing mechanisms to integrate fixed and mobile networks. The 
most known standard for IP mobility support is Mobile IP, which is the best and the most frequently 
adopted solution for supporting IP macro-mobility. It is proposed by IETF to enable the mobile node to 
access Internet and roam freely between different subnets without losing the connection. Mobile IP has 
two versions, Mobile IPv4 and Mobile IPv6. Mobile IPv4 is the current standard for supporting IPv4 
nodes mobility in the IPv4 networks 

 
 

 



IP MACRO-MOBILITY PROTOCOLS 
Micro-mobility is the movement (roaming) of mobile nodes between two subnets (or cells) within 

the same domain. In this environment, the mobile node changes its access point in the access network 
frequently; therefore, IP micro-mobility protocols are designed to handle the movement in this 
environment and provide fast and seamless handoff, such as Cellular IP , HAWAII , HMIP , EMA , TelMIP  
and so on 
 
INTEGRATE MANETS TO INTERNET AND IP MOBILITY SUPPORT INTEGRATED ROUTING 
PROTOCOL CLASSIFICATIONS 
The characteristics of the ad hoc network and its routing protocols differ substantially from fixed 
Internet and IP mobility protocols. Numerous integration solutions for integrating MANET with the 
Internet using IP Mobility protocols have been developed as the trend of moving to an all-IP 
environment. As shown in Fig. 7, these integrated routing protocols may generally be categorized based 
on gateway discovery procedure as: 

• Proactive solutions 
• Reactive solutions 
• Hybrid solutions 

 
 
TUNNELING 

The use of tunneling can prevent the loop inside the MANET in the routing of data packets to a 
destination in the Internet, and can make routing packets independent of topology changes within the ad 
hoc network. It is the MANET routing protocol’s responsibility to find a path to the end of tunnel. 

In the integration solutions, which use tunneling, each node in the MANETs should incorporate 
the default route to the gateway node in the MANET routing protocol’s routing table. The integrated 
routing solutions have been classified into two categories: 

• Tunneling-based integration routing solutions  
• Non tunneling-based integration routing solutions  
• Tunneling-based-integration routing solutions: In this approach, when the mobile node wants to 
send packet to destination, it first looks for the destination (using route discovery procedure as in 
AODV or searching in routing table as in DSDV or based on address network ID). If the destination  



address is located inside the MANET, it simply forwards packets using ad hoc routing protocol. If 
the destination address is not found in the MANET, it encapsulates packets and routes them to the 
FA (gateway). Then the FA decapsulates packets and sends them to destination using standard IP 
forwarding. 

 
• Non tunneling-based-integration routing solutions: In this approach, if the destination address is 
not located inside the MANET, the mobile node sends packets to default route, which is the route to 
the FA (gateway). Every node should be able to distinguish external address from internal address 
and has a default route to the gateway node, or every node should establish route to gateway node 
during route discovery. Packets are transmitted inside MANET to destination in the Internet using 
standard IP forwarding. The gateway forwards data packets using standard IP forwarding. 

 

 
 
Proactive Integration Routing Solutions — In the proactive solutions, agent advertisement messages 
are broadcast by gateway nodes and forwarded to the whole ad hoc network. The agent advertisement 
message is used for gateway discovery, creating default route, movement detection, and handoff decision 
based on number of hops. The proactive integration routing solutions details are givenbelow. 
MEWLANA: Mobile IP Enriched Wireless Local Area Network Architecture — In “MEWLANA” by 
Mustafa Ergen [49], two protocols to extend Mobile IP capabilities to ad hoc networks are proposed. 
They are called MEWLANA-TD and MEWLANA-RD. Three types of domains are considered, namely, the 
Internet domain, the FA domain, and the ad hoc domain. MEWLANA-TD uses the DSDV routing protocol 
to route packets between the FA and mobile ad hoc nodes; In MEWLANA-RD, a proposed root-driven ad 
hoc protocol called table-based bidirectional Routing (TBBR) is used to route packets between ad hoc 
mobile nodes and the FA. In this protocol, the routing table in every node has two types of entries. The 
first type is established when the mobile node receives a periodic beacon from the FA, which refers to the 
default route to the FA (uplink port). The second type is established when the mobile node receives 
registration request message from low-level mobile node. This entry is used as down link port shows the 
routing path between mobile nodes to the FA using TBBR. 
Integrated Connectivity Framework for Internet and Ad hoc Networks —  An enhancement for the 
DSDV protocol has been proposed to solve the link break problem due to high mobility, which decreases 
the performance of the standard DSDV protocol. It proposes a bidirectional connectivity for ad hoc 
networks and the Internet based on EDSDV. Three simple communication scenarios are presented a. 



Reactive Integration Routing Solutions — In the reactive solutions, mobile nodes initiate route 
discovery so as to look for the gateway node. Mobile nodes send a route request message, or an agent 
solicitation message, to find the gateway node and route to it. This kind of solution cannot detect the 
mobile node movement to another gateway or take fast handoff decision. It uses invalidate route entry 
for movement detection and initiates gateway discovery. The reactive integration routing solutions 
details are given below. 
Micro-mobility within Wireless Ad hoc Networks: Towards Hybrid Wireless Multihop Networks 
— The author proposes integration between Cellular IPv6 and AODVv6, which enables the mobile node 
to access the Cellular IPv6 network even if it is farther than one hop distance from base station. This 
integration approach has two different operation modes: proxy-enabled and proxy-disabled. The base 
station runs AODV and works as an access point for the mobile nodes. A mobile node initiates a route 
acquisition procedure for route discovery and Cellular IP registration. 

  
Common Gateway Architecture for Mobile Ad hoc Networks — 
Three types of nodes are presented in the architecture as follows: 

• Mobile nodes: ad hoc nodes running AODV routing protocol with some extension to   enable it to 
discover the internet gateway 
• Access points: routers running the AODV routing protocol which have two interface; one wireless 
which is connected to the ad hoc network and one wire which is connected to the gateway 
• Gateway: a router that has a connection to all access points and another connection to Internet 

This architecture manages the IP address space and run AODV with some extension required to connect 
to the Internet. When the gateway wants to find the route to any node in the ad hoc network, it sends an 
RREQ message to every access point. These access points send the RREQ message to its neighbors, and so 
on, to the destination. Then the destination sends an RREP message to the gateway, so that the route will 
be established from the gateway to the destination. The gateway selects the route with minimum hop 
count. If the gateway receives an RREQ message, it will send an RREP message through the access point, 
which sends the RREQ message to the gateway. If the route is lost, a new optimal route is established 
using the routing protocol (AODV). 
 
Hybrid Integration Routing Solutions — In the hybrid solutions, both the proactive and reactive 
gateway discovery approaches, or a combination of the proactive and reactive approaches, are used. This 
kind of integration uses flood-periodic agent advertisement messages to announce the presence of the 
gateway nodes, and uses agent solicitation messages or the agent discovery procedure by mobile nodes 
to discover the gateway nodes. The hybrid integration routing solutions details are given below. 



Ad Hoc Networking with Mobile IP — In this proposal [47], an ad hoc networking mechanism is 
designed and implemented, which enables mobile computers to communicate with each other and access 
the Internet. An adaptation for Mobile IP protocol is proposed. The proposed adaptation makes the FA to 
serve a mobile node, which is out of communication range. A modified Routing Information Protocol 
(RIP) [57, 58] is used to handle the routing inside the ad hoc network. 
 
MIPMANET: Mobile IP for Mobile Ad Hoc Networks — In “MIPMANET — Mobile IP for Mobile Ad Hoc 
Networks” , a solution for integrating ad hoc networks to the Internet based on Mobile IP is proposed. 
This solution is proposed to provide mobile nodes in ad hoc networks with access to the Internet and the 
mobility service of Mobile IP. The FA is used as an access point to the Internet. The AODV routing 
protocol is used to route packets between the FA and the ad hoc nodes. When a new node wants to 
access the Internet, it registers with the FA using its home address. The mobile nodes in the ad hoc 
network tunnel the packets to the FA in order to send them to the Internet. The FA simply sends any 
packet coming from the Internet to the mobile node in the ad hoc network. Routing the packet inside the 
ad hoc network is based on the ad hoc routing protocol used, which in this case is AODV. MIPMANET 
uses the route discovery mechanism of the AODV routing protocol to search for the destination. If the 
route to destination is not found within the ad hoc network, the mobile node establishes a tunnel to the 
FA according to the FA default route the mobile node registers with. 
Global Connectivity for IPv4 Mobile Ad hoc Networks — In this Internet draft [48], the authors 
proposed a method to enable MANET to obtain Internet connectivity. The method proposed in this Draft 
is integration between Mobile IPv4 and AODV, such that a mobile node outside the FA transmission 
range can get a CoA and connect withthe Internet through other hops in the MANET. It can roam to 
another MANET subnet without disconnection using Mobile IP. 
Internet Connectivity for Ad hoc Mobile Networks — This research work [50] is similar tothe Internet 
Draft described in . It presents integration between Mobile IP and AODV. The authors combine the 
mobile IP and AODV such that the mobile node in the ad hoc network can obtain Internet connectivity 
and roam to another subnet. 
Mobile IP and Ad Hoc Networks: An Integration and Implementation Experience — In , integration 
of a MANET with the Internet is proposed. In this integration, one-hop wireless networks are extended to 
multiple MANETs. Every MANET is served by an FA (access point), and it represents a subnet of the 
Internet. The proposed architecture consists of multiple MANETs connected to the Internet using 
different access points called gateways. Figure 9 shows this architecture. 
Global Connectivity for IPv6 Mobile Ad Hoc Networks — This Internet Draft  describes a method to 
enable MANET nodes to communicate with the fixed Internet. The connection between the MANET nodes 
and the Internet is through nodes called Internet-gateways, which are connected to the Internet using a 
wired interface and connected to MANET using a wireless interface. The author has proposed two 
methods to enable MANET nodes to find the Internet gateway and obtain the global prefix information, 
so that the MANET node can generate a global IPv6 address, which is used for sending/receiving packets 
from/to the Internet. 
A Hybrid Approach to Internet Connectivity for Mobile Ad Hoc Networks — In  this authors 
proposed a hybrid scheme to enable the MANET nodes to obtain Internet connectivity using Mobile IP. 
The FA periodically broadcasts agent advertisement messages. The agent advertisement messages are 
flooded in the MANET in an n-hop neighbor. Any node, n hops far from the FA, can receive up-to-date 
information about the FA. Mobile nodes more than n hops away from the FA and wanting Internet 
connectivity broadcast a solicitation message to discover the FA. The intermediate node, which receives 
a fresh agent advertisement message and has a correct route to the FA, can reply to the mobile node with 
a unicast advertisement. 
Dynamic Mobile IP Routers in Ad Hoc Networks —  integration between cellular system (GPRS) and 
ad hoc networks is presented using Mobile IP. The basic idea in the integration is using mobile routers as 
a gateway between the HA and ad hoc mobile nodes. It is assumed that gateways (mobile routers) in the 
ad hoc network are multi-interfaced. One interface is connected to the cellular system and the other 
connected to the ad hoc network using the ad hoc routing protocol. The mobile router sets up tunnels to 
every mobile node for which it is serving as gateway, and another tunnel to the HA using second 
interface. 
 



Integration of Mobile-IP and OLSR for Universal Mobility — In, by Moner Binzaid et al., a hierarchical 
mobility management architecture is proposed and used to interconnect MANET nodes to the Internet. 
The access network of the proposed integrated network architecture is called OLSRIP access network. It 
includes several functional entities, as shown in Fig. 10. 

 
COMPARISON AND SUMMARY 
In this section a comparison summary of the integration routing solutions, based on the abovementioned 
integration issues, is presented. A summary of the Proactive Integration Routing Solutions characteristics 
and design issues is given in Table 2. A summary of the Reactive Integration Routing Solutions 
characteristics and design issues is given in Table 3. A summary of the Reactive Integration Routing 
Solutions characteristics and design issues is given in Tables 4 and 5. Table 6 gives a general comparison 
between the groups of integration solutions. In the following, we present issue-by-issue comparison of 
the integration routing solutions. 
MICRO-MOBILITY SUPPORT 
From Tables 2–5, it can be concluded that most of the integration solutions are used to connect MANET 
to the Internet and support mobility using Mobile IP, but a few of these integration solutions try to 
integrate MANET to the Internet and support micro-mobility between multiple access points (gateway 
nodes and only the integration solution presented in tries to utilize IP micro-mobility protocols for 
supporting MANET mobile-node Internet connectivity and mobility between different base stations. 
None of these integration protocols employ IP micro-mobility protocols  for supporting mobility between 
different overlap and none overlap MANETs with multiple access points within domain, whereas such a 
proposal is recommended for integrating MANET to infrastructure networks and support mobility 
between multiple nonoverlap and overlap MANETs with multiple access points. 
GATEWAY DISCOVERY 
The proposals that use reactive gateway discovery required a long time to access and send packets to the 
Internet. If the node wants to access and send packet to the Internet, it needs first to send route 
discovery. If the destination is not in the MANET, it sends a route discovery for the gateway. So it takes a 
long time for the discovery process. Some proposals need only one route discovery process. In the 
integrated solutions, which uses proactive gateway discovery, a route to the gateway node is available 
when it is needed; such proposals are presented in . If the destination address is not in the routing table, 
the default route to gateway node should be used. The integration routing solutions have been classified 
on the basis of gateway discovery into three categories: 

• Proactive: In the proactive solution , the agent advertisement messages are broadcast by 
gateway nodes and forwarded to the whole ad hoc network. The agent advertisement message is  
used for gateway discovery creating a default route, and movement detection and handoff 
decision based on number of hops. This kind of integrated solution provides good Internet 
connectivity if most of the mobile nodes need Internet connectivity. But it generates an overhead 



in an ad hoc network if most of the mobile nodes are not interested in Internet connectivity and 
most of the traffic is inside the ad hoc network. 
• Reactive: In the reactive solution , mobile nodes initiate route discovery to look for gateway 
nodes. Mobile nodes send a route request message, or an agent solicitation message, to find the 
gateway node and the route to it. This kind of solution cannot detect the mobile node movement 
to another gateway or make a fast handoff decision. It utilizes invalidate route entry for 
movement detection and initiates gateway discovery. The reactive approach requires a long time 
to access and send packets to the Internet. If  the node wants to access and send packets to the 
Internet, first it needs to send a route  discovery. If the destination is not in the MANET, it sends a 
route discovery for the gateway. Thus, the discovery process takes a long time. Some proposals 
use only one route discovery process. In the integrated solution, which uses proactive routing 
protocols, route to destination is available when it is needed. 
• Hybrid: The Hybrid Solution  uses proactive and reactive gateway discovery approaches, or a 
combination of the proactive and reactive approaches. Using a combination of the proactive and 
reactive approaches has some advantages, for example, it decreases the agent advertisement-
flooding overhead. It uses a flood-periodic agent advertisement message, but to a limited number 
of nodes, called a MANET diameter. It uses an agent solicitation message or the agent discovery 
procedure for mobile nodes, which are out of the agent advertisement message’s reach, as in . 

 
A FRAMEWORK FOR INTEGRATING CELLULAR IP ACCESS NETWORK AND MOBILE AD HOC 
NETWORKS 

Based on the above survey and comparison, we observed that most of the abovementioned 
solutions aim to support MANET with Internet connectivity based on Mobile IP and do not support 
micro-mobility; a few of these integration solutions try to integrate MANETs to the Internet and support 
micro-mobility between multiple access points (gateway nodes) as in . Only the integration solution 
presented in MMTHWMN [59] tries to utilize IP micromobility protocols for supporting MANET mobile 
node Internet connectivity and mobility between different base stations, but it has many drawbacks and 
limitations. MMTHWMN  is proposed for the Cellular IPv6 network and AODVv6 routing protocol, and it 
cannot work with Cellular IPv4 networks. The handoff procedure in MMTHWMN  is not efficient and 
reliable because the handoff procedure of the mobile node in MMTHWMN  is controlled by another 
mobile node located in the base-station coverage area. The packet transmission, route discovery, and 
handoff in MMTHWMN [59] are not transparent to the MANET mobile nodes. The mobile node located in 
the base station coverage area sends a proxy-RU on behalf of each mobile host having an active 
connection with it to the base station, and it send a gratuitous RREP packet with a Cellular IPv6 beacon 
on behalf of base station-to-mobile nodes, and this dependency on another mobile nodes make it not 
efficient nor reliable for fast mobility and handoff. And none of the above surveyed integration protocols 
employ IP micro-mobility protocols for supporting mobility between different overlapping and non 
overlapping MANETs with multiple access points within domain and support fast handoff, whereas such 
a proposal is recommended for integrating MANET to infrastructure networks and support fast handoff. 
Mobile IP, described above, is the most widely known IP mobility management proposal that supports 
host mobility. It is designed to enable the mobile node to change its point of attachment (access point) 
without changing the IP address. When the mobile node leaves the current network and enters a new 
foreign network domain, it acquires a new IP address called IP CoA and informs its HA about the new IP 
CoA. Mobile IP is an optimal solution for macro mobility support and slow-moving mobile nodes, but it 
has limitations in the micro-mobility environment with frequent handoff and high-speed movement of 
mobile nodes, which requires sending a registration message for each handoff to a possibly distant HA, 
which increases handoff latency and load on the global Internet. Many solutions have been developed to 
efficiently support local mobility inside IP wireless networks, 
such as Cellular IP, HAWAII, and HMIP, which are called IP micro-mobility protocols. IP micro-mobility 
protocols [3] are proposed to overcome Mobile IP drawbacks. They aim to support fast handoff with 
minimum packet loss and to minimize signaling overhead. There are a number of issues that motivate 
the design of IP micro-mobility protocols: fast handoff, IP paging, fast security/AAA services, and quality 
of service (QOS) support. IP micro-mobility protocols are designed to manage local movement (within 
the domain) of mobile nodes without interaction with the HAs. This leads to a decrease in handoff delay 
and packet loss during handoff and a reduction of the signaling load experienced by Mobile IP  



registration in core networks, so that the wireless access network can scale a very large number of 
mobile subscribers. The IP micro-mobility protocols can also interwork with Mobile IP to handle 
movement between domains. Due to the trend in fourth generation (4G) wireless networks towards All-
IP networks, and the drawbacks of Mobile IP and the advantages of IP micro-mobility protocols, and due 
to the drawbacks and limitations of the surveyed integration solutions, we present a framework for 
integrating cellular IP access network and MANETs. The integration in such a way supports MANET 
nodes mobility between different non overlapping and overlapping MANETs with multiple gateways, and 
due to mobility between different non overlapping and overlapping MANETs and between multiple 
gateways, fast handoff is very necessary and important to decrease packet loss and service disruption for 
the MANET nodes. The proposed framework works with any Cellular IP or AODV version. The proposed 
framework is totally transparent to the MANET mobile nodes because it uses tunneling for packet 
transmission to the base station. The proposed framework supports many different routing scenarios 

 
 
The Cellular IP protocol, described above, is one of the prominent solutions for IP micro-mobility 
support. It is developed to handle the mobile node mobility within the administrative domain of the 
wireless access network. The Cellular IP protocol intends to provide local mobility (within the domain) 
and interworks with Mobile IP in order to provide macro mobility support (between domains). The 
protocol supports fast handoff and paging techniques. Micro-mobility support in a Cellular IP network is 
a more important issue than in the other micro-mobility protocols; due to its simplicity, Cellular IP can 
efficiently support hundreds of thousands of mobile nodes in a small local area network. Therefore, 
Cellular IP has been chosen for our integration architecture and protocol. We believe that the integration 
of MANETs with IP micro mobility protocols is a better solution than integration of 
MANETs with Mobile IP for mobility in the micro-mobility environment, such that the advantages of IP 
micro-mobility protocols can be employed to support MANET mobile nodes fast mobility and handoff. 
 
INTEGRATED NETWORK ARCHITECTURE 
The proposed integrated network architecture 

• Multiple overlaid and non overlaid MANETs 
• Access points, which are Cellular IP base stations that run the AODV routing protocol on the 
wireless interface and are connected using a wire link to other Cellular IP nodes and the Cellular 
IP gateway 
• Cellular IP nodes and a Cellular IP gateway, which are used to establish forwarding  
   entries for mobile nodes and forward data packet from/to the Internet 
• Mobile nodes (MNs), which use their IP home address for all communication with the Internet 

 
PROTOCOL DESIGN 

In the following, a description of the protocol design issues and some algorithmic details of the 
proposed integrated routing protocol are presented. 
Periodic Beacon Signal Message — In this framework, base stations periodically announce their 
presence on the MANET through broadcasting beacon signal messages. When a mobile node receives a 
beacon signal, if it is not interested in Internet connectivity, it simply rebroadcasts the beacon signal 
message to its neighbor nodes. If a mobile node wants Internet access, it extracts the address of base 



station and the beacon signal sequence number, and saves them in a list of base stations. The mobile 
node should send an encapsulated route update and page update messages to the base station. Every 
mobile node should rebroadcast the beacon signal message to its neighboring nodes, and so on. In the 
proposed integrated protocol, the beacon signal should flood to all mobile nodes in MANET. The time-to-
live (TTL) field should be set to the maximum diameter of the MANET. In the proposed protocol, it is 
assumed that at least one mobile node should be located in the base station coverage area, in order to 
broadcast the received beacon signal messages to other mobile nodes in the MANET. The base station IP 
address and beacon signal sequence number are used for preventing reprocessing and rebroadcasting of 
duplicate beacon signals. It is also used for locating new base stations and creating a default route entry 
in mobile nodes for the selected base station. When a mobile node receives a beacon signal message, it 
checks the beacon message IP address and sequence number. If the beacon signal message is received, 
the mobile node concludes that the beacon signal message is a duplicated message and it discards it. 
Route Discovery and Transmission of Packets — It is assumed that mobile nodes in an ad hoc network 
that want Internet access use their home addresses for all communication with the base station and 
gateway node in cellular IP access network. The base station should run the AODV routing protocol in its 
wireless interface. When a mobile node wants to send data packets to a destination address, it uses a 
route discovery procedure of the AODV routing protocol to search for that destination address. If the 
destination is found in the ad hoc network, the mobile node sends data packets according to the AODV 
routing protocol. If the destination is not found, the mobile node concludes that the destination host is 
not in MANET, and performs a routing table lookup for the IP address of the base station according to 
default route entry and tunnels data packets to the base station. The base station decapsulates these 
packets and sends them to the uplink port towards the gateway node. Then, the gateway node sends 
these packets to the destination node according to its routing table. The destination node may be a node 
in the Internet or a node in another MANET in the same Cellular IP access network. Before the mobile 
node can tunnel data packets to the base station, it should establish the routing entries in the routing 
cache of each Cellular IP node in the path from the base station to the gateway node. The mobile node 
should send an encapsulated route update message to base station according to the default route. 
Route Update and Page Update Messages — Mobile nodes in the proposed integrated protocol use the 
same routing update and page update procedures used in the ordinary Cellular IP protocol to establish 
the routing entries in the routing cache of each Cellular IP node in the path from the base station to the 
gateway node, with the exception that the route update messages and page update messages may have to 
traverse multiple hops before reaching the base station. The proposed integrated protocol tunnels route 
update and page update messages to the base station, and forwards these messages based on the AODV 
routing protocol. 
Movement Detection and Multiple Base Stations — In ordinary Cellular IP access networks, only 
mobile nodes in the coverage area of the base station can receive a beacon signal message. If the mobile 
node receives a beacon signal from another base station, it immediately decides to initiate a handoff. This 
movement detection is called Eager Cell Switching (ECS) [1]. In the integrated protocol, there can be 
multiple hops between a mobile node and the base station. MANETs can be overlapped, such that there is 
no clear boundary between these MANETs, and the mobile node can receive beacon signal messages 
from more than one base station. Therefore, the movement detection algorithm used in the ordinary 
Cellular IP cannot be used in the proposed protocol. Another movement detection algorithm has been 
used. The movement detection used in the proposed protocol is based on the hop count from the base 
station to the mobile node, such that the mobile node can decide whether or not to change its base 
station. The mobile node should change its base station and initiate handoff to new base station if the 
number of hops to the new base station is less than number of hops to old base station. The hop count 
can be obtained from the beacon signal messages recorded in the base station list in the mobile node. 
Another situation, where the mobile node can detect the move and change its base station and initiate 
the handoff, when the mobile node misses two consecutive beacon signal intervals form the current base 
station, or the route to old base station becomes invalid due to mobility or route expiration. 
Handoff Algorithms — A modification to the ordinary Cellular IP handoff schemes is proposed for the 
proposed protocol. Modified hard handoff (MHH) is used when a mobile node moves from one MANET to 
another, and these MANETs are not overlapped. Also, hard handoff can be used when the mobile node 
loses the connection with the old base station or the route to the old base station becomes invalid. 
Modified semi-soft handoff (MSH) is used when a mobile node moves between overlapped MANETs and 
the hop count to the new base station is less than the hop count to the old base station. 



 
A comparison of several integration solutions has been conducted based on metrics such as the 

type of MANET routing protocol, mobility management type, Gateway discovery, the packet transmission 
method, agent advertisement, and the movement detection method. We have observed that some 
proposals have tried to support micro-mobility by integrating Mobile IP with MANETs, and only one of 
them has tried to utilize the advantages of the IP micro-mobility protocol.. A framework for integrating 
Cellular IP access network and MANETs is proposed. In future, the proposed framework should be 
implemented and studied with different routing scenario.



 


