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UNIT-I 

 

Network architecture: 

Network architecture is the design of a communication networks. It is a 

framework for the specification of a network's physical components and their 

functional organization and configuration, its operational principles and 

procedures, as well as data formats used in its operation. 

In computing, the network architecture is a characteristics of a  computer 

networks. The most prominent architecture today is evident in the framework 

of the Internet, which is based on the Internet protocol suite. 

In telecommunication, the specification of a network architecture may 

also include a detailed description of products and services delivered via a 

communications network, as well as detailed rate and billing structures under 

which services are compensated. 

In distinct usage in distributed computing, network architecture is also 

sometimes used as a synonym for the structure and classification of distributed 

application architecture, as the participating nodes in a distributed application 

are often referred to as a network. For example, the applications architecture of 

the public switched telephone networks (PSTN) has been termed the Advanced 

Intelligent Networks. There are any number of specific classifications but all lie 

on a continuum between the Dumb Network (e.gInternet) and the intelligent 

computer networks (e.g., the telephone network). Other networks contain 

various elements of these two classical types to make them suitable for various 

types of applications. Recently the context networks, which is a synthesis of the 
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two, has gained much interest with its ability to combine the best elements of 

both. 

Computer networks are designed in a highly structured way to reduce their 

design complexity.Most networks are organised as a series of layers or levels. 

The number of layers, the name of each layer, and the function of each layer 

differs from network to network. However, in all networks, each layer clearly 

defines various data communication functions and logical operations. Each 

level is functionally independent of the others, but builds on its predecessor. In 

order to function, higher levels depend on correct operation of the lower levels. 

Figure 1.2 illustrates a 7-layer network architecture. Layer (level) n on one 

computer carries 

on communication with layer n on another computer. The set of rules and 

conventions that encompasses electrical, mechanical and functional 

characteristics of a data link, as well as the control procedures for such 

communication is called the layer n protocol. The communication between two 

layers at the same level (layer n, n ¡¡= ) of two different computers is called 

virtual communication. Here, each layer passes data and control information to 

the layer immediately below it, until the lowest layer (layer 1). At layer 1, 

information from one computer is physically transferred to layer 1 of the other 

(physical communication). 

The interface between each pair of adjacent layers defines which operations 

and services the lower layer offers to the upper one. The network architecture 

thus can be defined as the set of layers and protocols. 

1.2. The ISO and other models 

Figure 1.2 shows the reference model of the Open Systems Interconnection 

(OSI), which has been developed by the International Standards Organisation 
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(ISO). We will briefly define thefunctions and operation of each layer of this 

architecture in turn. 

1.2.1. Layer 1: the physical layer 

This layer is concerned with transmitting an electrical signal representation of 

data over a communication link. Typical conventions would be: voltage levels 

used to represent a “1” and a “0”, duration of each bit, transmission rate, mode 

of transmission, and functions of pins in a connector.An example of a physical 

layer protocol is the RS-232 standard. 

1.2.2. Layer 2: the data link layer 

This layer is concerned with error-free transmission of data units.The data unit 

is an abbreviation of the official name of data-link-service-data-units; it is 

sometimes called the data f rame. The function of the data link layer is to break 

the input data stream into data frames, transmit the frames sequentially, and 

process the acknowledgement frame sent back by the receiver. Data frames 

from this level when transferred to layer 3 are assumed to be error free. 

1.2.3. Layer 3: the network layer 

This layer is the network control layer, and is sometimes called the 

communication subnet layer.It is concerned with intra-network operation such 

as addressing and routing within the subnet. Basically, messages from the 

source host are converted to packets. The packets are then routed to their proper 

destinations. 

1.2.4. Layer 4: the transport layer 

This layer is a transport end-to-end control layer (i.e. source-to-destination). A 

program on the source computer communicates with a similar program on the 

destination computer using the message headers and control messages, whereas 

all the lower layers are only concerned with communication between a 

computer and its immediate neighbours, not the ultimate source and destination 

computers. 



 

  Powered by www.technoscriptz.com 

The transport layer is often implemented as part of the operating system. The 

data link and physical layers are normally implemented in hardware. 

1.2.5. Layer 5: the session layer 

The session layer is the user’s interface into the network. This layer supports 

the dialogue through session control, if services can be allocated. A connection 

between users is usually called a session. A session might be used to allow a 

user to log into a system or to transfer files between two computers. A session 

can only be established if the user provides the remote addresses to be 

connected. The difference between session addresses and transport addresses is 

that session 

addresses are intended for users and their programs, whereas transport 

addresses are intended for transport stations. 

1.2.6. Layer 6: the presentation layer 

This layer is concerned with transformation of transferred information. The 

controls include message compression, encryption, peripheral device coding 

and formatting. 

1.2.7. Layer 7: the application layer 

This layer is concerned with the application and system activities.The content 

of the application layer is up to the individual user. 
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PHYSICAL LINKS: 

In telecommunications a link is the communications channel that 

connects two or more communicating devices. This link may be an actual 

physical link or it may be a logical link that uses one or more actual physical 

links. When the link is a logical link the type of physical link should always be 

specified (e.g., data link,uplink,downlink,fiber optic link,pt to pt link etc.  etc.) 

This term is widely used in computre networking to refer to the 

communications facilities that connect nodes of a network. 
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Types of links 

 Point-to-point 

A point-to-point link is a dedicated link that connects exactly two 

communication facilities (e.g., two nodes of a network, an intercom station at 

an entryway with a single internal intercom station, a radio path between two 

points, etc.). 

 Broadcast 

Broadcast links connect two or more nodes and support broadcast 

transmission, where one node can transmit so that all other nodes can receive 

the same transmission. Ethernet is an example. 

 Multipoint 

      Also known as a "multidrop" link, a multipoint link is a link that 

connects two or more nodes. Also known as general topology networks, 

these include ATM and Frame Relay links, as well as X.25 networks 

when used as links for a network layer protocol like Internet protocol. 

Unlike broadcast links, there is no mechanism to efficiently send a single 

message to all other nodes without copying and retransmitting the message. 

 Point-to-multipoint 

A point to multipoint link is a specific type of multipoint link which consists of 

a central connection endpoint (CE) that is connected to multiple peripheral 

CEs. Any transmission of data that originates from the central CE is received 

by all of the peripheral CEs while any transmission of data that originates from 
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any of the peripheral CEs is only received by the central CE.This term is also 

often used as a synonym for multipoint, as defined above. 

Private and Public - Accessibility and Ownership: 

Links are often referred to by terms which refer to the ownership and / or 

accessibility of the link. 

 A private link is a link that is either owned by a specific entity or a link 

that is only accessible by a specific entity.  

 A public link is a link that uses the Public switched telephone network 

or other public utility or entity to provide the link and which may also be 

accessible by anyone.  

Channel access on links: 

In telecommunications and computer networks, a channel access 

method or multiple access method allows several terminals connected to the 

same multi-point  transmission medium to transmit over it and to share its 

capacity. Examples of shared physical media are wireless networks, bus 

networks, ring networks, hub networks and half-duplex point-to-point links. 

A channel-access scheme is based on a mutiplexing method, that allows 

several data streams or signals to share the same communication channel or 

physical medium. Multiplexing is in this context provided by the physical 

layer.Note that multiplexing also may be used in full-duplex point-to-point 

communication between nodes in a switched network, which should not be 

considered as multiple access. 

http://en.wikipedia.org/wiki/Communication_channel
http://en.wikipedia.org/wiki/Physical_medium
http://en.wikipedia.org/wiki/Physical_layer
http://en.wikipedia.org/wiki/Physical_layer
http://en.wikipedia.org/wiki/Physical_layer
http://en.wikipedia.org/wiki/Full-duplex
http://en.wikipedia.org/wiki/Point-to-point_(telecommunications)
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A channel-access scheme is also based on a multiple access protocol and 

control mechanism, also known as media access control (MAC). This protocol 

deals with issues such as addressing, assigning multiplex channels to different 

users, and avoiding collisions. The MAC-layer is a sub-layer in Layer 2 (Data 

Link Layer) of the OSI model and a component of the Link Layer of the 

TCP/IP model 

Fundamental forms of channel access schemes 

These are the fundamental forms of channel access schemes: 

 The frequency division multiple access (FDMA) channel-access scheme 

is based on the frequency-division multiplex (FDM) scheme, which 

provides different frequency bands to different data-streams - in the 

FDMA case to different users or nodes. An example of FDMA systems 

were the first-generation (1G) cell-phone systems. A related technique is 

wave-length division multiple access (WDMA), based on wavelength 

division multiplex (WDM), where different users get different colors in 

fiber-optical communication.  

 The time division multiple access (TDMA) channel access scheme is 

based on the time division multiplex (TDM) scheme, which provides 

different time-slots to different data-streams (in the TDMA case to 

different transmitters) in a cyclically repetitive frame structure. For 

example, user 1 may use time slot 1, user 2 time slot 2, etc. until the last 

user. Then it starts all over again.  

 The code division multiple access (CDMA) scheme is based on spread 

spectrum. An example is the 3G cell phone system.  

 Space division multiple access (SDMA).  

http://en.wikipedia.org/wiki/Media_access_control
http://en.wikipedia.org/wiki/Data_Link_Layer
http://en.wikipedia.org/wiki/Data_Link_Layer
http://en.wikipedia.org/wiki/OSI_model
http://en.wikipedia.org/wiki/Link_Layer
http://en.wikipedia.org/wiki/TCP/IP_model
http://en.wikipedia.org/wiki/Frequency_division_multiple_access
http://en.wikipedia.org/wiki/Frequency-division_multiplex
http://en.wikipedia.org/wiki/Wavelength_division_multiplex
http://en.wikipedia.org/wiki/Wavelength_division_multiplex
http://en.wikipedia.org/wiki/Wavelength_division_multiplex
http://en.wikipedia.org/wiki/Time_division_multiple_access
http://en.wikipedia.org/wiki/Time_division_multiplex
http://en.wikipedia.org/wiki/Code_division_multiple_access
http://en.wikipedia.org/wiki/Spread_spectrum
http://en.wikipedia.org/wiki/Spread_spectrum
http://en.wikipedia.org/wiki/Spread_spectrum
http://en.wikipedia.org/wiki/3G
http://en.wikipedia.org/wiki/Space_division_multiple_access


 

  Powered by www.technoscriptz.com 

 Packet mode multiple-access is typically also based on time-domain 

multiplexing, but not in a cyclically repetitive frame structure, and 

therefore it is not considered as TDM or TDMA. Due to its random 

character it can be categorised as statistical multiplexing methods, 

making it possible to provide dynamic bandwidth allocation.  

List of channel access methods 

Circuit mode and channelization methods 

The following are common circuit mode and channelization channel access 

methods: 

 Frequency division multiple access (FDMA), based on frequency-

division multiplex (FDM)  

o Wavelength division multiple access (WDMA)  

o Orthogonal frequency division multiple access (OFDMA), based 

on Orthogonal frequency-division multiplexing (OFDM)  

o Single-carrier FDMA (SC-FDMA), a.k.a. linearly-precoded 

OFDMA (LP-OFDMA), based on single-carrier frequency-

domain-equalization (SC-FDE).  

 Time-division multiple access (TDMA), based on time-division 

multiplex (TDM)  

o Multi-Frequency Time Division Multiple Access (MF-TDMA)  

 Code division multiple access (CDMA), a.k.a. Spread spectrum multiple 

access (SSMA)  

o Direct-sequence CDMA (DS-CDMA), based on Direct-sequence 

spread spectrum (DSSS)  

http://en.wikipedia.org/wiki/Packet_mode
http://en.wikipedia.org/wiki/Statistical_multiplexing
http://en.wikipedia.org/wiki/Dynamic_bandwidth_allocation
http://en.wikipedia.org/wiki/Circuit_mode
http://en.wikipedia.org/wiki/Channelization
http://en.wikipedia.org/wiki/Frequency_division_multiple_access
http://en.wikipedia.org/wiki/Frequency-division_multiplex
http://en.wikipedia.org/wiki/Frequency-division_multiplex
http://en.wikipedia.org/wiki/Wavelength_division_multiplexing
http://en.wikipedia.org/wiki/Orthogonal_frequency_division_multiple_access
http://en.wikipedia.org/wiki/Orthogonal_frequency-division_multiplexing
http://en.wikipedia.org/wiki/Single-carrier_FDMA
http://en.wikipedia.org/wiki/Time-division_multiple_access
http://en.wikipedia.org/wiki/Time-division_multiplex
http://en.wikipedia.org/wiki/Time-division_multiplex
http://en.wikipedia.org/w/index.php?title=Multi-Frequency_Time_Division_Multiple_Access&action=edit&redlink=1
http://en.wikipedia.org/wiki/Code_division_multiple_access
http://en.wikipedia.org/wiki/Spread_spectrum
http://en.wikipedia.org/wiki/Spread_spectrum
http://en.wikipedia.org/wiki/Direct-sequence_CDMA
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o Frequency-hopping CDMA (FH-CDMA), based on Frequency-

hopping spread spectrum (FHSS)  

o Orthogonal frequency-hopping multiple access (OFHMA)  

o Multi-carrier code division multiple access (MC-CDMA)  

 Space division multiple access (SDMA)  

Packet mode methods 

The following are examples of packet mode channel access methods: 

 Contention based random multiple access methods  

o Aloha  

o Slotted Aloha  

o Multiple Access with Collision Avoidance (MACA)  

o Multiple Access with Collision Avoidance for Wireless 

(MACAW)  

o Carrier sense multiple access (CSMA)  

o Carrier sense multiple access with collision detection 

(CSMA/CD) - suitable for wired networks  

o Carrier sense multiple access with collision avoidance 

(CSMA/CA) - suitable for wireless networks  

 Distributed Coordination Function (DCF)  

 Point Coordination Function (PCF)  

o Carrier sense multiple access with collision avoidance and 

Resolution using Priorities (CSMA/CARP)  

o Carrier Sense Multiple Access/Bitwise Arbitration (CSMA/BA) 

Based on constructive interference (CAN-bus)  

 Token passing:  

o Token ring  

http://en.wikipedia.org/wiki/Frequency-hopping_CDMA
http://en.wikipedia.org/wiki/Frequency-hopping_spread_spectrum
http://en.wikipedia.org/wiki/Frequency-hopping_spread_spectrum
http://en.wikipedia.org/w/index.php?title=Orthogonal_frequency-hopping_multiple_access&action=edit&redlink=1
http://en.wikipedia.org/wiki/Multi-carrier_code_division_multiple_access
http://en.wikipedia.org/wiki/Packet_mode
http://en.wikipedia.org/w/index.php?title=Random_multiple_access&action=edit&redlink=1
http://en.wikipedia.org/wiki/Aloha_protocol
http://en.wikipedia.org/wiki/Slotted_Aloha
http://en.wikipedia.org/wiki/Multiple_Access_with_Collision_Avoidance
http://en.wikipedia.org/wiki/Multiple_Access_with_Collision_Avoidance_for_Wireless
http://en.wikipedia.org/wiki/Carrier_sense_multiple_access
http://en.wikipedia.org/wiki/Carrier_sense_multiple_access_with_collision_detection
http://en.wikipedia.org/wiki/Carrier_sense_multiple_access_with_collision_avoidance
http://en.wikipedia.org/wiki/Distributed_Coordination_Function
http://en.wikipedia.org/wiki/Point_Coordination_Function
http://en.wikipedia.org/wiki/Carrier_sense_multiple_access_with_collision_avoidance_and_Resolution_using_Priorities
http://en.wikipedia.org/wiki/Carrier_sense_multiple_access_with_collision_avoidance_and_Resolution_using_Priorities
http://en.wikipedia.org/wiki/CSMA/CARP
http://en.wikipedia.org/w/index.php?title=Carrier_Sense_Multiple_Access/Bitwise_Arbitration&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=CSMA/BA&action=edit&redlink=1
http://en.wikipedia.org/wiki/CAN-bus
http://en.wikipedia.org/wiki/Token_passing
http://en.wikipedia.org/wiki/IBM_token_ring
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o Token bus  

 Polling  

 Resource reservation (scheduled) packet-mode protocols  

o Dynamic Time Division Multiple Access (Dynamic TDMA)  

o Packet reservation multiple access (PRMA)  

o Reservation ALOHA (R-ALOHA)  

Duplexing methods 

Where these methods are used for dividing forward and reverse communication 

channels, they are known as duplexing methods, such as: 

 Time division duplex (TDD)  

 Frequency division duplex (FDD)  

Hybrid channel access scheme application examples 

 The channel access method or multiple access method allows several 

terminals connected to the same multi-point transmission medium to transmit 

over it and to share its capacity. Examples of shared physical media are 

wireless networks, bus networks, ring networks, hub networks and half-duplex 

point-to-point links. 

A channel-access scheme is based on a multiplexing method, that allows 

several data streams or signals to share the same communication channel or 

physical medium. Multiplexing is in this context provided by the physical 

layer. Note that multiplexing also may be used in full-duplex point-to-point 

communication between nodes in a switched network, which should not be 

considered as multiple access. 

http://en.wikipedia.org/wiki/Token_bus
http://en.wikipedia.org/wiki/Polling_(computer_science)
http://en.wikipedia.org/wiki/Dynamic_Time_Division_Multiple_Access
http://en.wikipedia.org/w/index.php?title=Packet_reservation_multiple_access&action=edit&redlink=1
http://en.wikipedia.org/wiki/Reservation_ALOHA
http://en.wikipedia.org/wiki/Duplexing
http://en.wikipedia.org/wiki/Duplex_(telecommunications)
http://en.wikipedia.org/wiki/Frequency_division_duplex
http://en.wikipedia.org/wiki/Terminal_(telecommunication)
http://en.wikipedia.org/wiki/Transmission_medium
http://en.wikipedia.org/wiki/Wireless_networks
http://en.wikipedia.org/wiki/Bus_network
http://en.wikipedia.org/wiki/Ring_network
http://en.wikipedia.org/wiki/Hub_network
http://en.wikipedia.org/wiki/Half-duplex
http://en.wikipedia.org/wiki/Multiplexing
http://en.wikipedia.org/wiki/Communication_channel
http://en.wikipedia.org/wiki/Physical_medium
http://en.wikipedia.org/wiki/Physical_layer
http://en.wikipedia.org/wiki/Physical_layer
http://en.wikipedia.org/wiki/Physical_layer
http://en.wikipedia.org/wiki/Full-duplex
http://en.wikipedia.org/wiki/Point-to-point_(telecommunications)
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A channel-access scheme is also based on a multiple access protocol and 

control mechanism, also known as media access control (MAC). This protocol 

deals with issues such as addressing, assigning multiplex channels to different 

users, and avoiding collisions. The MAC-layer is a sub-layer in Layer 2 (Data 

Link Layer) of the OSI model and a component of the Link Layer of the 

TCP/IP model. 

 These are the four fundamental types of channel access schemes: 

 Frequency division multiple access (FDMA) 

The frequency division multiple access (FDMA) channel-access scheme is 

based on the frequency-division multiplex (FDM) scheme, which provides 

different frequency bands to different data-streams - in the FDMA case to 

different users or nodes. An example of FDMA systems were the first-

generation (1G) cell-phone systems. A related technique is wave-length 

division multiple access (WDMA), based on wavelength division multiplex 

(WDM), where different users get different colors in fiber-optical 

communication. 

Time division multiple access (TDMA) 

The time division multiple access (TDMA) channel access scheme is based on 

the time division multiplex (TDM) scheme, which provides different time-slots 

to different data-streams (in the TDMA case to different transmitters) in a 

cyclically repetitive frame structure. For example, user 1 may use time slot 1, 

user 2 time slot 2, etc. until the last user. Then it starts all over again. 

 

http://en.wikipedia.org/wiki/Media_access_control
http://en.wikipedia.org/wiki/Data_Link_Layer
http://en.wikipedia.org/wiki/Data_Link_Layer
http://en.wikipedia.org/wiki/Data_Link_Layer
http://en.wikipedia.org/wiki/OSI_model
http://en.wikipedia.org/wiki/Link_Layer
http://en.wikipedia.org/wiki/TCP/IP_model
http://en.wikipedia.org/wiki/Frequency_division_multiple_access
http://en.wikipedia.org/wiki/Frequency-division_multiplex
http://en.wikipedia.org/wiki/Wavelength_division_multiplex
http://en.wikipedia.org/wiki/Time_division_multiple_access
http://en.wikipedia.org/wiki/Time_division_multiplex
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Packet mode 

Packet mode multiple-access is typically also based on time-domain 

multiplexing, but not in a cyclically repetitive frame structure, and therefore it 

is not considered as TDM or TDMA. Due to its random character it can be 

categorised as statistical multiplexing methods, making it possible to provide 

dynamic bandwidth allocation. 

Code division multiple access (CDMA) 

The code division multiple access (CDMA) scheme is based on spread 

spectrum. An example is the 3G cell phone system. Code division multiple 

access (CDMA) is a channel access method utilized by various radio 

communication technologies. It should not be confused with the mobile phone 

standards called cdmaOne and CDMA2000 (which are often referred to as 

simply CDMA), which use CDMA as an underlying channel access method. 

One of the basic concepts in data communication is the idea of allowing several 

transmitters to send information simultaneously over a single communication 

channel. This allows several users to share a bandwidth of different 

frequencies. This concept is called multiplexing. CDMA employs spread-

spectrum technology and a special coding scheme (where each transmitter is 

assigned a code) to allow multiple users to be multiplexed over the same 

physical channel. By contrast, time division multiple access (TDMA) divides 

access by time, while frequency-division multiple access (FDMA) divides it by 

frequency. CDMA is a form of spread-spectrum signaling, since the modulated 

coded signal has a much higher data bandwidth than the data being 

communicated. 

 

http://en.wikipedia.org/wiki/Packet_mode
http://en.wikipedia.org/wiki/Statistical_multiplexing
http://en.wikipedia.org/wiki/Dynamic_bandwidth_allocation
http://en.wikipedia.org/wiki/Code_division_multiple_access
http://en.wikipedia.org/wiki/Spread_spectrum
http://en.wikipedia.org/wiki/Spread_spectrum
http://en.wikipedia.org/wiki/Spread_spectrum
http://en.wikipedia.org/wiki/3G
http://en.wikipedia.org/wiki/Channel_access_method
http://en.wikipedia.org/wiki/List_of_mobile_phone_standards
http://en.wikipedia.org/wiki/List_of_mobile_phone_standards
http://en.wikipedia.org/wiki/List_of_mobile_phone_standards
http://en.wikipedia.org/wiki/IS-95
http://en.wikipedia.org/wiki/CDMA2000
http://en.wikipedia.org/wiki/Channel_access_method
http://en.wikipedia.org/wiki/Bandwidth_(signal_processing)
http://en.wikipedia.org/wiki/Multiplexing
http://en.wikipedia.org/wiki/Spread-spectrum
http://en.wikipedia.org/wiki/Spread-spectrum
http://en.wikipedia.org/wiki/Time_division_multiple_access
http://en.wikipedia.org/wiki/Time
http://en.wikipedia.org/wiki/Frequency-division_multiple_access
http://en.wikipedia.org/wiki/Frequency
http://en.wikipedia.org/wiki/Spread_spectrum
http://en.wikipedia.org/wiki/Bandwidth_(computing)
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 Space division multiple access (SDMA) 

Space division multiple access (SDMA). Space-Division Multiple Access 

(SDMA) enables creating parallel spatial pipes next to higher capacity pipes 

through spatial multiplexing and/or diversity, by which it is able to offer 

superior performance in radio multiple access communication systems. In 

traditional mobile cellular network systems, the base station has no information 

on the position of the mobile units within the cell and radiates the signal in all 

directions within the cell in order to provide radio coverage. This results in 

wasting power on transmissions when there are no mobile units to reach, in 

addition to causing interference for adjacent cells using the same frequency, so 

called co-channel cells. Likewise, in reception, the antenna receives signals 

coming from all directions including noise and interference signals. By using 

smart antenna technology and by leveraging the spatial location of mobile units 

within the cell, space-division multiple access techniques offer attractive 

performance enhancements. The radiation pattern of the base station, both in 

transmission and reception, is adapted to each user to obtain highest gain in the 

direction of that user. This is often done using phased array techniques. 

Hybrids of these techniques can be - and frequently are - used. Some examples: 

 The GSM cellular system combines the use of frequency division duplex 

(FDD) to prevent interference between outward and return signals, with 

FDMA and TDMA to allow multiple handsets to work in a single cell.  

 GSM with the GPRS packet switched service combines FDD and FDMA 

with slotted Aloha for reservation inquiries, and a Dynamic TDMA 

scheme for transferring the actual data.  

http://en.wikipedia.org/wiki/Space_division_multiple_access
http://www.imec.be/wireless/mimo/
http://en.wikipedia.org/wiki/Cellular_network
http://en.wikipedia.org/wiki/Base_station
http://en.wikipedia.org/wiki/Co-channel_interference
http://en.wikipedia.org/wiki/Co-channel
http://en.wikipedia.org/wiki/Antenna_(radio)
http://en.wikipedia.org/wiki/Smart_antenna
http://en.wikipedia.org/wiki/Radiation_pattern
http://en.wikipedia.org/wiki/Phased_array
http://en.wikipedia.org/wiki/GSM
http://en.wikipedia.org/wiki/GSM
http://en.wikipedia.org/wiki/GPRS
http://en.wikipedia.org/wiki/Slotted_Aloha
http://en.wikipedia.org/wiki/Dynamic_TDMA
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 Bluetooth packet mode communication combines frequency hopping 

(for shared channel access among several private area networks in the 

same room) with CSMA/CA (for shared channel access inside a 

medium).  

 IEEE 802.11b wireless local area networks (WLANs) are based on 

FDMA and DS-CDMA for avoiding interference among adjacent 

WLAN cells or access points. This is combined with CSMA/CA for 

multiple access within the cell.  

 HIPERLAN/2 wireless networks combine FDMA with dynamic TDMA, 

meaning that resource reservation is achieved by packet scheduling.  

 G.hn, an ITU-T standard for high-speed networking over home wiring 

(power lines, phone lines and coaxial cables) employs a combination of 

TDMA, Token passing and CSMA/CARP to allow multiple devices to 

share the medium.  

Definition within certain application areas 

Local and metropolitan area networks 

In local area networks (LANs) and metropolitan area networks (MANs), 

multiple access methods enable bus networks, ring networks, hubbed networks, 

wireless networks and half duplex point-to-point communication, but are not 

required in full duplex point-to-point serial lines between network switches and 

routers, or in switched networks (logical star topology). The most common 

multiple access method is CSMA/CD, which is used in Ethernet. Although 

today's Ethernet installations typically are switched, CSMA/CD is utilized 

anyway to achieve compatibility with hubs. 

Satellite communications 

http://en.wikipedia.org/wiki/Bluetooth
http://en.wikipedia.org/wiki/Frequency_hopping
http://en.wikipedia.org/wiki/CSMA/CA
http://en.wikipedia.org/wiki/IEEE_802.11b
http://en.wikipedia.org/wiki/Wireless_local_area_network
http://en.wikipedia.org/wiki/DS-CDMA
http://en.wikipedia.org/wiki/CSMA/CA
http://en.wikipedia.org/wiki/HIPERLAN/2
http://en.wikipedia.org/wiki/FDMA
http://en.wikipedia.org/wiki/Dynamic_TDMA
http://en.wikipedia.org/wiki/Packet_scheduling
http://en.wikipedia.org/wiki/G.hn
http://en.wikipedia.org/wiki/ITU-T
http://en.wikipedia.org/wiki/TDMA
http://en.wikipedia.org/wiki/Token_passing
http://en.wikipedia.org/wiki/CSMA/CARP
http://en.wikipedia.org/wiki/Local_area_network
http://en.wikipedia.org/wiki/Metropolitan_area_network
http://en.wikipedia.org/wiki/CSMA/CD
http://en.wikipedia.org/wiki/Ethernet
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In satellite communications, multiple access is the capability of a 

communications satellite to function as a portion of a communications link 

between more than one pair of satellite terminals concurrently. Three types of 

multiple access presently used with communications satellites are code-

division, frequency-division, and time-division multiple access. 

Switching centers 

In telecommunication switching centers, multiple access is the 

connection of a user to two or more switching centers by separate access lines 

using a single message routing indicator or telephone number. 

 

Data Link Layer Issues 

 Link Configuration Control 

 Link Discipline Control 

 Link Management - bringing link up and down 

 Framing 

 Flow Control 

 Error Control 

Link Configuration Control refers to the following: 

 Link Topology 

 Link Duplexity 

 The topology of a communication link refers to the physical arrangement 

of the connection between the devices.  In its fundamental form the 

topology of a data link between two devices could be: 

http://en.wikipedia.org/wiki/Satellite_communications
http://en.wikipedia.org/wiki/Communications_satellite
http://en.wikipedia.org/wiki/Code-division_multiple_access
http://en.wikipedia.org/wiki/Code-division_multiple_access
http://en.wikipedia.org/wiki/Frequency-division_multiple_access
http://en.wikipedia.org/wiki/Time-division_multiple_access
http://en.wikipedia.org/wiki/Switching_center
http://en.wikipedia.org/wiki/Telecommunication_connection
http://en.wikipedia.org/wiki/User_(telecommunications)
http://en.wikipedia.org/wiki/Access_network
http://en.wikipedia.org/wiki/Message
http://en.wikipedia.org/wiki/Routing_indicator
http://en.wikipedia.org/wiki/Telephone_number
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o Direct Link 

o Indirect Link 

DirectLink: 

Two devices are connected by a direct link if there are no 

intermediate devices (except repeaters or amplifiers) in between them. 

 

 

 

 

              Indirect Link 

 If there are one or more intermediate devices between two devices 

then the link between them is referred to as an indirect link.Devices A 

and C have a direct link between them whereas devices A and B have an 

indirect link between them 

A BC

 

There are two possibilities with a direct link: 

 Multipoint Link 

 Point to Point Link 

A direct link is called a multipoint link is there are more than two 

devices sharing the link. 

A B
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Point to Point Link 

 A direct link between two devices is called a point to point link if 

and only if they are the only two devices sharing the link. 
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Link Duplexity: 

Duplexity refers to the fact that either one station can transmit at a time (half 

duplex) or both can transmit simultaneously (full duplex) 

Simple: 

 Only one device can transmit to the other i.e. only transmit 

in one direction 

 Not real communication, just one way communication, 

rarely used in data communications 

 Examples: ordinary television, radio e.g., receiving signals 

from the radio station or CATV 

 The sending station has only one transmitter the receiving 

station has only one receiver 

Half Duplex: 

 Both devices can transmit to each other but not 

simultaneously, data may travel in both directions, but only in one 

direction at a time 

 Devices take turns to speak 

 Usually implies single path for both transmission and 

reception 

 Computers use control signals to negotiate when to send 

and when to receive 

 The time it takes to switch between sending and receiving 

is called turnaround time 

Full Duplex: 
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 Both devices can transmit simultaneously 

 Usually implies separate transmit and receive paths 

 Complete two-way simultaneous transmission 

 Faster than half-duplex communication because no 

turnaround time is needed 

 

Link Discipline Control 

Link discipline is dependent on three things: 

 The topology of the link 

 Duplexity of the link 

 Relationship of the devices on the link i.e. Peer to Peer or 

Primary - Secondary 

1. Primary - Secondary is the old terminal to 

host environment 

2. Peer - Peer is the modern computer network 

environment 

Link Discipline with Point to Point Links 

 Simple 

 One device may send an ENQ message to see if the other is 

ready 

 On receiving an ACK the DATA frame may be sent 

 

Line Discipline with Multipoint Links 

There are two possibilities: 
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 Designated Primary Station  

This Primary-secondary relationship is the case for terminal host 

setup 

 No Designated Primary Station i.e. Peer - Peer  

Peer to Peer relationship holds in computer network. 

Designated Primary Station  

 The Primary station controls the link 

 Primary either polls the secondaries or selects one of them 

to transmit 

No Designated Primary Station 

 Various Medium Access Control (MAC) schemes are in 

use in Local Area Networks 

 Examples CSMA/CD, Token Ring 

 These are distributed link discipline control schemes 

Framing: 

 Framing refers to the fact that the beginning and the end of 

data are marked so to be recognized and help in synchronization. 

 A frame is a quantum of data usually at layer two of the 

OSI reference model. 

 The size of a frame is measured in bits.  The size of a frame 

could range from a few bits (5 to 8) to few hundred or even 

thousand bits. 

Error correction and Detection: 
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 All transmission media have potential for introduction of errors 

 Error Control refers to the facts that errors must be: 

 Detected reliably 

 Something should be done to retransmit the frame that has been 

received in error 

 Error detection refers to the techniques  

used to send extra information that  

can help in indicating to the receiver if the data might have been 

changed during the course of travelling through the medium. 

 Parity error detection and CRC error detection are two techniques 

that will be discussed for error detection. 

 

 

 Value of parity bit is such that character has even (even parity) or 

odd (odd parity) number of ones 
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 Even number of bit errors goes undetected 

 Two types of parity: 

 Simple Parity 

 LRC/VRC 

 

Parity

1 0 0 1 1 1 0 0

0 0 1 1 1 0 0 1

1 1 1 0 1 1 1 0

Data

 

 Simple parity 

 

VRC

1 0 0 1 1 1 0 0

0 0 1 1 1 0 0 1

1 1 1 0 1 1 1 0

1 1 1 0 1 1 1 0

0 0 1 1 1 0 0 1

0 0 1 0 1 0 1 1

0 0 1 1 1 0 0 1

1 0 0 0 1 1 1 0 LRC

Data

 

   LRC/VRC 

 Cyclic redundancy check: 
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 For a Message block of k bits (called M) transmitter generates n 

bit sequence (Called Frame Check Sequence or F) 

 Transmit k+n bits which is exactly divisible by some number 

called P which is n+1 bits long 

 Receive divides frame by that number 

 If no remainder, assume no error 
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Forward Error Correction 

 Forward Error Correction (FEC) can also be used.   

 In FEC Error Correcting Codes (ECC) are used instead of just 

Error Detecting Codes (EDC) as in ARQ.   

 However, since ECC imply a sizeable overhead they are rarely 

used in data communication.  It is more efficient to just retransmit 

the frame in error.  This is so because errors occur once in a 

thousand or more frames whereas the overhead of ECC would be 

occurring with every single frame that is transmitted.   

 A situation where FEC might make sense would be where a 

satellite is transmitting to multiple earth stations and an error 

occurs for only one of the stations.  In that case it would be 

burdensome for all the other stations that the frame is 
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retransmitted.  It would be more desirable that the station 

receiving the frame in error could correct the error for itself 

 

Automatic Repeat Request  

Three type of ARQ are in common use:  

 Stop and wait 

 Go back N 

 Selective reject (selective retransmission) 

Stop and Wait Error Control is in-efficient for the same reasons that Stop 

and Wait Flow Control was.  Therefore Sliding Window Error Control is 

used.  In this context it is called continuous ARQ.  There are two 

variants: 

 Go Back N ARQ 

 Selective Reject ARQ 

  Stop and wait ARQ 

 Source transmits single frame 

 Wait for ACK 

 If received frame damaged, discard it 

 Transmitter has timeout 

 If no ACK within timeout, retransmit 

 If ACK damaged, transmitter will not recognize it 

 Transmitter will retransmit 

 Receive gets two copies of frame 

 Use ACK0 and ACK1 
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Flow Control 

 Flow Control refers to mechanisms that make sure that the 

sending station cannot overwhelm the receiving station with data. 

 Preventing buffer overflow 

 Transmission time 

 Time taken to emit all bits into medium 

 Propagation time 

 Time for a bit to traverse the link 

 

Stop and Wait Flow Control. 

 Stop and Wait Flow Control works like this: 

 The simplest form of flow control is Stop and Wait Flow Control. 

 Stop and Wait Flow Control works like this: 

 The sending station sends a frame of data and then waits for an 

acknowledgement from the other station before sending further 

data 

 The other party can stop the flow of data by simply withholding 

an acknowledgement 

 Source may not send new frame until receiver acknowledges the 

frame already sent 

 Very inefficient, especially when a single message is broken into 

separate frames 

 Stop and Wait Flow control works great if data are sent as a few 

large frames. 
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 However large frames are undesirable for the following reasons: 

 Large frame means one station occupies the link for a longer time 

(undesirable on a multipoint link) 

 There is more chance of error in a large frame resulting in more 

lost data and more retransmission 

 

Utilization = U = frame time / total time 

U = 1/1+2a 

a =  Propagation Time / Transmission Time 

         a = Medium length in bits / Frame length in bits 

Sliding window Flow control 

 Allows multiple frames to be in transit 
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 Receiver sends acknowledgement with sequence number of 

anticipated frame 

 Sender maintains list of sequence numbers it can send, receiver 

maintains list of sequence numbers it can receive 

 ACK (acknowledgement) supplemented with RNR (receiver not 

ready) 
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UNIT II 

Medium Access Control 

The media used in LANs generally convey frames from only one station at a 

time,  although the media themselves are generally shared by a number of stations. In 

order to overcome the difficulties which may arise through sharing, a Medium Access 

Control (MAC) mechanism or protocol is necessary. A MAC protocol merely 

regulates how stations may access the medium in an orderly fashion for correct 

operation and also attempts to ensure that each station obtains a fair share of its 

use.LAN networks usually have only a single medium over which all messages, 

represented over a series of frames, are transmitted. If the medium is not being used 

two, or more, stations may simultaneously attempt an access, leading to a collision. 

An MAC technique is therefore required to regulate access by stations to the 

medium and handle the effect of two, or more, stations simlultaneously attempting to 

acces the medium. There is also the danger that once a pair of stations have 

established communication, all other stations may be excluded, perhaps indefinitely, 

or at least for a considerable period of time. A LAN does not usually have any 

separate network control function for operation. Nor is a separate control function 

required to detect abnormal network conditions, or to control recovery therefrom. 

Rather, each station is generally equally responsible in 

a LAN, in which case control is said to be fully distributed. 

Three general MAC techniques exist for use within fully distributed networks: 

1. Contention: Here there is no regulating mechanism directly to govern stations 

attempting to access a medium. Rather, two or more stations may contend for the 

medium and any multiple simultaneous accesses are resolved as they arise. 

2. Token passing: A single token exists within the network and is passed between 
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stations in turn. Only a station holding the token may use the medium for 

transmission. This eliminates multiple simultaneous accesses of the medium with the 

attendant risk of collision. 

3. Slotted and register insertion rings: Similar in principle to token passing, but a 

unique time interval is granted to a station for transmission. 

Carrier 

IEEE 802.3 CSMA/CD 

IEEE 802.3, which, for historical reasons, is also known as Ethernet, is the 

most popular type of LAN currently in use.The standard defines a range of options for 

the physical media, which are summarized in Table 10.1. Earlier variants employed a 

bus-based topology. A star-based topology is also defined which makes use of 

twisted-pair conductors although the network behaves as a logical bus. The basic, 

10Base5 standard allows for a maximum segment length of 500 m and a total bus 

system not exceeding 2500 m. A segment is merely an unrepeatered section of cable. 

This gives rise to the non-rooted branching tree structure shown in Figure. It is 

‘non-rooted’ since no head end or master station exists. Segments 
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  not exceeding 500 m may be interconnected via repeaters which reshape and retime 

data signals to overcome the attenuation and distortion introduced by the medium. In 

this way unacceptable signal deterioration in networks up to the maximum system 

length of 2500 m is avoided. However, care must be taken in building IEEE 802.3 

networks comprising several segments. A further rule, known as the ‘5:4:3 rule’, must 

be followed to ensure satisfactory operation. This rule states that no more than five 

segments may be interconnected using four repeaters and that only three of the 

segments may be populated with stations. 

 Figure indicates the frame structure used by IEEE 802.3. The 

preamble, in conjunction with Manchester line coding, provides a period during which 

the receiver may synchronize its clock with that of the incoming bit stream. Once 

synchronized, a receiver monitors the incoming bit stream for the unique start of 

frame delimiter (SFD) pattern  from which the receiver may then   correctly align 

itself with that of the incoming 

 

 

frame structure. Destination and source addresses (DA, SA) are 6 bytes long, 

although there exists an option for 2-byte addressing. Ethernet addresses, each of 

which is unique, are burnt into NIC cards during manufacture. The length field 

indicates to the receiver how many data bytes to expect. The data field carries the 

LLC PDU and therefore the length depends upon its size, with a maximum 

of 1500 bytes. To ensure that the frame length is at least equal to twice the 
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maximum propagation delay, or collision window, for reasons discussed in the 

previous chapter, the data and pad field must equal at least 46 bytes. Where there are 

less than 46 bytes of data to be transmitted within a frame sufficient pad bytes are 

added to ensure that the pad and fields in combination are made equal to 46 bytes. 

Contention algorithm 

When a packet is going by, a station interface can hear its carrier and so does 

not initiate a transmission of its own. When a carrier is absent a station may decide to 

transmit its data.However, it takes about 4ms for an electrical signal to pass from one 

end of a 1km coaxial cable to the other end. During this 4ms more than one station 

might decide to transmit data simultaneously, not knowing each other’s 

carrier already existed on the cable. This results in a collision.The transceiver must 

listen to the cable when it is transmitting.  
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  Powered by www.technoscriptz.com 

 

MAC Frame 

    Figure 13.3 depicts the frame format for the 802.3 protocol; it consists of the 

following  fields: 

Preamble. A 7-octet pattern of alternating 0s and 1s used by the receiver to 

establish bit synchronization. 

Start frame delimiter. The sequence 10101011, which indicates the actual start 

of the frame and which enables the receiver to locate the first bit of the rest 

of the frame. 

Destination address (DA). Specifies the station(s) for which the frame is 

intended. It may be a unique physical address, a group address, or a global 

address. The choice of a 16- or 48-bit address length is an implementation 

decision, and must be the same for all stations on a particular LAN. 

Source address (SA). Specifies the station that sent the frame. 

Length. Length of the LLC data field. 

LLC data. Data unit supplied by LLC. 

Pad. Octets added to ensure that the frame is long enough for proper CD 

operation. 

 

 



 

  Powered by www.technoscriptz.com 

 

 

 

Frame check sequence (FCS). A 32-bit cyclic redundancy check, based on all 

fields except the preamble, the SFD, and the FCS. 

IEEE 802.3 10-Mbgs Specifications (Ethernet) 

The IEEE 802.3 committee has been the most active in defining alternative physical 

configurations; this is both good and bad. On the good side, the standard has been 

responsive to evolving technology. On the bad side, the customer, not to mention the 

potential vendor, is faced with a bewildering array of options. However, the 

committee has been at pains to ensure that the various options can be easily integrated 

into a configuration that satisfies a variety of needs. Thus, the user that has a complex 

set of requirements may find the flexibility and variety of the 802.3 standard to be an 

asset. 

To distinguish among the various implementations that are available, the 

committee has developed a concise notation: 

<data rate in Mbps><signaling method><maximum segment length in hundreds of 

meters> 
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The defined alternatives are:2 

 

 

 

Token ring and FDDI 

Token ring is the most commonly used MAC protocol for ring-topology LANs. 

In this section, we examine two standard LANs that use token ring: IEEE 802.5 and 

FDDI. 

IEEE 802.5 Medium Access Control 

MAC Protocol 

The token ring technique is based on the use of a small frame, called a token, that 

circulates when all stations are idle. A station wishing to transmit must wait until it 

detects a token passing by. It then seizes the token by changing one bit in the token, 

which transforms it from a token into a start-of-frame sequence for a data frame. The 

station then appends and transmits the remainder of the fields needed to construct a 

data frame. 
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When a station seizes a token and begins to transmit a data frame, there is no 

token on the ring, so other stations wishing to transmit must wait. The frame on the 

ring will make a round trip and be absorbed by the transmitting station. The 

transmitting station will insert a new token on the ring when both of the following 

conditions have been met:  

The station has completed transmission of its frame.The leading edge of the 

transmitted frame has returned (after a complete circulation 

of the ring) to the station.If the bit length of the ring is less than the frame length, the 

first condition implies the second; if not, a station could release a free token after it 

has finished transmitting but before it begins to receive its own transmission. The 

second condition is not strictly necessary, and is relaxed under certain circumstances. 

The advantage of imposing the second condition is that it ensures that only one data 

frame at a time may be on the ring and that only one station at a time may be 

transmitting,  thereby simplifying error-recovery procedures. 

Once the new token has been inserted on the ring, the next station downstream 

with data to send will be able to seize the token and transmit. Figure 13.5 illustrates 

the technique. In the example, A sends a packet to C, which receives it and then sends 

its own packets to A and D. 

Note that under lightly loaded conditions, there is some inefficiency with 

token ring because a station must wait for the token to come around before 

transmitting. However, under heavy loads, which is when it matters, the ring functions 

in a round-robin fashion, which is both efficient and fair. To see this, consider the 

configuration in Figure 13.5. After station A transmits, it releases a token. The first 

station with an opportunity to transmit is D. If D transmits, it then releases a token and 

C has the next opportunity, and so on. 

The principal advantage of token ring is the flexible control over access that it 

provides. In the simple scheme just described, the access if fair. As we shall see, 

schemes can be used to regulate access to provide for priority and for guaranteed 
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bandwidth services. 

The principal disadvantage of token ring is the requirement for token 

rnaintenance.Loss of the token prevents further utilization of the ring. Duplication of 

the 

token can also disrupt ring operation. One station must be selected as a monitor to 

ensure that exactly one token is on the ring and to ensure that a free token is 

reinserted, if necessary. 
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MAC Frame 

Figure depicts the frame format for the 802.5 protocol. It consists of the following 

fields: 

 

 

 

Starting delimiter (SD). Indicates start of frame. The SD consists of signaling 

patterns that are distinguishable from data. It is coded as follows: JKOJKOOO, 

where J and K are nondata symbols. The actual form of a nondata symbol 

depends on the signal encoding on the medium. 

 

Access control (AC). Has the format PPPTMRRR, where PPP and RRR are 

3-bit priority and reservation variables, and M is the monitor bit; their use is 

explained below. T indicates whether this is a token or data frame. In the case 

of a token frame, the only remaining field is ED. 
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Frame control (FC). Indicates whether this is an LLC data frame. If not, bits 7 

in this field control operation of the token ring MAC protocol. 

 

Destination address (DA). As with 802.3. 

SA Data unit 

(c) Access control field 

A = Addressed recognized bit 

r A C r 

Source address (SA). As with 802.3. 

R 

 

Data unit. Contains LLC data unit. 

 

Frame check sequence (FCS). As with 802.3. 

 

End delimiter (ED). Contains the error-detection bit (E), which is set if any repeater 

detects an error, and the intermediate bit (I), which is used to indicate that this is a 

frame other than the final one of a multiple-frame transmission. FCS 

 

Frame status (FS). Contains the address recognized (A) and frame-copied (C) bits, 

whose use is explained below. Because the A and C bits are outside the scope of the 

FCS, they are duplicated to provide a redundancy check to detect erroneous settings. 

 

Token Ring Priority 

The 802.5 standard includes a specification for an optional priority mechanism. 

Eight levels of priority are supported by providing two 3-bit fields in each data 

frame and token: a priority field and a reservation field. To explain the algorithm, 

let us define the following variables: 
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Pf = priority of frame to be transmitted by station 

P, = service priority: priority of current token 

Pr = value of P, as contained in the last token received by this station 

R, = reservation value in current token 

Rr = highest reservation value in the frames received by this station during 

the last token rotation 

The scheme works as follows: 

1. A station wishing to transmit must wait for a token with P, 5 Pf. 

2. While waiting, a station may reserve a future token at its priority level (Pf). 

If a data frame goes by, and if the reservation field is less than its priority 

(R, < Pf), then the station may set the reservation field of the frame to its 

priority (R, t Pf). If a token frame goes by, and if (R, < Pf AND Pf < P.,), 

then the station sets the reservation field of the frame to its priority (R, c Pf). 

This setting has the effect of preempting any lower-priority reservation. 

3. When a station seizes a token, it sets the token bit to 1 to start a data frame, 

sets the reservation field of the data frame to 0, and leaves the priority field 

unchanged (the same as that of the incoming token frame). 

4. Following transmission of one or more data frames, a station issues a new 

tokenwith the priority and reservation fields. 

Early Token Release. 

When a station issues a frame, if the bit length of the ring is less than that of the 

frame, the leading edge of the transmitted frame will return to the transmitting sta 
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has completed transmission; in this case, the station may issue a token 

as soon as it has finished frame transmission. If the frame is shorter than the bit 

length of the ring, then after a station has completed transmission of a frame, it must 

wait until the leading edge of the frame returns before issuing a token. In this latter 

case, some of the potential capacity of the ring is unused. 
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To allow for more efficient ring utilization, an early token release (ETR) option 

has been added to the 802.5 standard. ETR allows a transmitting station to release a 

token as soon as it completes frame transmission, whether or not the frame header has 

returned to the station. The priority used for a token released prior to receipt of the 

previous frame header is the priority of the most recently  received frame. 

IEEE 802.5 Physical Layer Specification 

The 802.5 standard (Table 13.4) specifies the use of shielded twisted pair with 

data rates of 4 and 16 Mbps using Differential Manchester encoding. An earlier 

specification of a 1-Mbps system has been dropped from the most recent edition of the 

standard. A recent addition to the standard is the use of unshielded twisted pair at 4 

Mbps. 

 

 

 

 

 

FDDI 

Medium 

Access 

Control 

FDDI is a token ring scheme, similar to the IEEE 802.5 specification, that is designed 

for both LAN and MAN applications. There are several differences that are designed 

to accommodate the higher data rate (100 Mbps) of FDDI. 
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MAC Frame 

Figure 13.8 depicts the frame format for the FDDI protocol. The standard defines 

the contents of this format in terms of symbols, with each data symbol corresponding 

to 4 data bits. Symbols are used because, at the physical layer, data are encoded in 4-

bit chunks. However, MAC entities, in fact, must deal with individual bits, so the 

discussion that follows sometimes refers to 4-bit symbols and sometime to bits. A 

frame other than a token frame consists of the following fields: 

 

Preamble. Synchronizes the frame with each station's clock. The originator of the 

frame uses a field of 16 idle symbols (64 bits); subsequent repeating stations may 

change the length of the field, as consistent with clocking requirements. The idle 

symbol is a nondata fill pattern. The actual form of a nondata symbol depends on the 

signal encoding on the medium. 

 

Starting delimiter (SD). Indicates start of frame. It is coded as JK, where J and 

K are nondata symbols. 

 

Frame control (FC). Has the bit format CLFFZZZZ, where C indicates 
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whether this is a synchronous or asynchronous frame (explained below); L 

indicates the use of 16- or 48-bit addresses; FF indicates whether this is an 

LLC, MAC control, or reserved frame. For a control frame, the remaining 4 

bits indicate the type of control frame. 

 

Destination address (DA). Specifies the station(s) for which the frame is 

intended. It may be a unique physical address, a multicast-group address, or a 

broadcast address. The ring may contain a mixture of 16- and 48-bit address 

lengths.  

 

Source address (SA). Specifies the station that sent the frame. 

 

0 Information. Contains an LLC data unit or information related to a control 

operation. 

 

Frame check sequence (FCS). A 32-bit cyclic redundancy check, based on the 

FC, DA, SA, and information fields. 

 

Ending delimiter (ED). Contains a nondata symbol (T) and marks the end of 

the frame, except for the FS field. 

 

0 Frame Status (FS). Contains the error detected (E), address recognized (A), and 

frame copied (F) indicators. Each indicator is represented by a symbol, which is R for 

"reset" or "false" and S for "set" or "true." A token frame consists of the following 

fields: 

 

Preamble. As above. 
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Starting delimiter. As above. 

 

Frame control (FC). Has the bit format 10000000 or 11000000 to indicate that 

this is a token. 

 

Ending delimiter (ED). Contains a pair of nondata symbols (T) that terminate 

the token frame. 

 

 

MAC Protocol 

 

The basic (without capacity allocation) FDDI MAC protocol is fundamentally the 

same as IEEE 802.5. There are two key differences: 

 

1. In FDDI, a station waiting for a token seizes the token by aborting (failing to 

repeat) the token transmission as soon as the token frame is recognized. After 

the captured token is completely received, the station begins transmitting one 

or more data frames. The 802.5 technique of flipping a bit to convert a token 

to the start of a data frame was considered impractical because of the high 

data rate of FDDI. 

 

2. In FDDI, a station that has been transmitting data frames releases a new 

token as soon as it completes data frame transmission, even if it has not begun 

to receive its own transmission. This is the same technique as the early token 

release option of 802.5. Again, because of the high data rate, it would be too 

inefficient to require the station to wait for its frame to return, as in normal 

802.5 operation. 
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All stations have the same value of TTRT and a separately assigned value of 

SAi. In addition, several variables that are required for the operation of the 

capacityallocation algorithm are maintained at each station: 

 

* Token-rotation timer (TRT) 

* Token-holding timer (THT) 
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* Late counter (LC) 

 

Each station is initialized with TRT set equal to TTRT and LC set to zero.' 

When the timer is enabled, TRT begins to count down. If a token is received before 

TRT expires, TRT is reset to TTRT. If TRT counts down to 0 before a token is 

received, then LC is incremented to 1 and TRT is reset to TTRT and again begins 

to count down. IF TRT expires a second time before receiving a token, LC is 

incremented to 2, the token is considered lost, and a Claim process (described below) 

is initiated. Thus, LC records the number of times, if any, that TRT has expired si nce  

the token was last received at that station. The token is considered to have arrived 

early if TRT has not expired since the station received the token-that is, if 

LC = 0. 

FDDI Physical Layer Specification  

The FDDI standard specifies a ring topology operating at 100 Mbps. Two media are  

included (Table 13.5). The optical fiber medium uses 4Bl5B-NRZI encoding. Two 

twisted pair media are specified: 100-ohm Category 5 unshielded twisted pair6 and 

150-ohm shielded twisted pair. For both twisted pair media, MLT-3 encoding is used.  

Wireless Lan: 

In just the past few years, wireless LANs have come to occupy a significant niche in  

the local area network market. Increasingly, organizations are finding that wireless 

LANs are an indispensable adjunct to traditional wired LANs, as they satisfy 

requirements for mobility, relocation, ad hoc networking, and coverage of locations 

difficult to wire. 

As the name suggests, a wireless LAN is one that makes use of a wireless 

transmission medium. Until relatively recently, wireless LANs were little used; the 

reasons for this included high prices, low data rates, occupational safety concerns, 

and licensing requirements. As these problems have been addressed, the popularity 

of wireless LANs has grown rapidly. 
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In this section, we first look at the requirements for and advantages of wireless 

LANs, and then preview the key approaches to wireless LAN implementation. 

Wireless LANs Applications 

Four application areas for wireless LANs: LAN extension, cross building 

interconnect, nomadic access, and ad hoc networks. Let us consider each  of these in 

turn. 

 

LAN Extension 

Early wireless LAN products, introduced in the late 1980s, were marketed as 

substitutes for traditional wired LANs. A wireless LAN saves the cost of the 

installation of LAN cabling and eases the task of relocation and other modifications to 

network structure. However, this motivation for wireless LANs was overtaken by 

events. First, as awareness of the need for LAN became greater, architects designed 

new buildings to include extensive prewiring for data applications. Second, with 

advances in data transmission technology, there has been an increasing reliance on 

twisted pair cabling for LANs and, in particular, Category 3 unshielded twisted pair. 

Most older building are already wired with an abundance of Category 3 cable. Thus, 

the use of a wireless LAN to replace wired LANs has not happened to any great 

extent. 
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Figure 12.17 indicates a simple wireless LAN configuration that is typical of 

many environments. There is a backbone wired LAN, such as Ethernet, that supports 

servers, workstations, and one or more bridges or routers to link with other networks. 

In addition there is a control module (CM) that acts as an interface to a wireless LAN. 

The control module includes either bridge or router functionality to link the wireless 

LAN to the backbone. In addition, it includes some sort of access control logic, such 

as a polling or token-passing scheme, to regulate the access from the end systems. 

Note that some of the end systems are standalone devices, such as a workstation or a 

server. In addition, hubs or other user modules (UM) that control a number of stations 

off a wired LAN may also be part of the wireless LAN configuration. 

 

The configuration of Figure 12.17 can be referred to as a single-cell wireless 

LAN; all of the wireless end systems are within range of a single control module. 
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Another common configuration, suggested by Figure 12.18, is a multiple-cell wireless 

LAN. In this case, there are multiple control modules interconnected by a wired LAN. 

Each control module supports a number of wireless end systems within its 

transmission range. For example, with an infrared LAN, transmission is limited to a 

single room; therefore, one cell is needed for each room in an office building that 

requires wireless support 

Cross-Building Interconnect 

Another use of wireless LAN technology is to connect LANs in nearby buildings, 

be they wired or wireless LANs. In this case, a point-to-point wireless link is used 

between two buildings. The devices so connected are typically bridges or routers. 

This single point-to-point link is not a LAN per se, but it is usual to include this 

application under the heading of wireless LAN. 

 

 

 



 

  Powered by www.technoscriptz.com 

 

 

Nomadic Access 

Nomadic access provides a wireless link between a LAN hub and a mobile data 

terminal  equipped with an antenna, such as a laptop computer or notepad computer. 

One example of the utility of such a connection is to enable an employee returning 

from a trip to transfer data from a personal portable computer to a server in the office. 

Nomadic access is also useful in an extended environment such as a campus or a 

business operating out of a cluster of buildings. In both of these cases, users may 

move around with their portable computers and may wish access to the servers on a 

wired LAN from various locations. 

 

Ad Hoc Networking 

An ad hoc network is a peer-to-peer network (no centralized server) set up 

temporarily to meet some immediate need. For example, a group of employees, each 

with a laptop or palmtop computer, may convene in a conference room for a business 

or classroom meeting. The employees link their computers in a temporary network 

just for the duration of the meeting. 

Figure 12.19 suggests the differences between an ad hoc wireless LAN and a 

wireless LAN that supports LAN extension and nomadic access requirements. In 

the former case, the wireless LAN forms a stationary infrastructure consisting of 

one or more cells with a control module for each cell. Within a cell, there may be a 

number of stationary end systems. Nomadic stations can move from one cell to 

another. In contrast, there is no infrastructure for an ad hoc network. Rather, a peer 

collection of stations within range of each other may dynamically configure 

themselves  into a temporary network. 
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Wireless LAN Requirements 

A wireless LAN must meet the same sort of requirements typical of any LAN, 

including high capacity, ability to cover short distances, full connectivity among 

attached stations, and broadcast capability. In addition, there are a number of 

requirements specific to the wireless LAN environment. The following are among 

the most important requirements for wireless LANs: 
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Throughput. The medium access control protocol should make as efficient use 

as possible of the wireless medium to maximize capacity. 

 

Number of nodes. Wireless LANs may need to support hundreds of nodes 

across multiple cells. 

 

Connection to backbone LAN. In most cases, interconnection with stations on 

a wired backbone LAN is required. For infrastructure wireless LANs, this is 

easily accomplished through the use of control modules that connect to bothtypes of 

LANs. There may also need to be accommodation for mobile users 

and ad hoc wireless networks. 

 

Service area. A typical coverage area for a wireless LAN may be up to a 300 

to 1000 foot diameter. 

 

Battery power consumption. Mobile workers use battery-powered workstations 

that need to have a long battery life when used with wireless adapters. 

This suggests that a MAC protocol that requires mobile nodes to constantly 

monitor access points or to engage in frequent handshakes with a base station 

is inappropriate. 

 

Transmission robustness and security. Unless properly designed, a wireless 

LAN may be interference-prone and easily eavesdropped upon. The design of 

a wireless LAN must permit reliable transmission even in a noisy environment 

and should provide some level of security from eavesdropping. 

 

" Collocated network operation. As wireless LANs become more popular, it is 
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quite likely for two of them to operate in the same area or in some area where 

interference between the LANs is possible. Such interference may thwart the 

normal operation of a MAC algorithm and may allow unauthorized access to 

a particular LAN. 

 

" License-free operation. Users would prefer to buy and operate wireless LAN 

products without having to secure a license for the frequency band used by the 

LAN. 

 

" HandoWroaming. The MAC protocol used in the wireless LAN should 

enable mobile stations to move from one cell to another. 

 

" Dynamic configuration. The MAC addressing and network management 

aspects of the LAN should permit dynamic and automated addition, deletion, 

and relocation of end systems without disruption to other users.  

 

Wireless LAN Tec 

Wireless LANs are generally categorized according to the transmission technique 

that is used. All current wireless LAN products fall into one of the following 

categories: 

 

Infrared (IR) LANs. An individual cell of an IR LAN is limited to a single 

room, as infrared light does not penetrate opaque walls. 

 

Spread Spectrum LANs. This type of LAN makes use of spread spectrum 

transmission technology. In most cases, these LANs operate in the ISM 

(Industrial, Scientific, and Medical) bands, so that no FCC licensing is 

required for their use in the U.S. 
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Narrowband Microwave. These LANs operate at microwave frequencies 

but do not use spread spectrum. Some of these products operate at frequencies 

that require FCC licensing, while others use one of the unlicensed ISM 

bands. 

Bridges and switches 

The early designs for bridges were intended for use between local area networks 

(LANs) that use identical protocols for the physical and medium access layers (e.g., 

all conforming to IEEE 802.3 or all conforming to FDDI). Because the devices all 

use the same protocols, the amount of processing required at the bridge is minimal. 

In recent years, bridges that operate between LANs with different MAC protocols 

have been developed. However, the bridge remains a much simpler device than the 

router, which is discussed in Chapter 16. 

Because the bridge is used in a situation in which all of the LANs have the 

same characteristics, the reader may ask why one does not simply use one large 

LAN. Depending on circumstance, there are several reasons for the use of multiple 

LANs connected by bridges: 

 

Reliability. The danger in connecting all data processing devices in an organization to 

one network is that a fault on the network may disable communication for all devices. 

By using bridges, the network can be partitioned into selfcontained units. 

 

Performance. In general, performance on a LAN or MAN declines with an 

increase in the number of devices or with the length of the medium. A number 

of smaller LANs will often give improved performance if devices can be 

clustered so that intra-network traffic significantly exceeds inter-network 

traffic. 
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Security. The establishment of multiple LANs may improve security of 

communications. 

 

It is desirable to keep different types of traffic (e.g., accounting, 

personnel, strategic planning) that have different security needs on physically 

separate media. At the same time, the different types of users with different 

levels of security need to communicate through controlled and monitored 

mechanisms. 

Functions of a Bridge 

 

Figure 14.1 illustrates the operation of a bridge between two LANs, A and B. The 

bridge performs the following functions: 

 

* Reads all frames transmitted on A, and accepts those addressed to stations 

on B. 

* Using the medium access control protocol for B, retransmits the frames 

onto B. 

* Does the same for B-to-A traffic. 

 

Several design aspects of a bridge are worth highlighting: 

 

 

1. The bridge makes no modification to the content or format of the frames it 

receives, nor does it encapsulate them with an additional header. Each frame 

to be transferred is simply copied from one LAN and repeated with exactly 

the same bit pattern as the other LAN. Because the two LANs use the same 

LAN protocols, it is permissible to do this. 
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2. The bridge should contain enough buffer space to meet peak demands. 

Over a short period of time, frames may arrive faster than they can be 

retransmitted. 

 

3. The bridge must contain addressing and routing intelligence. At a minimum, 

the bridge must know which addresses are on each network in order to know 

which frames to pass. Further, there may be more than two LANs interconnected 

by a number of bridges. In that case, a frame may have to be routed 

through several bridges in its journey from source to destination. 

 

4. A bridge may connect more than two LANs 

Bridge Protocol Architecture 

 

The IEEE 802.1D specification defines the protocol architecture for MAC bridges. 

In addition, the standard suggests formats for a globally administered set of MAC 
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station addresses across multiple homogeneous LANs. In this subsection, we examine 

the protocol architecture of these bridges. 

 

Within the 802 architecture, the endpoint or station address is designated at 

the MAC level. Thus, it is at the MAC level that a bridge can function. Figure 14.2 

shows the simplest case, which consists of two LANs connected by a single bridge. 

The LANs employ the same MAC and LLC protocols. The bridge operates as 

previously described. A MAC frame whose destination is not on the immediate LAN 

is captured by the bridge, buffered briefly, and then transmitted on the other LAN. As 

far as the LLC layer is concerned, there is a dialogue between peer LLC entitie  in the 

two endpoint stations. The bridge need not contain an LLC layer, as it is merely 

serving to relay the MAC frames. Figure 14.2b indicates the way in which data is 

encapsulated using a bridge. Data are provided by some user to LLC. The LLC entity 

appends a header and 
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pas

ses the resulting data unit to the MAC entity, which appends a header and a 

trailer to form a MAC frame. On the basis of the destination MAC address in the 

frame, it is captured by the bridge. The bridge does not strip off the MAC fields; its 

function is to relay the MAC frame intact to the destination LAN. Thus. the frame 

is deposited on the destination LAN and captured by the destination station. 
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ROUTING WITH BRIDGES 
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Suppose that station 1 transmits a frame on LAN A intended for station 5. The 

frame will be read by both bridge 101 and bridge 102. For each bridge, the 

addressed station is not on a LAN to which the bridge is attached. Therefore, each 

bridge must make a decision of whether or not to retransmit the frame on its other 

LAN, in order to move it closer to its intended destination. In this case, bridge 101 

should repeat the frame on LAN B, whereas bridge 102 should refrain from 

retransmitting the frame. Once the frame has been transmitted on LAN B, it will be 

picked up by both bridges 103 and 104. Again, each must decide whether or not to 

forward the frame. In this case, bridge 104 should retransmit the frame on LAN E, 

where it will be received by the destination, station 5. 
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A variety of routing strategies have been proposed and implemented in recent 

years. The simplest and most common strategy is fixed routing. This strategy is 

suitable for small LAN collections and for interconnections that are relatively stable. 

More recently, two groups within the IEEE 802 committee have developed 

specificationsfor routing strategies. The IEEE 802.1 group has issued a standard for 

routingbased on the use of a spanning tree algorithm. The token ring committee, 

IEEE802.5, has issued its own specification, referred to as source routing. We 

examine these three strategies in turn. 

 

Fixed routing was introduced in our discussion of routing for packet-switching 

networks.For fixed routing with bridges, a route is selected for each source-

destinationpair of LANs in the internet. If alternate routes are available between two 

LANs,then typically the route with the least number of hops is selected. The routes 

arefixed, or at least only change when there is a change in the topology of the internet. 

 

Figure 14.7 shows a fixed-routing design for the configuration of Figure 14.6.A 

central routing matrix shows, for each source-destination pair of LANs, the identity of 

the first bridge on the route. So, for example, the route from LAN E to 

LAN F begins by going through bridge 107 to LAN A. Again, consulting the 

matrix,the route from LAN A to LAN F goes through bridge 102 to LAN C. 

Finally,the route from LAN C to LAN F is directly through bridge 105 
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Spanning Tree Routing 

 

The spanning tree approach is a mechanism in which bridges automatically develop a 

routing table and update that table in response to changing topology. The 

algorithmconsists of three mechanisms: frame forwarding, address learning, and 

loopresolution. 

 

Frame Forwarding 

 

In this scheme, a bridge maintains a filtering database, which is based on MAC 

address. Each entry consists of a MAC individual or group address, a port number, 

and an aging time (described below); we can interpret this in the following fashion. 

A station is listed with a given port number if it is on the same side of the bridge as 

the port. For example, for bridge 102 of Figure 14.5, stations on LANs C, F, and G 

are on the same side of the bridge as the LAN C port; and stations on LANs A, B, 

D, and E are on the same side of the bridge as the LAN A port. When a frame is 

received on any port, the bridge must decide whether that frame is to be forwarded 

through the bridge and out through one of the bridge's other ports. Suppose that a 

bridge receives a MAC frame on port x. The following rules are applied (Figure 

1. Search the forwarding database to determine if the MAC address is listed for 

any port except port x. 

 

2. If the destination MAC address is not found, flood the frame by sending it out 

on all ports except the port by which it arrived. 

 

3. If the destination address is in the forwarding database for some port y f x, 

then determine whether port y is in a blocking or a forwarding state. For reasons 
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explained below, a port may sometimes be blocked, which prevents it 

from receiving or transmitting frames. 
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Spanning Tree Algorithm 

 

The address learning mechanism described above is effective if the topology of the 

internet is a tree; that is, if there are no alternate routes in the network. The existence 

of alternate routes means that there is a closed loop.  

 

For example in  the following is a closed loop: LAN A, bridge 101, LAN B, bridge 

104, LAN E, bridge 107, LAN A. To see the problem created by a closed loop, 

consider Figure 14.9. At time to,station A transmits a frame addressed to station B. 

The frame is captured by both bridges. Each bridge updates its database to indicate 

that station A is in the direction of LAN X, and retransmits the frame on LAN Y. Say 

that bridge a retransmits at time tl and bridge P a short time later, t2. Thus, B will 

receive two copies of theframe. Furthermore, each bridge will receive the other's 

transmission on LAN Y. 

 

Note that each transmission is a MAC frame with a source address of A and a 

destination address of B. Each bridge, then, will update its database to indicate that 

station A is in the direction of LAN Y. Neither bridge is capable now of forwarding a 

frame addressed to station A. 

But the problem is potentially more serious. Assume that the two bridges do 

not yet know of the existence of station B. In this case, we have the following 

scenario. A transmits a frame addressed to B. Each bridge captures the frame. Then, 

each bridge, because it does not have information about B, automatically retransmits a 

copy of the frame on LAN Y. The frame transmitted by bridge a is captured by station 
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B and by bridge P. Because bridge P does not know where B is, it take this frame and 

retransmits it on LAN X. Similarly, bridge a receives bridge p's  transmission on LAN 

Y and retransmits the frame on LAN X. There are now two 

 

 

frames on LAN X that will be picked up for retransmission on LAN Y. This process  

repeats indefinitely. 

 

To overcome the above problem, a simple result from graph theory is used: 

For any connected graph, consisting of nodes and edges connecting pairs of nodes, 

there is a spanning tree of edges that maintains the connectivity of the graph but 

contains no closed loops. In terms of internets, each LAN corresponds to a graph 

node, and each bridge corresponds to a graph edge. Thus, in Figure 14.6, the 

removal of one (and only one) of bridges 107,101, or 104, results in a spanning tree. 

 

What is desired is to develop a simple algorithm by which the bridges of the internet 

can exchange sufficient information to automatically (without user intervention) 
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derive a spanning tree. The algorithm must be dynamic. That is, when a topology 

change occurs, the bridges must be able to discover this fact and automatically 

derive a new spanning tree. 

The algorithm is based on the use of the following: 

1. Each bridge is assigned a unique identifier; in essence, the identifier consists 

of a MAC address for the bridge plus a priority level. 

2. There is a special group MAC address that means "all bridges on this LAN." 

When a MAC frame is transmitted with the group address in the destination 

address field, all of the bridges on the LAN will capture that frame and interpret 

it as a frame addressed to itself. 

3. Each port of a bridge is uniquely identified within the bridge, with a port 

identifier. 

With this information established, the bridges are able to exchange routing 

information in order to determine a spanning tree of the internet. We will explain 

the operation of the algorithm using Figures 14.10 and 14.11 as an example. The 

following concepts are needed in the creation of the spanning tree: 
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Example configuration for spanning tree algorithm. 

Root bridge. The bridge with the lowest value of bridge identifier is chosen to 

be the root of the spanning tree. 

Path cost. Associated with each port on each bridge is a path cost, which is the 

cost of transmitting a frame onto a LAN through that port. A path between 

two stations will pass through 0 or more bridges. At each bridge, the cost of 

transmission is added to give a total cost for a particular path. In the simplest 

case, all path costs would be assigned a value of 1; thus, the cost of a path 

would simply be a count of the number of bridges along the path. Alternatively, 

costs could be assigned in inverse proportion to the data rate of the corresponding 

LAN, or any other criterion chosen by the network manager. 
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Root port. Each bridge discovers the first hop on the minimum-cost path to 

the root bridge. The port used for that hop is labeled the root port. When the 

cost is equal for two ports, the lower port number is selected so that a unique 

spanning tree is constructed. 
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Root path cost. For each bridge, the cost of the path to the root bridge with 

minimum cost (the path that starts at the root port) is the root path cost for 

that bridge. 

Designated bridge, designated port. On each LAN, one bridge is chosen to be 

the designated bridge. This is the bridge on that LAN that provides the minimum 

cost path to the root bridge. This is the only bridge allowed to forward 

frames from the LAN for which it is the designated bridge toward the root 

bridge. The port of the designated bridge that attaches the bridge to the LAN 

is the designated port. For all LANs to which the root bridge is attached, the 

root bridge is the designated bridge. All internet traffic to and from the LAN 

passes through the designated port. 

1. Determine the root bridge. 

2. Determine the root port on all other bridges. 

3. Determine the designated port on each LAN. This will be the port with the 

minimum root path cost. In the case of two or more bridges with the same root 

path cost, the highest-priority bridge is chosen as the designated bridge. If the 

designated bridge has two or more ports attached to this LAN, then the port 
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with the lowest value of port identifier is chosen. 

By this process, when two LANs are directly connected by more than one 

bridge, all of the bridges but one are eliminated. This cuts any loops that involve 

two LANs. It can be demonstrated that this process also eliminates all loops involving 

more than two LANs and that connectivity is preserved. Thus, this process di scoversa 

spanning tree for the given internet. In our example, the solid lines indicate the bridge 

ports that participate in the spanning tree. The steps outlined above require that the 

bridges exchange information. The information is exchanged in the form of bridge 

protocol data units (BPDUs). A BPDU transmitted by one bridge is addressed to and 

received by all of the other bridges on the same LAN. Each BPDU contains the 

following information: 

The identifier of this bridge and the port on this bridge 

The identifier of the bridge that this bridge considers to be the root 

The root path cost for this bridge 

To begin, all bridges consider themselves to be the root bridge. Each bridge 

will broadcast a BPDU on each of its LANs that asserts this fact. On any given 

LAN, only one claimant will have the lowest-valued identifier and will maintain its 

belief. Over time, as BPDUs propagate, the identity of the lowest-valued bridge 

identifier throughout the internet will be known to all bridges. The root bridge will 

regularly broadcast the fact that it is the root bridge on all of the LANs to which it 

is attached; this allows the bridges on those LANs to determine their root port and 

the fact that they are directly connected to the root bridge. Each of these bridges in 

turn broadcasts a BPDU on the other LANs to which it is attached (all LANs 

except the one on its root port), indicating that it is one hop away from the root 

bridge. This activity is propagated throughout the internet. Every time that a bridge 

receives a BPDU, it transmits BPDUs, indicating the identity of the root bridge and 

the number of hops to reach the root bridge. On any LAN, the bridge claiming to 

be the one that is closest to the root becomes the designated bridge. 
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We can trace some of this activity with the configuration in Figure 14.10. At 

startup time, bridges 1,3, and 4 all transmit BPDUs on LAN 2, each claiming to be 

the root bridge. When bridge 3 receives the transmission from bridge 1, it recognizes a 

superior claimant and defers. Bridge 3 has also received a claiming BPDU from 

bridge 5 via LAN 5. Bridge 3 recognizes that bridge 1 has a superior claim to be the 

root bridge; it therefore assigns its LAN 2 port to be its root port, and sets the root 

path cost to 10. By similar actions, bridge 4 ends up with a root path cos t of 5 via 

LAN 2; bridge 5 has a root path cost of 5 via LAN 1; and bridge 2 has a root path cost 

of 10 vi Source Routing 

The IEEE 802.5 committee has developed a bridge routing approach referred to as 

source routing. With this approach, the sending station determines the route that 

the frame will follow and includes the routing information with the frame; bridges 

read the routing information to determine if they should forward the frame. 

Basic Operation 

The basic operation of the algorithm can be described by making reference to the 

configuration in Figure 14.12. A frame from station X can reach station Z by either 

of the following routes: 

* LAN 1, bridge B1, LAN 3, bridge B3, LAN 2 

* LAN 1, bridge B2, LAN 4, bridge B4, LAN 2 

Station X may choose one of these two routes and place the information, in the 

form of a sequence of LAN and bridge identifiers, in the frame to be transmitted. 

When a bridge receives a frame, it will forward that frame if the bridge is on the 

designated route; all other frames are discarded. In this case, if the first route above is 

specified, bridges B1 and B3 will forward the frame; if the second route is specified, 

bridges B2 and B4 will forward the frame. 

Note that with this scheme, bridges need not maintain routing tables. The 

bridge makes the decision whether or not to forward a frame solely on the basis of 

the routing information contained in that frame. All that is required is that the 
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bridge know its own unique identifier and the identifier of each LAN to which it is 

attached. The responsibility for designing the route falls to the source station. 

For this scheme to work, there must be a mechanism by which a station can 

determine a route to any destination station. Before addressing this issue, we need 

to discuss various types of routing directives.a LAN 1. 
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Routing Directives and Addressing Modes 

The source routing scheme developed by the IEEE 802.5 committee includes four 

different types of routing directives. Each frame that is transmitted includes an 

indicator 

of the type of routing desired. The four directive types are 

 0 Null. No routing is desired. In this case, the frame can only be delivered to 

stations on the same LAN as the source station. 

 Nonbroadcast. The frame includes a route, consisting of a sequence of LAN 

numbers and bridge numbers, that defines a unique route from the source station 

to the destination station. Only bridges on that route forward the frame, 

and only a single copy of the frame is delivered to the destination station. 

 All-routes broadcast. The frame will reach each LAN of the internet by all 

possible routes. Thus, each bridge will forward each frame once to each of its 

ports in a direction away from the source node, and multiple copies of the 

frame may appear on a LAN. The destination station will receive one copy of 
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the frame for each possible route through the network. 

 Single-route broadcast. Regardless of the destination address of the frame, 

the frame will appear once, and only once, on each LAN in the internet. For 

this effect to be achieved, the frame is forwarded by all bridges that are on a 

spanning tree (with the source node as the root) of the internet. The destination 

station receives a single copy of the frame. 
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UNIT-III 

 

Circuit switching vs. packet switching: 

One fundamental way of differentiating networking technologies is on the basis of the 

method they use to determine the path between devices over which information will 

flow. In highly simplified terms, there are two approaches: either a path can be set up 

between the devices in advance, or the data can be sent as individual data elements 

over a variable path. 

Circuit Switching In this networking method, a connection called a circuit is set up 

between two devices, which is used for the whole communication. Information about 

the nature of the circuit is maintained by the network . The circuit may either be a 

fixed one that is always present, or it may be a circuit that is created on an as-needed 

basis. Even if many potential paths through intermediate devices may exist between 

the two devices communicating, only one will be used for any given dialog. This is 

illustrated in Figure1 

 

     Figure1:Circuit Switching 

In a circuit-switched network, before communication can occur between two 

devices, a circuit is established between them. This is shown as a thick blue line for 

the conduit of data from Device A to Device B, and a matching purple line from B 

http://www.tcpipguide.com/free/t_CircuitSwitchingandPacketSwitchingNetworks.htm
http://www.tcpipguide.com/free/t_CircuitSwitchingandPacketSwitchingNetworks.htm
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back to A. Once set up, all communication between these devices takes place over this 

circuit, even though there are other possible ways that data could conceivably be 

passed over the network of devices between them. Contrast this diagram to Figure 2 

The classic example of a circuit-switched network is the telephone system. 

When you call someone and they answer, you establish a circuit connection and can 

pass data between you, in a steady stream if desired. That circuit functions the same 

way regardless of how many intermediate devices are used to carry your voice. You 

use it for as long as you need it, and then terminate the circuit. The next time you call, 

you get a new circuit, which may (probably will) use different hardware than the first 

circuit did, depending on what's available at that time in the network 

Packet Switching 

In this network type, no specific path is used for data transfer. Instead, the data is 

chopped up into small pieces called packets and sent over the network. The packets 

can be routed, combined or fragmented, as required to get them to their eventual 

destination. On the receiving end, the process is reversed—the data is read from the 

packets and re-assembled into the form of the original data. A packet-switched 

network is more analogous to the postal system than it is to the telephone system 

(though the comparison isn't perfect.) An example is shown in Figure 2. 

 

 

 Figure 2: Packet Switching 
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In a packet-switched network, no circuit is set up prior to sending data between 

devices. Blocks of data, even from the same file or communication, may take any 

number of paths as it journeys from one device to another. Compare this to Figure 1 

Comparing Circuit Switching and Packet Switching 

A common temptation when considering alternatives such as these is to ask which is 

“better”—and as usually is the case, the answer is “neither”. There are places where 

one is more suited than the other, but if one were clearly superior, both methods 

wouldn't be used. 

One important issue in selecting a switching method is whether the network medium 

is shared or dedicated. Your phone line can be used for establishing a circuit because 

you are the only one who can use it—assuming you can keep that pesky 

wife/husband/child/sister/brother/father/mother off the phone. 

However, this doesn't work well in LANs, which typically use a single shared medium 

and baseband signaling. If two devices were to establish a connection, they would 

“lock out” all the other devices for a long period of time. It makes more sense to chop 

the data into small pieces and send them one at a time. Then, if two other devices 

want to communicate, their packets can be interspersed and everyone can share the 

network. 

The ability to have many devices communicate simultaneously without dedicated data 

paths is one reason why packet switching is becoming predominant today. However, 

there are some disadvantages of packet switching compared to circuit switching. One 

is that since all data does not take the same, predictable path between devices, it is 

possible that some pieces of data may get lost in transit, or show up in the incorrect 

order. In some situations this does not matter, while in others it is very important 

indeed. 

While the theoretical difference between circuit and packet switching is pretty clear-

cut, understanding how they are used is a bit more complicated. One of the major 

issues is that in modern networks, they are often combined. For example, suppose you 

connect to the Internet using a dial-up modem. You will be using IP datagrams 

(packets) to carry higher-layer data, but it will be over the circuit-switched telephone 

network. Yet the data may be sent over the telephone system in digital packetized 

form. So in some ways, both circuit switching and packet switching are being used 

concurrently. 
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The Internet Protocol (IP) is a protocol used for communicating data  across packet 

switched internetwork using the Internet Protocol Suite, also referred to as TCP/IP. 

IP is the primary protocol in the Internet Layer of the Internet Protocol Suite and has 

the task of delivering distinguished protocol datagrams (packets) from the source host 

to the destination host solely based on their addresses. For this purpose the Internet 

Protocol defines addressing methods and structures for datagram encapsulation. The 

first major version of addressing structure, now referred to as Internet Protocol 

Version 4 (IPv4) is still the dominant protocol of the Internet, although the successor, 

Internet Protocol Version 6 (IPv6) is being deployed actively worldwide 

IP encapsulation 

Data from an upper layer protocol is encapsulated as packets/datagrams (the terms are 

synonymous in IP). Circuit setup is not needed before a host may send packets to 

another host that it has previously not communicated with (a characteristic of packet-

switched networks), thus IP is a connectionless protocol. This is in contrast to public 

switched telephone networks that require the setup of a circuit for each phone call 

(connection-oriented protocol). 

Services provided by IP 

Because of the abstraction provided by encapsulation, IP can be used over a 

heterogeneous network, i.e., a network connecting computers may consist of a 

combination of Ethernet, ATM, FDDI, Wi-Fi, token ring, or others. Each link layer 

implementation may have its own method of addressing (or possibly the complete 

lack of it), with a corresponding need to resolve IP addresses to data link addresses. 

This address resolution is handled by the Address Resolution Protocol (ARP) for IPv4 

and Neighbor Discovery Protocol (NDP) for IPv6. 

Reliability 

The design principles of the Internet protocols assume that the network infrastructure 

is inherently unreliable at any single network element or transmission medium and 

that it is dynamic in terms of availability of links and nodes. No central monitoring or 

performance  measurement facility exists that tracks or maintains the state of the 

network. For the benefit of reducing network complexity, the intelligence in the 

network is purposely mostly located in the end nodes of each data transmission, cf. 

end-to-end principle. Routers in the transmission path simply forward packets to next 

known local gateway matching the routing prefix for the destination address. 
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As a consequence of this design, the Internet Protocol only provides best effort 

delivery and its service can also be characterized as unreliable. In network 

architectural language it is a connection-less protocol, in contrast to so-called 

connection-oriented modes of transmission. The lack of reliability allows any of the 

following fault events to occur: 

 data corruption  

 lost data packets  

 duplicate arrival  

 out-of-order packet delivery; meaning, if packet 'A' is sent before packet 'B', 

packet 'B' may arrive before packet 'A'. Since routing is dynamic and there is 

no memory in the network about the path of prior packets, it is possible that the 

first packet sent takes a longer path to its destination.  

The only assistance that the Internet Protocol provides in Version 4 (IPv4) is to ensure 

that the IP packet header is error-free through computation of a checksum at the 

routing nodes. This has the side-effect of discarding packets with bad headers on the 

spot. In this case no notification is required to be sent to either end node, although a 

facility exists in the Internet Control Message Protocol (ICMP) to do so. 

IPv6, on the other hand, has abandoned the use of IP header checksums for the benefit 

of rapid forwarding through routing elements in the network. 

The resolution or correction of any of these reliability issues is the responsibility of an 

upper layer protocol. For example, to ensure in-order delivery the upper layer may 

have to cache data until it can be passed to the application. 

In addition to issues of reliability, this dynamic nature and the diversity of the Internet 

and its components provide no guarantee that any particular path is actually capable 

of, or suitable for performing the data transmission requested, even if the path is 

available and reliable. One of the technical constraints is the size of data packets 

allowed on a given link. An application must assure that it uses proper transmission 

characteristics. Some of this responsibility lies also in the upper layer protocols 

between application and IP. Facilities exist to examine the maximum transmission 

unit (MTU) size of the local link, as well as for the entire projected path to the 

destination when using IPv6. The IPv4 internetworking layer has the capability to 

automatically fragment the original datagram into smaller units for transmission. In 

this case, IP does provide re-ordering of fragments delivered out-of-order.  

Transmission Control Protocol (TCP) is an example of a protocol that will adjust its 

segment size to be smaller than the MTU. User Datagram Protocol (UDP) and Internet 
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Control Message Protocol (ICMP) disregard MTU size thereby forcing IP to fragment 

oversized datagrams.  

IP addressing and routing 

Perhaps the most complex aspects of IP are IP addressing and routing. Addressing 

refers to how end hosts become assigned IP addresses and how subnetworks of IP host 

addresses are divided and grouped together. IP routing is performed by all hosts, but 

most importantly by internetwork routers, which typically use either interior gateway 

protocols (IGPs) or external gateway protocols (EGPs) to help make IP datagram 

forwarding decisions across IP connected networks. 

Address Resolution Protocol (ARP) &Reverse Address Resolution Protocol(RARP)��
 

 
���

��
 

RARP (Reverse Address Resolution Protocol) is a protocol by which a physical machine in 

a local area network can request to learn its IP address from a gateway server's Address 

Resolution Protocol (ARP) table or cache. A network administrator creates a table in a local 

area network's gateway router that maps the physical machine (or Media Access Control - 

MAC address) addresses to corresponding Internet Protocol addresses. When a new 

machine is set up, its RARP client program requests from the RARP server on the router to 

be sent its IP address. Assuming that an entry has been set up in the router table, the RARP 

server will return the IP address to the machine which can store it for future use.  

RARP is available for Ethernet, Fiber Distributed-Data Interface, and Token Ring LANs. 

��The address resolution protocol (arp) is a protocol used by the Internet Protocol (IP) , 

specifically IPv4, to map IP network addresses to the hardware addresses used by a data link 

protocol. The protocol operates below the network layer as a part of the interface between 

the OSI network and OSI link layer. It is used when IPv4 is used over Ethernet. 

 

The address resolution protocol (arp) is a protocol used by the Internet Protocol (IP) , 

specifically IPv4, to map IP network addresses to the hardware addresses used by a 

data link protocol. The protocol operates below the network layer as a part of the 

interface between the OSI network and OSI link layer. It is used when IPv4 is used 

over Ethernet. 
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The term address resolution refers to the process of finding an address of a computer 

in a network. The address is "resolved" using a protocol in which a piece of 

information is sent by a client process executing on the local computer to a server 

process executing on a remote computer. The information received by the server 

allows the server to uniquely identify the network system for which the address was 

required and therefore to provide the required address. The address resolution 

procedure is completed when the client receives a response from the server containing 

the required address. 

An Ethernet network uses two hardware addresses which identify the source and 

destination of each frame sent by the Ethernet. The destination address (all 1's) may 

also identify a broadcast packet (to be sent to all connected computers). The hardware 

address is also known as the Medium Access Control (MAC) address, in reference to 

the standards which define Ethernet. Each computer network interface card is 

allocated a globally unique 6 byte link address when the factory manufactures the card 

(stored in a PROM). This is the normal link source address used by an interface. A 

computer sends all packets which it creates with its own hardware source link address, 

and receives all packets which match the same hardware address in the destination 

field or one (or more) pre-selected broadcast/multicast addresses.  

The Ethernet address is a link layer address and is dependent on the interface card 

which is used. IP operates at the network layer and is not concerned with the link 

addresses of individual nodes which are to be used.The address resolution protocol 

(arp) is therefore used to translate between the two types of address. The arp client 

and server processes operate on all computers using IP over Ethernet. The processes 

are normally implemented as part of the software driver that drives the network 

interface card.  

There are four types of arp messages that may be sent by the arp protocol. These are 

identified by four values in the "operation" field of an arp message. The types of 

message are: 

1. ARP request  

2. ARP reply  

3. RARP request  

4. RARP reply  

. 

The format of an arp message is shown below: 
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Format of an arp message used to resolve the remote MAC Hardware Address (HA) 

To reduce the number of address resolution requests, a client normally caches resolved 

addresses for a (short) period of time. The arp cache is of a finite size, and would become 

full of incomplete and obsolete entries for computers that are not in use if it was allowed to 

grow without check. The arp cache is therefore periodically flushed of all entries. This 

deletes unused entries and frees space in the cache. It also removes any unsuccessful 

attempts to contact computers which are not currently running. 

If a host changes the MAC address it is using, this can be detected by other hosts when the 

cache entry is deleted and a fresh arp message is sent to establish the new association. The 

use of gratuitous arp (e.g. triggered when the new NIC interface is enabled with an IP 

address) provides a more rapid update of this information. 

Example of use of the Address Resolution Protocol (arp) 

The figure below shows the use of arp when a computer tries to contact a remote computer 

on the same LAN (known as "sysa") using the "ping" program. It is assumed that no 

previous IP datagrams have been received form this computer, and therefore arp must first 

be used to identify the MAC address of the remote computer. 

 

The arp request message ("who is X.X.X.X tell Y.Y.Y.Y", where X.X.X.X and Y.Y.Y.Y are 

IP addresses) is sent using the Ethernet broadcast address, and an Ethernet protocol type of 

value 0x806. Since it is broadcast, it is received by all systems in the same collision domain 

(LAN). This is ensures that is the target of the query is connected to the network, it will 

receive a copy of the query. Only this system responds. The other systems discard the packet 

silently. 

The target system forms an arp response ("X.X.X.X is hh:hh:hh:hh:hh:hh", where 
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hh:hh:hh:hh:hh:hh is the Ethernet source address of the computer with the IP address of 

X.X.X.X). This packet is unicast to the address of the computer sending the query (in this 

case Y.Y.Y.Y). Since the original request also included the hardware address (Ethernet 

source address) of the requesting computer, this is already known, and doesn't require 

another arp message to find this out. 

 

Gratuitous ARP 

Gratuitous ARP is used when a node (end system) has selected an IP address and then 

wishes to defend its chosen address on the local area network (i.e. to check no other node is 

using the same IP address). It can also be used to force a common view of the node's IP 

address (e.g. after the IP address has changed). 

Use of this is common when an interface is first configured, as the node attempts to clear out 

any stale caches that might be present on other hosts. The node simply sends an arp request 

for itself.  

Proxy ARP 

Proxy ARP is the name given when a node responds to an arp request on behalf of another 

node. This is commonly used to redirect traffic sent to one IP address to another 

system.Proxy ARP can also be used to subvert traffic away from the intended recipient. By 

responding instead of the intended recipient, a node can pretend to be a different node in a 
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network, and therefore force traffic directed to the node to be redirected to itself. The node 

can then view the traffic (e.g. before forwarding this to the originally intended node) or 

could modify the traffic. Improper use of Proxy ARP is therefore a significant security 

vulnerability and some networks therefore implement systems to detect this. Gratuitous 

ARP can also help defend the correct IP to MAC bindings. 

The Dynamic Host Configuration Protocol (DHCP) is a computer networking protocol 

used by hosts (DHCP clients) to retrieve IP address assignments and other configuration 

information. 

DHCP uses a client-server architecture. The client sends a broadcast request for 

configuration information. The DHCP server receives the request and responds with 

configuration information from its configuration database.In the absence of DHCP, all hosts 

on a network must be manually configured individually - a time-consuming and often error-

prone undertaking.DHCP is a popular with ISP's because it allows a host to obtain a 

temporary IP addressWhen a DHCP-configured client (a computer or any other network-

aware device) connects to a network, the DHCP client sends a broadcast query requesting 

necessary information from a DHCP server. The DHCP server manages a pool of IP 

addresses and information about client configuration parameters such as default gateway, 

domain name, the name servers, other servers such as time servers, and so forth. On 

receiving a valid request, the server assigns the computer an IP address, a lease (length of 

time the allocation is valid), and other IP configuration parameters, such as the subnet mask 

and the default gateway. The query is typically initiated immediately after booting, and must 

complete before the client can initiate IP-based communication with other hosts. 

Depending on implementation, the DHCP server may have three methods of allocating IP-

addresses: 

 dynamic allocation: A network administrator assigns a range of IP addresses to 

DHCP, and each client computer on the LAN has its IP software configured to 

request an IP address from the DHCP server during network initialization. The 

request-and-grant process uses a lease concept with a controllable time period, 

allowing the DHCP server to reclaim (and then reallocate) IP addresses that are not 

renewed (dynamic re-use of IP addresses).  

 automatic allocation: The DHCP server permanently assigns a free IP address to a 

requesting client from the range defined by the administrator. This is like dynamic 

allocation, but the DHCP server keeps a table of past IP address assignments, so that 

it can preferentially assign to a client the same IP address that the client previously 

had.  

 static allocation: The DHCP server allocates an IP address based on a table with 

MAC address/IP address pairs, which are manually filled in (perhaps by a network 
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administrator). Only requesting clients with a MAC address listed in this table will be 

allocated an IP address. This feature (which is not supported by all devices) is 

variously called Static DHCP Assignment (by DD-WRT), fixed-address (by the 

dhcpd documentation), DHCP reservation or Static DHCP (by Cisco/Linksys), and 

IP reservation or MAC/IP binding (by various other router manufacturers). 

DHCP discovery 

The client broadcasts messages on the physical subnet to discover available DHCP servers. 

Network administrators can configure a local router to forward DHCP packets to a DHCP 

server from a different subnet. This client-implementation creates a User Datagram Protocol 

(UDP) packet with the broadcast destination of 255.255.255.255 or the specific subnet 

broadcast address. 

A DHCP client can also request its last-known IP address (in the example below, 

192.168.1.100). If the client remains connected to a network for which this IP is valid, the 

server might grant the request. Otherwise, it depends whether the server is set up as 

authoritative or not. An authoritative server will deny the request, making the client ask for a 

new IP immediately. A non-authoritative server simply ignores the request, leading to an 

implementation-dependent timeout for the client to give up on the request and ask for a new 

IP address. 

 DHCP offer 

When a DHCP server receives an IP lease request from a client, it reserves an IP address for 

the client and extends an IP lease offer by sending a DHCPOFFER message to the client. 

This message contains the client's MAC address, the IP address that the server is offering, 

the subnet mask, the lease duration, and the IP address of the DHCP server making the offer. 

The server determines the configuration based on the client's hardware address as specified 

in the CHADDR (Client Hardware Address) field. Here the server, 192.168.1.1, specifies 

the IP address in the YIADDR (Your IP Address) field. 

DHCP request 

A client can receive DHCP offers from multiple servers, but it will accept only one DHCP 

offer and broadcast a DHCP request message. Based on the Transaction ID field in the 

request, servers are informed whose offer the client has accepted. When other DHCP servers 

receive this message, they withdraw any offers that they might  
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have made to the client and return the offered address to the pool of available addresses. 

DHCP acknowledgement 

When the DHCP server receives the DHCPREQUEST message from the client, the 

configuration processes enters its final phase. The acknowledgement phase involves sending 

a DHCPACK packet to the client. This packet includes the lease duration and any other 

configuration information that the client might have requested. At this point, the IP 

configuration process is completed. 

The protocol expects the DHCP client to configure its network interface with the negotiated 

parameters. 

Internet Control Message Protocol (ICMP) is one of the core protocols of the Internet 

Protocol Suite. It is chiefly used by networked computers' operating systems to send error 

messages—indicating, for instance, that a requested service is not available or that a host or 

router could not be reached. 

ICMP[1] relies on IP to perform its tasks, and it is an integral part of IP. It differs in purpose 

from transport protocols such as TCP and UDP in that it is typically not used to send and 

receive data between end systems. It is usually not used directly by user network 

applications, with some notable exceptions being the ping tool and traceroute. 

ICMP for Internet Protocol version 4 (IPv4) is also known as ICMPv4. IPv6 has a similar 

protocol, ICMPv6. 

Internet Control Message Protocol is part of the Internet Protocol Suite as defined in RFC 

792. ICMP messages are typically generated in response to errors in IP datagrams (as 

specified in RFC 1122) or for diagnostic or routing purposes. 

ICMP messages are constructed at the IP layer, usually from a normal IP datagram that has 

generated an ICMP response. IP encapsulates the appropriate ICMP message with a new IP 

header (to get the ICMP message back to the original sending host) and transmits the 

resulting datagram in the usual manner. 

For example, every machine (such as an intermediate router) that forwards an IP datagram 

has to decrement the time to live (TTL) field of the IP header by one; if the TTL reaches 0, 

an ICMP Time to live exceeded in transit message is sent to the source of the datagram. 

Each ICMP message is encapsulated directly within a single IP datagram, and thus, like 

UDP, ICMP is unreliable. 
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Although ICMP messages are contained within standard IP datagrams, ICMP messages are 

usually processed as a special case, distinguished from normal IP processing, rather than 

processed as a normal sub-protocol of IP. In many cases, it is necessary to inspect the 

contents of the ICMP message and deliver the appropriate error message to the application 

that generated the original IP packet, the one that prompted the sending of the ICMP 

message. 

Many commonly-used network utilities are based on ICMP messages. The trace route 

command is implemented by transmitting UDP datagrams with specially set IP TTL header 

fields, and looking for ICMP Time to live exceeded in transit (above) and "Destination 

unreachable" messages generated in response. The related ping utility is implemented using 

the ICMP "Echo request" and "Echo reply" messages. 

ICMP segment structure 

Header 

The ICMP header starts after the IPv4 header. 

Bits 0-7 8-15 16-23 24-31 

0 Type Code Checksum 

32 ID Sequence 
 

    

    

   

 Type - ICMP type as specified below.  

 Code - further specification of the ICMP type; e.g. : an ICMP Destination 

Unreachable might have this field set to 1 through 15 each bearing different meaning.  

 Checksum - This field contains error checking data calculated from the ICMP 

header+data, with value 0 for this field. The algorithm is the same as the header 

checksum for IPv4.  

 ID - This field contains an ID value, should be returned in case of ECHO REPLY.  

 Sequence - This field contains a sequence value, should be returned in case of ECHO 

REPLY.  

 

Padding data 
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Padding data follows the ICMP header (in octets): 

 The Linux "ping" utility pads ICMP to a total size of 56 bytes in addition to the 8 

octet header.  

 Windows "ping.exe" pads to a total size of 32 bytes in addition to the 8 octet header.  

Queuing  Discipline: 

A network of m interconnected queues is known as a BCMP network if each of the queues 

is of one of the following four types: 

1. FCFS discipline where all customers have the same negative exponential service time 

distribution. The service rate can be state dependent, so write for the service rate 

when the queue length is j.  

2. Processor sharing queues  

3. Infinite server queues  

4. LCFS with pre-emptive resume (work is not lost)  

In the final three cases, service time distributions must have rational Laplace transforms. 

This means the Laplace transform must be of the form 

L(s)=N(s)/D(s) 

Also, the following conditions must be met. 

1. external arrivals to node i (if any) form a Poisson process,  

2. a customer completing service at queue i will either move to some new queue j with 

(fixed) probability Pij or leave the system with probability , which is non-zero for 

some subset of the queues.  

Routing algorithm: 

Routing Information Protocol 

Routing Information Protocol (RIP) is a simple routing protocol, originally defined 

in 1988 as RFC 1058 and more recently as RFC 1723, based upon the original ARPANET 

routing algorithm. RIP involves a router calculating the best route to all other routers in a 

network using a shortest path algorithm attributable to Bellman (1957) and F ord and 

Fulkerson (1962). The shortest path in this case is the one that passes through the least 

number of routers. Each router traversed is known as a hop. Therefore the shortest path is 

described by a hop count, or distance vector. This is a crude measure of distance or cost to 

reach a destination. It takes no account of other factors such as propagation delay or 
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available bandwidth. RIP then builds a routing database that contain stables of the best 

routes to all the other routers. Each router then advertises its own routing tables to all other 

routers. Although RIP is simple to implement it is onlyefficient in small networks since, as 

the size of a network grows,   RIP datagrams can become very long, thus consuming 

substantial amounts of bandwidth. 

Distance-vector routing protocol 

In computer communication theory relating to packet-switched networks, a distance-vector 

routing protocol is one of the two major classes of routing protocols, the other major class 

being the link-state protocol. A distance-vector routing protocol uses the Bellman-Ford 

algorithm to calculate paths. 

A distance-vector routing protocol requires that a router informs its neighbors of topology 

changes periodically and, in some cases, when a change is detected in the topology of a 

network. Compared to link-state protocols, which require a router to inform all the nodes in 

a network of topology changes, distance-vector routing protocols have less computational 

complexity and message overhead 

Distance Vector means that Routers are advertised as vector of distance and direction. 

'Direction' is represented by next hop address and exit interface, whereas 'Distance' uses 

metrics such as hop count. 

Routers using distance vector protocol do not have knowledge of the entire path to a 

destination. Instead DV uses two methods: 

1. Direction in which or interface to which a packet should be forwarded.  

2. Distance from its destination.  

Examples of distance-vector routing protocols include RIPv1 and 2 and IGRP. EGP and 

BGP are not pure distance-vector routing protocols because a distance-vector protocol 

calculates routes based only on link costs whereas in BGP, for example, the local route 

preference value takes priority over the link cost. 

The methods used to calculate the best path for a network are different between different 

routing protocols but the fundamental features of distance-vector algorithms are the same 

across all DV based protocols. 

Distance Vector means that Routers are advertised as vector of distance and Direction. 

Direction is simply next hop address and exit interface and Distance means such as hop 

count. 
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Routers using distance vector protocol do not have knowledge of the entire path to a 

destination. Instead DV uses two methods: 

1. Direction in which or interface to which a packet should be forwarded.  

2. Distance from its destination.  

As the name suggests the DV protocol is based on calculating the direction and distance to 

any link in a network. The cost of reaching a destination is calculated using various route 

metrics. RIP uses the hop count of the destination whereas IGRP takes into account other 

information such as node delay and available bandwidth. 

Updates are performed periodically in a distance-vector protocol where all or part of a 

router's routing table is sent to all its neighbors that are configured to use the same distance-

vector routing protocol. RIP supports cross-platform distance vector routing whereas IGRP 

is a Cisco Systems proprietary distance vector routing protocol. Once a router has this 

information it is able to amend its own routing table to reflect the changes and then inform 

its neighbors of the changes. This process has been described as „routing by rumor‟ because 

routers are relying on the information they receive from other routers and cannot determine 

if the information is actually valid and true. There are a number of features which can be 

used to help with instability and inaccurate routing information. 

Open Shortest Path First 

      A more powerful routing protocol developed subsequent to RIP, defined originally 

as RFC 1131 and more recently as RFC 2178, is called Open Shortest Path First 

(OSPF). It is the preferred routing protocol for medium or large networks which, in 

OSPF, are referred to as autonomous systems (ASs). OSPF endeavours to establish 

a least-cost shortest route within an autonomous system. Cost does not necessarily 

involve monetary considerations, but means that parameters are used that are of particular 

importance to the network operator. They may be financial or could be based on delay or 

transmission rate. Such parameters are known as metrics. Whereas RIP is a distance-vector-

based protocol, OSPF is described as a link state routing protocol. This is because it only 

advertises the changes in the state of its routing tables to other routers using link state 

advertisements rather than the full tables. Link state 

advertisements that are exchanged between routers produce much less traffic than is 

generated by RIP datagrams. Each router holds a database, each containing the same 

information, as a result of the exchange of link state update messages. It is worth noting that, 

unlike RIP, OSPF only exchanges changes in a network rather than complete topologies. 

This is a major advantage over RIP and results in much less information being exchanged. 

Cost metrics are indicated at the output ports of each router and may be deduced by router 

software or configured by a network administrator. 

             Since autonomous systems can be large, OSPF allows for them to be divided into 
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numbered areas such that topology information is largely contained within a single area. 

Area 0 is a special case, termed the backbone area, and is arranged so that all other areas can 

be interconnected through it. Routers operating in an OSPF environment can be categorized 

by their connectivity with other routers and the type of traffic that they carry. A stub router 

has only one entry/exit point to the 

router and all traffic passes through this one point, whereas multihomed routers have 

more than one connection to other routers. 

             OSPF, in common with certain other routing protocols, can also use equal-cost 

multipath routing to avoid some parts of the network becoming congested while other parts 

are not fully utilized. Such procedures are not part of the OSPF protocol and an equal-cost 

multipath algorithm is analysed in RFC 2992. Equal-cost multipath routing ,as the name 

implies, is a technique for routing datagrams along multiple paths of equal cost. The 

forwarding algorithm identifies paths by next-hop and the router must then decide which 

next-hop (path) to use when forwarding a datagram. For example,a round-robin technique 

might be used whereby each eligible path is used in turn. However, such an approach is not 

suitable for TCP sessions, which perform better if the path they flow along does not change 

while the stream is connected. A more useful method for determining which next-hop to use 

is known as a hash-threshold. The router first selects a key by performing a cyclic 

redundancy check (known as a hash) over the datagram header fields that identify a flow 

(typically the source and destination IP addresses). With the very simplest implementation 

of the algorithm, the combined source and destination addresses are divided by the number 

of equal-cost routes and the remainder of this division is the key. The router then uses the 

key to determine which next-hop to use. This should result in a more balanced use of the 

available paths and is known as load balancing. 

Subnetting: A subnetwork, or subnet, is a logically visible, distinctly addressed part of a 

single Internet Protocol network.[1][2] The process of subnetting is the division of a 

computer network into groups of computers that have a common, designated IP address 

routing prefix. 

Subnetting breaks a network into smaller realms that may use existing address space more 

efficiently, and, when physically separated, may prevent excessive rates of Ethernet packet 

collision in a larger network. The subnets may be arranged logically in a hierarchical 

architecture, partitioning the organization's network address space (see also Autonomous 

System) into a tree-like routing structure. Routers are used to interchange traffic between 

subnetworks and constitute logical or physical borders between the subnets. They manage 

traffic between subnets based on the high-order bit sequence (routing prefix) of the 

addresses. 

A routing prefix is the sequence of leading (most-significant) bits of an IP address that 

precede the portion of the address used as host identifier and, if applicable, the set of bits 
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that designate the subnet number. Routing prefixes are expressed in CIDR notation, which 

uses the first address of a network followed by the bit-length of the prefix, separated by a 

slash (/) character. For example, 192.168.1.0/24 is the prefix of the IPv4 network starting at 

the given address, having 24 bits allocated for the network number, and the rest (8 bits) 

reserved for host addressing. The IPv6 address specification 2001:db8::/32 is a large 

network for 296 hosts, having a 32-bit routing prefix. 

In IPv4 networks, the routing prefix is traditionally expressed as a subnet mask, which is the 

prefix bit mask expressed in quad-dotted decimal representation. For example, 

255.255.255.0 is the subnet mask for the 192.168.1.0/24 prefix. 

All hosts within a subnet can be reached in one routing hop, implying that all hosts in a 

subnet are connected to the same link. 

A typical subnet is a physical network served by one router, for instance an Ethernet 

network, possibly consisting of one or several Ethernet segments or local area networks, 

interconnected by network switches and network bridges or a Virtual Local Area Network 

(VLAN). However, subnetting allows the network to be logically divided regardless of the 

physical layout of a network, since it is possible to divide a physical network into several 

subnets by configuring different host computers to use different routers. 

While improving network performance, subnetting increases routing complexity, since each 

locally connected subnet must be represented by a separate entry in the routing tables of 

each connected router. However, by careful design of the network, routes to collections of 

more distant subnets within the branches of a tree-hierarchy can be aggregated by single 

routes. Existing subnetting functionality in routers made the introduction of Classless Inter-

Domain Routing seamless. 

Classless Inter-Domain Routing (CIDR) is a methodology of allocating IP addresses and 

routing Internet Protocol packets. It was introduced in 1993 to replace the prior addressing 

architecture of classful network design in the Internet with the goal to slow the growth of 

routing tables on routers across the Internet, and to help slow the rapid exhaustion of IPv4 

addresses.[1][2] 

IP addresses are described as consisting of two groups of bits in the address: the most 

significant part is the network address which identifies a whole network or subnet and the 

least significant portion is the host identifier, which specifies a particular host interface on 

that network. This division is used as the basis of traffic routing between IP networks and 

for address allocation policies. Classful network design for IPv4 sized the network address 

as one or more 8-bit groups, resulting in the blocks of Class A, B, or C addresses. Classless 

Inter-Domain Routing allocates address space to Internet service providers and end users on 
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any address bit boundary, instead of on 8-bit segments. In IPv6, however, the host identifier 

has a fixed size of 64 bits by convention, and smaller subnets are never allocated to end 

users. 

CIDR notation uses a syntax of specifying IP addresses for IPv4 and IPv6, using the base 

address of the network followed by a slash and the size of the routing prefix, e.g., 

192.168.0.0/16 (IPv4), and 2001:db8::/32 (IPv6). 

CIDR is principally a bitwise, prefix-based standard for the interpretation of IP addresses. It 

facilitates routing by allowing blocks of addresses to be grouped together into single routing 

table entries. These groups, commonly called CIDR blocks, share an initial sequence of bits 

in the binary representation of their IP addresses. IPv4 CIDR blocks are identified using a 

syntax similar to that of IPv4 addresses: a four-part dotted-decimal address, followed by a 

slash, then a number from 0 to 32: A.B.C.D/N. The dotted decimal portion is interpreted, like 

an IPv4 address, as a 32-bit binary number that has been broken into four octets. The 

number following the slash is the prefix length, the number of shared initial bits, counting 

from the most significant bit of the address. When emphasizing only the size of a network, 

terms like /20 are used, which is a CIDR block with an unspecified 20-bit prefix. 

An IP address is part of a CIDR block, and is said to match the CIDR prefix if the initial N 

bits of the address and the CIDR prefix are the same. Thus, understanding CIDR requires 

that IP address be visualized in binary. Since the length of an IPv4 address has 32 bits, an N-

bit CIDR prefix leaves 32-N bits unmatched, meaning that 232-N IPv4 addresses match a 

given N-bit CIDR prefix. Shorter CIDR prefixes match more addresses, while longer CIDR 

prefixes match fewer. An address can match multiple CIDR prefixes of different lengths. 

CIDR is also used with IPv6 addresses and the syntax semantic is identical. A prefix length 

can range from 0 to 128, due to the larger number of bits in the address, however, by 

convention a subnet on broadcast MAC layer networks always has 64-bit host identifiers. 

Larger prefixes are rarely used even on point-to-point links. 

Assignment of CIDR blocks 

              The Internet Assigned Numbers Authority (IANA) issues to Regional Internet 

Registries (RIRs) large, short-prefix (typically /8) CIDR blocks. For example, 62.0.0.0/8, 

with over sixteen million addresses, is administered by RIPE NCC, the European RIR. The 

RIRs, each responsible for a single, large, geographic area (such as Europe or North 

America), then subdivide these allocations into smaller blocks and issue them to local 

Internet registries. This subdividing process can be repeated several times at different levels 

of delegation. End user networks receive subnets sized according to the size of their network 

and projected short term need. Networks served by a single ISP are encouraged by IETF 
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recommendations to obtain IP address space directly from their ISP. Networks served by 

multiple ISPs, on the other hand, may often obtain independent CIDR blocks directly from 

the appropriate RIR. 

For example, in the late 1990s, the IP address 208.130.29.33 (since reassigned) was used by 

www.freesoft.org. An analysis of this address identified three CIDR prefixes. 

208.128.0.0/11, a large CIDR block containing over 2 million addresses, had been assigned 

by ARIN (the North American RIR) to MCI. Automation Research Systems, a Virginia 

VAR, leased an Internet connection from MCI and was assigned the 208.130.28.0/22 block, 

capable of addressing just over 1000 devices. ARS used a /24 block for its publicly 

accessible servers, of which 208.130.29.33 was one. 

All of these CIDR prefixes would be used, at different locations in the network. Outside of 

MCI's network, the 208.128.0.0/11 prefix would be used to direct to MCI traffic bound not 

only for 208.130.29.33, but also for any of the roughly two million IP addresses with the 

same initial 11 bits. Within MCI's network, 208.130.28.0/22 would become visible, 

directing traffic to the leased line serving ARS. Only within the ARS corporate network 

would the 208.130.29.0/24 prefix have been used. 

Subnet masks 

A subnet mask is a bitmask that encodes the prefix length in quad-dotted notation: 32 bits, 

starting with a number of 1 bits equal to the prefix length, ending with 0 bits, and encoded in 

four-part dotted-decimal format. A subnet mask encodes the same information as a prefix 

length, but predates the advent of CIDR. However, in CIDR notation, the prefix bits are 

always contiguous, whereas subnet masks may specify non-contiguous bits. However, this 

has no practical advantage for increasing efficiency. 

 

 

Interdomain routing -BGP 

        The Border Gateway Protocol (BGP) is the core routing protocol of the 

Internet. It maintains a table of IP networks or 'prefixes' which designate network 

reachability among autonomous systems (AS). It is described as a path vector 

protocol. BGP does not use traditional Interior Gateway Protocol (IGP) metrics, but 

makes routing decisions based on path, network policies and/or rulesets. 

BGP was created to replace the Exterior Gateway Protocol (EGP) routing protocol to 

allow fully decentralized routing in order to allow the removal of the NSFNet Internet 
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backbone network. This allowed the Internet to become a truly decentralized system. 

Since 1994, version four of the BGP has been in use on the Internet. All previous 

versions are now obsolete. The major enhancement in version 4 was support of 

Classless Inter-Domain Routing and use of route aggregation to decrease the size of 

routing tables. Since January 2006, version 4 is codified in RFC 4271, which went 

through well over 20 drafts based on the earlier RFC 1771 version 4. The RFC 4271 

version corrected a number of errors, clarified ambiguities, and also brought the RFC 

much closer to industry practices. 

Most Internet users do not use BGP directly. However, since most Internet service 

providers must use BGP to establish routing between one another (especially if they 

are multihomed), it is one of the most important protocols of the Internet. Compare 

this with Signaling System 7 (SS7), which is the inter-provider core call setup 

protocol on the PSTN. Very large private IP networks use BGP internally. An 

example would be the joining of a number of large Open Shortest Path First (OSPF) 

networks where OSPF by itself would not scale to size. Another reason to use BGP is 

multihoming a network for better redundancy either to multiple access points of a 

single ISP (RFC 1998) or to multiple ISPs. 

 Operation 

       BGP neighbors, or peers, are established by manual configuration between 

routers to create a TCP session on port 179. A BGP speaker will periodically send 19-

byte keep-alive messages to maintain the connection (every 60 seconds by default). 

Among routing protocols, BGP is unique in using TCP as its transport protocol. 

When BGP is running inside an autonomous system (AS), it is referred to as Internal 

BGP (IBGP or Interior Border Gateway Protocol). When it runs between autonomous 

systems, it is called External BGP (EBGP or Exterior Border Gateway Protocol). 

Routers on the boundary of one AS, exchanging information with another AS, are 

called border or edge routers. In the Cisco operating system, IBGP routes have an 

administrative distance of 200, which is less preferred than either external BGP or any 

interior routing protocol. Other router implementations also prefer EBGP to IGPs, and 

IGPs to IBGP. 

Extensions negotiation 

   During the OPEN BGP speakers can negotiate optional capabilities of the session, 

including multiprotocol extensions and various recovery modes. If the multiprotocol 

extensions to BGP are negotiated at the time of creation, the BGP speaker can prefix 

the Network Layer Reachability Information (NLRI) it advertises with an address 

family prefix. These families include the default IPv4, but also IPv6, IPv4 and IPv6 
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Virtual Private Networks, and multicast BGP. Increasingly, BGP is used as a 

generalized signaling protocol to carry information about routes that may not be part 

of the global Internet, such as VPNs.  

Finite state machine 

BGP state machine 

In order to make decisions in its operations with other BGP peers, a BGP peer uses a 

simple finite state machine (FSM) that consists of six states: Idle, Connect, Active, 

OpenSent, OpenConfirm, and Established. For each peer-to-peer session, a BGP 

implementation maintains a state variable that tracks which of these six states the 

session is in. The BGP protocol defines the messages that each peer should exchange 

in order to change the session from one state to another. The first mode is the “Idle” 

mode. In this mode BGP initializes all resources, refuses all inbound BGP connection 

attempts, and initiates a TCP connection to the peer. The second state is “Connect”. In 

this state the router waits for the TCP connection to complete, transitioning to the 

"OpenSent" state if successful. If not, it resets the ConnectRetry timer and transitions 

to the "Active" state upon expiration. In the "Active" state, the router resets the 

ConnectRetry timer to zero, and returns to the "Connect" state. After "OpenSent," the 

router sends an Open message, and waits for one in return. Keepalive messages are 

exchanged next, and upon successful receipt, the router is placed in the “Established” 

state. Once established the router can now send/receive Keepalive, Update, and 

Notification messages to/from its peer 
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     BGP State Machine 

 

Internet Protocol version 6 (IPv6) is the next-generation Internet Protocol version 

designated as the successor to IPv4, the first implementation used in the Internet that 

is still in dominant use currently. It is an Internet Layer protocol for packet-switched 

internetworks. The main driving force for the redesign of Internet Protocol is the 

foreseeable IPv4 address exhaustion. IPv6 was defined in December 1998 by the 

Internet Engineering Task Force (IETF) with the publication of an Internet standard 

specification, RFC 2460. 

IPv6 has a vastly larger address space than IPv4. This results from the use of a 128-bit 

address, whereas IPv4 uses only 32 bits. The new address space thus supports 2128 

(about 3.4×1038) addresses. This expansion provides flexibility in allocating addresses 

and routing traffic and eliminates the primary need for network address translation 

(NAT), which gained widespread deployment as an effort to alleviate IPv4 address 

exhaustion. 

IPv6 also implements new features that simplify aspects of address assignment 

(stateless address autoconfiguration) and network renumbering (prefix and router 

announcements) when changing Internet connectivity providers. The IPv6 subnet size 

has been standardized by fixing the size of the host identifier portion of an address to 

64 bits to facilitate an automatic mechanism for forming the host identifier from Link 

Layer media addressing information (MAC address). 

      Network security is integrated into the design of the IPv6 architecture. Internet 

Protocol Security (IPsec) was originally developed for IPv6, but found widespread 

optional deployment first in IPv4 (into which it was back-engineered). The IPv6 

specifications mandate IPsec implementation as a fundamental interoperability 

requirement. 

Congestion avoidance in n/w Layer: 

Congestion control refers to technique and mecchanism that can either prevent 

congestion,before it happens or remove congestion,after  it ahs happened.It is divided  

into Open-Loop Congestion Control and Closed loop congestion control 

Open loop Congestion control: 

     In this type,policies are applied to prevent congestion before it happen. 

Retransmission Policy: 
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                 A good retransmission policy can prevent congestion .The retransmission 

policy and the retransmission timers must be designed to optimize 

Effiency and at the same time prevent  congestion . 

Window Policy: 
 The type of the window  at the sender may also affect congestion.The selective  

Repeat window is better than the Go-Back-N window for Congestion control. 

Acknowledgment : 

   The acknowledgment policy imposed by the receiver may affect congestion .If 

the receiver does not acknowledge every packet it receives ,it may slow down the 

sender and help prevent congestion. 

Discarding Policy: 
A good discarding policy by the routers may prevnt congestion and at the same time 

may not harm the ingrity of the transmission . 

Admission policy: 

An admission Policy, which is a quality of service mechanism, can also prevent 

congestion in virtual circuit networks. 

 

Closed –Loop Congestion Control: 

It is mechanism try to alleviate congestion after it happens.Several mechanisms have 

been used by different protocols 

 

Back Pressure: 
    When a router is congested ,it can inform the  previous upstream router to reduce 

the rate of outgoing packet. 

Choke Point: 
      A Choke point is a packet sent by a router to the source inform it of 

congestion.This type of control is similar to ICMP‟ s source quench packet. 

Implicit signaling : 

 The source can detect an implicit signal concering congestion and slow down 

its sender rate. 

Explicit signaling : 

          The router that experience congestion can send an explicit signal ,the setting of 

a bit in a packet . 
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UNIT-IV 

User Datagram Protocol (UDP) 

The User Datagram Protocol (UDP)is a datagram transport which uses the 

underlying IP protocol for its network layer. It is used when there is a need to transmit 

short packets through a network where there is no stream of data to be sent as in TCP. 

It is consequently a much simpler protocol and therefore much easier to handle. It is 

also less reliable in that there are no sequence numbers and other error recovery 

techniques available. If errors and lost packets are important then the user of UDP 

must cater for these. 

The format of a UDP header is shown in figure 

 source port 

This field performs the same function as in TCP. 

destination port 

This field is also the same as in TCP. Note that the same port number can be used by 

TCP and UDP for different purposes. 

length 

This field contains the length of the data field. 

checksum 

As in TCP, this field is the checksum of the header plus parts of the IP header. 
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Data This field is passed to the relevant 

program

 

 

• No connection needs to be set up 

• Throughput may be higher because UDP packets are easier to process, 

especially at the source 

• The user doesn’t care if the data is transmitted reliably 

• The user wants to implement his or her own transport protocol 

TCP 

The Transmission Control Protocol (TCP) is one of the main transport layer protocols 

used with IP. It is a connection oriented protocol based on the connectionless IP 

protocol. Because it is the lowest layer which has end-to-end communication, it needs 

to handle things such as lost packets. In this respect it is similar to the data-link layer 

which must handle errors on an individual link. 
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Consequently many of its facilities are familiar from our discussion of the data-link 

layer.    

 

The format of a TCP header is shown in figure 15.1. 

Source port 

All of the address fields in the lower layer protocols are only concerned with getting 

the packet to the correct host. Often, however, we want to have multiple connections 

between two hosts. The source port is simply the number of the outgoing connection 

from the source host. 

Destination port 

Similarly, this is the number of the incoming connection on the destination host. 

There must be a program on the destination host which has somehowtold the 

networking system on that host that it will accept packets destined for this port 

number. Standard system services such as SMTP, NNTP and NTP (all described in 

later chapters) have well known standard port numbers. Thus to connect to the SMTP 

port on a particular host (in order to transmit some email) a TCP connectionwould be 

set up with the correct destination port number (25). The 

source port number does not matter except that it should be unique on the sending 

machine so that replies cvan be received correctly. 

Sequence number 

This is the sequence number of this packet. It differs from the usual data-link layer 

sequence number in that it is in fact the sequence number of the first byte of 

information and is incremented by the number of bytes in this packet for the next 

message. In other words, it counts the number of bytes transmitted rather than the 

number of packets. 

Acknowledgement number 

This is the sequence number of the last byte being acknowledged. This is a piggy-

backed acknowledgement. 
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data offset 

This field is the offset in the packet of the beginning of the data field. (In other words 

it is the length of the header.) 
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flags 

This field contains several flags relating to the transfer of the packet. We will not 

consider them further here. 

window 

This field is used in conjunction with the acknowledgement number field. TCPuses a 

sliding window protocol with a variable window size (often depending on the amount 

of buffer space available. This field contains the number of bytes which the host is 

willing to accept from the remote host. 

checksum 

This field contains a checksum of the header. It actually uses a modified form of the 

header which includes some of the information from the IP header to detect some 

unusual types of errors. 

urgent pointer 

There is provision in TCP for some urgent data messages to be sent bypassing the 

normal 

sequence number system. This field is used to indicate where such data is stored in the 

packet. 

Adaptive Flow Control 

 Flow control is the process of managing the rate of data transmission between two 

nodes to prevent a fast sender from outrunning a slow receiver. It provides a 

mechanism for the receiver to control the transmission speed, so that the receiving 

node is not overwhelmed with data from transmitting node. Flow control should be 

distinguished from congestion control, which is used for controlling the flow of data 

when congestion has actually occurred . Flow control mechanisms can be classified 

by whether or not the receiving node sends feedback to the sending node. 

Flow control is important because it is possible for a sending computer to transmit 

information at a faster rate than the destination computer can receive and process 

them. This can happen if the receiving computers have a heavy traffic load in 

http://en.wikipedia.org/wiki/Congestion_control
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comparison to the sending computer, or if the receiving computer has less processing 

power than the sending computer. 
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Types of flow control 

Network congestion  

A prevention mechanism that provides control over the quantity of data 

transmission that enters a device.  

Windowing Flow control  

mechanism used with TCP.  

 

 

http://en.wikipedia.org/wiki/Congestion_avoidance
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data buffer  

A prevention control mechanism that provides storage to contain data- bursts 

from other network devices, compensating for the variation of data 

transmission speeds.  

Transmit flow control 

         Transmit flow control may occur 

 between data "on and off" terminal equipment (DTE) and a switching center, 

via data circuit-terminating equipment (DCE), the opposite types 

interconnected straightforwardly,  

 or between two devices of the same type (two DTEs, or two DCEs), 

interconnected by a crossover cable.  

The transmission rate may be controlled because of network or DTE requirements. 

Transmit flow control can occur independently in the two directions of data transfer, 

thus permitting the transfer rates in one direction to be different from the transfer rates 

in the other direction. Transmit flow control can be 

 either stop-and-go,  

 or use a sliding window.  

Flow control can be done 

 either by control signal lines in a data communication interface (see serial port 

and RS 232),  

 or by reserving in-band control characters to signal flow start and stop (such as 

the ASCII codes for XON/XOFF).  

Hardware flow control 

In common RS 232 there are pairs of control lines: 

 RTS flow control, RTS (Request To Send)/CTS (Clear To Send) and  

 DTR flow control, DTR (Data Terminal Ready)/DSR (Data Set Ready),  

which are usually referred to as hardware flow control. 
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Hardware flow control is typically handled by the DTE or "master end", as it is first 

raising or asserting its line to command the other side: 

 In case of RTS control flow, DTE sets its RTS, which signals the opposite end 

(the slave end such as a DCE) to begin monitoring its data input line. When 

ready for data, the slave end will raise its complementary line, CTS in this 

example, which signals the master to start sending data, and for the master to 

begin monitoring the slave's data output line. If either end needs to stop the 

data, it lowers its respective "data readyness" line.  

 For PC-to-modem and similar links, the case of DTR flow control, DTR/DSR 

are raised for the entire modem session (say a dialup internet call), and 

RTS/CTS are raised for each block of data.  

Software flow control 

Oppositely, XON/XOFF is usually referred to as software flow control. In the old 

mainframe days, modems were called "data sets" hence the survival of the term. 

Open-loop flow control 

The open-loop flow control mechanism is characterized by having no feedback 

between the receiver and the transmitter. This simple means of control is widely used. 

The allocation of resources must be a ―prior reservation‖ or ―hop-to-hop‖ type. The 

Open Loop flow control has inherent problems with maximizing the utilization of 

network resources. Resource allocation is made at connection setup using a CAC 

(Connection Admission Control) and this allocation is made using information that is 

already ―old news‖ during the lifetime of the connection. Often there is an over-

allocation of resources. Open-Loop flow control is used by ATM in its CBR, VBR 

and UBR services (see traffic contract and congestion control)  

Closed-loop flow control 

The Closed Loop flow control mechanism is characterized by the ability of the 

network to report pending network congestion back to the transmitter. This 

information is then used by the transmitter in various ways to adapt its activity to 
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existing network conditions. Closed Loop flow control is used by ABR (see traffic 

contract and congestion control) Transmit Flow Control described above is a form of 

Closed-loop flow control. 
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Adaptive Retransmission Timer 

As network or internet conditions change, a static retransmission timer is likely to 

be either too long or long short. All TCP implementations attempt to take average 

of observed round-trip times over number of segments. If average accurately 

predicts future delays, resulting retransmission timer will yield good performance. 

The second formula can be 

used to avoid recalculating sum 

every time. RTT(i) is the round-

trip time observed for the ith 

transmitted segment and ARTT 

(K) is the average round-trip 

time for the first K segments. Each term in the summation is given equal 

weightage, but we may like to give greater weight to more recent instances 

because they are more likely to reflect future behavior. A common technique for 

predicting the next value on the basis on time series of past values as specified in 

RFC 793 which is exponential averaging, we can calculate SRTT(K), the 

smoothed round-trip time estimate.   

SRTT(K + 1) = α × SRTT(K)  + (1 – α) × RTT(K + 1) 

By using a constant value of α (0 < α < 1), independent of the number of past 

observations we have a circumstance in which all past values are considered, 

but the more distant ones have less weight. 

SRTT(K + 1) = (1 – α) × RTT(K + 1)  + α (1 – α) × RTT(K) + α2 (1 – α) × 

SRTT(K - 1) +  

       ……. + αK (1 – α) × RTT(1) 

Since both α and (1 – α) are less than one, each successive terms in the preceding 

equation is smaller. Example, if α = 0.8, the expansion is, 

SRTT(K + 1) = 0.2 × RTT(K + 1)  +  0.16 × RTT(K) + 0.128 × SRTT(K - 1) + 

…. 
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 Figure shows the size of the coefficient as a function to its position in the expansion. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The next Figure compares the simple averaging with exponential averaging for 

different values of α. In (a) the observed value begins at 1, grows gradually to 10 and 

then stays there. In (b) the observed value begins at 20 declines gradually to 10 and 

then stays there. In both the cases SRTT (0) = 0. 
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Usually, the retransmission timer should be set at a value somewhat greater than 

the estimated round-trip time. The possibility is to use a constant value, 

 RTO (K + 1) = SRTT (K + 1) +    where TO is the retransmission timer(or 

retransmission timeout) and  is a constant. For large values of SRTT,  is 

relatively small and fluctuations in the actual RTT will result in unnecessary 

retransmission. For small values of SRTT,  is relatively large and causes 
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unnecessary delays in retransmitting lost segments. Thus a range can be 

considered, 

 RTO (K + 1) = MIN (UBOUND, MAX (LBOUND ,     SRTT(K + 1))) 

where  UBOUND and LBOUND are prechosen fixed upper and lower bounds on 

the timer value and  is a constant.  Example values for α, β:             0.8 < 

α < 0.9         1.3 < β < 2.0  

Implementation Policy Options 

The TCP standard provides a precise specification of the protocol to be used 

between TCP entities. The design areas for which options are specified are the 

following: 

 Send Policy – TCP may construct a segment for each batch of data provided by  

its user or it may wait until a certain amount of data accumulates before 

constructing and sending a segment, depending on performance considerations. 

 Deliver Policy – same as in the send policy. 

 Accept Policy 

 In-order – accept only segments that arrive in order, if not discarded. 

 In-window – accept all segments that are within the receive window. 

 Retransmit Policy 

 First-only – maintain on retransmission timer for the entire queue. If an 

acknowledgement is received, remove the appropriate segment or segments 

from the queue and reset the timer. If the timer expires, retransmit the 

segment at the front of the queue and restart the timer. 

 Batch - maintain on retransmission timer for the entire queue. If an 

acknowledgement is received, remove the appropriate segment or segments 

from the queue and reset the timer. If the timer expires, retransmit all the 

segment in the queue and restart the timer. 

 Individual - maintain on retransmission timer for the entire queue. If an 

acknowledgement is received, remove the appropriate segment or segments 
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from the queue and reset the timer. If the timer expires, retransmit the 

corresponding segment  individually and restart the timer. 

 Acknowledge Policy 

 Immediate – when data are accepted, immediately transmit an empty (no 

data) segment containing appropriate acknowledgement number. 

 Cumulative – when data are accepted, record the need for acknowledgement 

but wait for an outbound segment with data on which to piggyback the 

acknowledgement. To avoid long delay, set a window timer. If the timer 

expires before an acknowledgement is sent, transmit an empty segment 

containing the appropriate acknowledgement number. 

    TCP Congestion Control 

Congestion in a network creates obvious problems. In PSN or Frame Relay 

network dynamic routing can alleviate congestion by spreading load more evenly. 

But this is only effective for unbalanced loads and brief surges in traffic. 

Congestion can only be controlled by limiting total amount of data entering 

network. ICMP source Quench message is a crude method and not effective. 

RSVP may help but it is not widely implemented. In TCP congestion control is 

difficult because, 

• IP is connectionless and stateless, with no provision for detecting or 

controlling congestion 

• TCP only provides end-to-end flow control.  

• There is no cooperative, distributed algorithm available to bind together 

various TCP entities 

In TCP, the rate at which a TCP entity can transmit is determined by the rate of 

incoming ACKs to previous segments with new credit. The rate of ACK arrival is 

determined by the round-trip path between the source and destination. The 

bottleneck may be either in the destination or internet. The sender cannot tell 

which of these is true. Thus only the internet bottleneck can be due to congestion. 
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 illustrated in the Figure, the returning ACKs function as pacing signals. In the 

steady state, after an initial burst, the sender’s segment rate will match the arrival 

rate of the ACKs. Thus the sender’s segment rate is equal to that of the slowest 

link on the path. In this way TCP automatically senses the network bottleneck and 

regulates its flow accordingly. This is referred to as TCP’s self-clocking 

behavior. 

 

 

TCP Congestion Avoidance: 

• TCP’s strategy 

– control congestion once it happens 

– repeatedly increase load in an effort to find the point at which congestion 

occurs, and then back off 

• Alternative strategy 



 

  Powered by technoscriptz.com 

– predict when congestion is about to happen 

– reduce rate before packets start being discarded 

– call this congestion avoidance, instead of congestion control  

• Two possibilities  

– router-centric: DECbit and RED Gateways  

– host-centric: TCP Vegas  

 End Host 

• Destination echoes bit back to source 

• Source records how many packets resulted in set bit 

• If less than 50% of last window’s worth had bit set  

– increase CongestionWindow by 1 packet 

• If 50% or more of last window’s worth had bit set  

– decrease CongestionWindow by 0.875 times 

• Notification is implicit  

– just drop the packet (TCP will timeout) 

– could make explicit by marking the packet 

• Early random drop 

– rather than wait for queue to become full, drop each arriving packet with 

some drop probability whenever the queue length exceeds some drop 

level  

• Compute average queue length 

  AvgLen = (1 - Weight) * AvgLen + 

            Weight * SampleLen  

                   0 < Weight < 1 (usually 0.002) 

                   SampleLen is queue length each time a packet arrives 
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Quality of service(QoS):In the field of computer networking and other packet-

switched telecommunication networks, the traffic engineering term quality of service 

(QoS) refers to resource reservation control mechanisms rather than the achieved 

service quality. Quality of service is the ability to provide different priority to 

different applications, users, or data flows, or to guarantee a certain level of 

performance to a data flow. For example, a required bit rate, delay, jitter, packet 

dropping probability and/or bit error rate may be guaranteed. Quality of service 

guarantees are important if the network capacity is insufficient, especially for real-

time streaming multimedia applications such as voice over IP, online games and IP-

TV, since these often require fixed bit rate and are delay sensitive, and in networks 

where the capacity is a limited resource, for example in cellular data communication. 

 A network or protocol that supports QoS may agree on a traffic contract with 

the application software and reserve capacity in the network nodes, for example 

during a session establishment phase. During the session it may monitor the 

achieved level of performance, for example the data rate and delay, and 

dynamically control scheduling priorities in the network nodes. It may release 

the reserved capacity during a tear down phase. 

 A best-effort network or service does not support quality of service. An 

alternative to complex QoS control mechanisms is to provide high quality 

communication over a best-effort network by over-provisioning the capacity so 
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that it is sufficient for the expected peak traffic load. The resulting absence of 

network congestion eliminates the need for QoS mechanisms. 

 

 In the field of telephony, quality of service was defined in the ITU standard 

X.902 as "A set of quality requirements on the collective behavior of one or 

more objects". Quality of Service comprises requirements on all the aspects of 

a connection, such as service response time, loss, signal-to-noise ratio, cross-

talk, echo, interrupts, frequency response, loudness levels, and so on. A subset 

of telephony QoS is Grade of Service (GOS) requirements, which comprises 

aspects of a connection relating to capacity and coverage of a network, for 

example guaranteed maximum blocking probability and outage probability. 

 

 

 QoS is sometimes used as a quality measure, with many alternative definitions, 

rather than referring to the ability to reserve resources. Quality of service 

sometimes refers to the level of quality of service, i.e. the guaranteed service 

quality. High QoS is often confused with a high level of performance or 

achieved service quality, for example high bit rate, low latency and low bit 

error probability. 

 An alternative and disputable definition of QoS, used especially in application 

layer services such as telephony and streaming video, is requirements on a 

metric that reflects or predicts the subjectively experienced quality. In this 

context, QoS is the acceptable cumulative effect on subscriber satisfaction of 

all imperfections affecting the service. Other terms with similar meaning are 

the Quality of Experience (QoE) subjective business concept, the requried "user 

perceived performance" [2], the required "degree of satisfaction of the user" or 

the targeted "number of happy customers". Examples of measures and 

measurement methods are Mean Opinion Score (MOS), Perceptual Speech 
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Quality Measure (PSQM) and Perceptual Evaluation of Video Quality (PEVQ). 

See also subjective video quality. 

 

 Conventional Internet routers and LAN switches lack the ability to provide 

Quality of Service guarantees. This made Internet equipment cheaper, faster 

and thus more popular than competing more complex technologies that 

provided QoS mechanisms, for example X.25. Internet traditionally therefore 

runs at default QoS level, or "best effort". There were four "Type of Service" 

bits and three "Precedence" bits provided in each IP packet, but they were 

ignored. These bits were later re-defined as DiffServ Code Points (DSCP) and 

are sometimes honored in peered links on the modern Internet. 

With the advent of IP-TV and IP-telephony, QoS mechanisms to the end user have 

eventually become common, but not necessarily based on layer 3 IP routing, but on 

layer 2 technologies. 

A number of attempts for layer 2 technologies that add QoS tags to the data have 

gained popularity during the years, but then lost attention. Examples are Frame relay 

and ATM. Recently, MPLS (a technique between layer 2 and 3) have gained some 

attention. However, today Ethernet may offer QoS and is the by far most popular layer 

2 technology. 

In Ethernet, Virtual LANs (VLAN) may be used to separate different QoS levels. For 

example in fibre-to-the-home switches typically offer several Ethernet ports 

connected to different VLAN:s. One VLAN may be used for Internet access (low 

priority), one for IP-TV (higher priority) and one for IP telephony (highest priority). 

Different Internet providers may use the different VLAN:s. 

 Key qualities of traffic 

When looking at packet-switched networks, Quality of Service is affected by 

various factors, which can be divided into "human" and "technical" factors. Human 
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factors include: stability of service, availability of service, delays, user information. 

Technical factors include: reliability, scalability, effectiveness, maintainability, Grade 

of Service, etc.[3] 

Many things can happen to packets as they travel from origin to destination, 

resulting in the following problems as seen from the point of view of the sender and 

receiver: 

 Throughput  

Due to varying load from other users sharing the same network resources, the 

bit-rate (the maximum throughput) that can be provided to a certain data stream 

may be too low for realtime multimedia services if all data streams get the same 

scheduling priority.  

 Dropped packets  

The routers might fail to deliver (drop) some packets if they arrive when their 

buffers are already full. Some, none, or all of the packets might be dropped, 

depending on the state of the network, and it is impossible to determine what 

will happen in advance. The receiving application may ask for this information 

to be retransmitted, possibly causing severe delays in the overall transmission.  

 Delay  

It might take a long time for each packet to reach its destination, because it gets 

held up in long queues, or takes a less direct route to avoid congestion. This is 

different from throughput, as the delay can build up over time, even if the 

throughput is almost normal. In some cases, excessive delay can render an 

application such as VoIP or online gaming unusable.  

 Jitter  

Packets from the source will reach the destination with different delays. A 

packet's delay varies with its position in the queues of the routers along the path 

between source and destination and this position can vary unpredictably. This 
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variation in delay is known as jitter and can seriously affect the quality of 

streaming audio and/or video.  

 Out-of-order delivery  

When a collection of related packets is routed through the Internet, different 

packets may take different routes, each resulting in a different delay. The result 

is that the packets arrive in a different order than they were sent. This problem 

requires special additional protocols responsible for rearranging out-of-order 

packets to an isochronous state once they reach their destination. This is 

especially important for video and VoIP streams where quality is dramatically 

affected by both latency and lack of isochronicity.  

 Error  

Sometimes packets are misdirected, or combined together, or corrupted, while 

en route. The receiver has to detect this and, just as if the packet was dropped, 

ask the sender to repeat itself.  

The Internet2 QoS Working Group concluded that increasing bandwidth is 

probably more practical than implementing QoS.[1][2] However, this group is 

focused on next-generation Internet rather than QoS in private and converged 

networks, where QoS is essential.  

Applications requiring QoS 

A defined Quality of Service may be required for certain types of network traffic, for 

example: 

 streaming multimedia may require guaranteed throughput to ensure that a 

minimum level of quality is maintained.  

 IPTV offered as a service from a service provider such as AT&T's U-verse  

 IP telephony or Voice over IP (VOIP) may require strict limits on jitter and 

delay  

 Video Teleconferencing (VTC) requires low jitter and latency  

 Alarm signalling (e.g., Burglar alarm)  
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 dedicated link emulation requires both guaranteed throughput and imposes 

limits on maximum delay and jitter  

 a safety-critical application, such as remote surgery may require a guaranteed 

level of availability (this is also called hard QoS).  

 a remote system administrator may want to prioritize variable, and usually 

small, amounts of SSH traffic to ensure a responsive session even over a 

heavily-laden link.  

 online games, such as fast paced real time simulations with multiple players. 

Lack of QoS may produce 'lag'.  

 Industrial Ethernet protocols such as Ethernet/IP which are used for real-time 

control of machinery  

These types of service are called inelastic, meaning that they require a certain 

minimum level of bandwidth and a certain maximum latency to function. 

By contrast, elastic applications can take advantage of however much or little 

bandwidth is available. Bulk file transfer applications that rely on TCP are generally 

elastic. 

Obtaining QoS 

 Per call  

 In call  

 In advance: When the expense of mechanisms to provide QoS is justified, 

network customers and providers typically enter into a contractual agreement 

termed a service level agreement (SLA) which specifies guarantees for the 

ability of a network/protocol to give guaranteed 

performance/throughput/latency bounds based on mutually agreed measures, 

usually by prioritizing traffic.  

 Reserving resources: Resources are reserved at each step on the network for the 

call as it is set up. An example is RSVP, Resource Reservation Protocol.  

QoS mechanisms 
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An alternative to complex QoS control mechanisms is to provide high quality 

communication by generously over-provisioning a network so that capacity is based 

on peak traffic load estimates. This approach is simple and economical for networks 

with predictable and light traffic loads. The performance is reasonable for many 

applications. This might include demanding applications that can compensate for 

variations in bandwidth and delay with large receive buffers, which is often possible 

for example in video streaming. 

Commercial VoIP services are often competitive with traditional telephone service in 

terms of call quality even though QoS mechanisms are usually not in use on the user's 

connection to his ISP and the VoIP provider's connection to a different ISP. Under 

high load conditions, however, VoIP quality degrades to cell-phone quality or worse. 

The mathematics of packet traffic indicate that a network with QoS can handle four 

times as many calls with tight jitter requirements as one without QoSYuksel et al. 

have determined 60% required extra capacity by simulating IP traffic under 

conservative assumptions [. 

The amount of over-provisioning in interior links required to replace QoS depends on 

the number of users and their traffic demands. As the Internet now services close to a 

billion users, there is little possibility that over-provisioning can eliminate the need for 

QoS when VoIP becomes more commonplace. 

For narrowband networks more typical of enterprises and local governments, 

however, the costs of bandwidth can be substantial and over provisioning is hard to 

justifyIn these situations, two distinctly different philosophies were developed to 

engineer preferential treatment for packets which require it. 

Early work used the "IntServ" philosophy of reserving network resources. In this 

model, applications used the Resource reservation protocol (RSVP) to request and 

reserve resources through a network. While IntServ mechanisms do work, it was 

realized that in a broadband network typical of a larger service provider, Core routers 

would be required to accept, maintain, and tear down thousands or possibly tens of 
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thousands of reservations. It was believed that this approach would not scale with the 

growth of the Internet, and in any event was antithetical to the notion of designing 

networks so that Core routers do little more than simply switch packets at the highest 

possible rates. 

The second and currently accepted approach is "DiffServ" or differentiated services. 

In the DiffServ model, packets are marked according to the type of service they need. 

In response to these markings, routers and switches use various queuing strategies to 

tailor performance to requirements. (At the IP layer, differentiated services code point 

(DSCP) markings use the 6 bits in the IP packet header. At the MAC layer, VLAN 

IEEE 802.1Q and IEEE 802.1p can be used to carry essentially the same information) 

Routers supporting DiffServ use multiple queues for packets awaiting transmission 

from bandwidth constrained (e.g., wide area) interfaces. Router vendors provide 

different capabilities for configuring this behavior, to include the number of queues 

supported, the relative priorities of queues, and bandwidth reserved for each queue. 

In practice, when a packet must be forwarded from an interface with queuing, packets 

requiring low jitter (e.g., VoIP or VTC) are given priority over packets in other 

queues. Typically, some bandwidth is allocated by default to network control packets 

(e.g., ICMP and routing protocols), while best effort traffic might simply be given 

whatever bandwidth is left over. 

Additional bandwidth management mechanisms may be used to further engineer 

performance, to include: 

 Traffic shaping (rate limiting):  

o Token bucket  

o Leaky bucket  

o TCP rate control—artificially adjusting TCP window size as well as 

controlling the rate of ACKs being returned to the sender[citation needed]  

 Scheduling algorithms:  

o Weighted fair queuing (WFQ)  
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o Class based weighted fair queuing  

o Weighted round robin (WRR)  

o Deficit weighted round robin (DWRR)  

o Hierarchical Fair Service Curve (HFSC)  

 Congestion avoidance:  

o RED, WRED - Lessens the possibility of port queue buffer tail-drops 

and this lowers the likelihood of TCP global synchronization  

o Policing (marking/dropping the packet in excess of the committed traffic 

rate and burst size)  

o Explicit congestion notification  

o Buffer tuning  

As mentioned, while DiffServ is used in many sophisticated enterprise networks, it 

has not been widely deployed in the Internet. Internet peering arrangements are 

already complex, and there appears to be no enthusiasm among providers for 

supporting QoS across peering connections, or agreement about what policies should 

be supported in order to do so. 

One compelling example of the need for QoS on the Internet relates to this issue of 

congestion collapse. The Internet relies on congestion avoidance protocols, as built 

into TCP, to reduce traffic load under conditions that would otherwise lead to Internet 

Meltdown. QoS applications such as VoIP and IPTV, because they require largely 

constant bitrates and low latency cannot use TCP, and cannot otherwise reduce their 

traffic rate to help prevent meltdown either. QoS contracts limit traffic that can be 

offered to the Internet and thereby enforce traffic shaping that can prevent it from 

becoming overloaded, hence they're an indispensable part of the Internet's ability to 

handle a mix of real-time and non-real-time traffic without meltdown. 

Asynchronous Transfer Mode (ATM) network protocol has an elaborate framework to 

plug in QoS mechanisms of choice. Shorter data units and built-in QoS were some of 
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the unique selling points of ATM in the telecommunications applications such as 

video on demand, voice over IP. 

QoS priority levels 

Priority Level Traffic Type 

0 (lowest) Best Effort 

1 Background 

2 Standard (Spare) 

3 
Excellent Load  

(Business Critical) 

4 
Controlled Load  

(Streaming Multimedia) 

5 

Voice and Video  

(Interactive Media and Voice) 

[Less than 100ms latency and jitter] 

6 

Layer 3 Network Control Reserved 

Traffic  

[Less than 10ms latency and jitter] 

7 (highest) 

Layer 2 Network Control Reserved 

Traffic  

[Lowest latency and jitter] 

Protocols that provide quality of service 

 The Type of Service (TOS) field in the IP header (now superseded by Diffserv)  

 IP Differentiated services (DiffServ)  

 IP Integrated services (IntServ)  

 Resource reSerVation Protocol (RSVP)  
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 Multiprotocol Label Switching (MPLS) provides eight QoS classes  

 RSVP-TE  

 Frame relay  

 X.25  

 Some ADSL modems  

 Asynchronous Transfer Mode (ATM)  

 IEEE 802.1p  

 IEEE 802.1Q  

 IEEE 802.11e  

 HomePNA Home networking over coax and phone wires  

 The ITU-T G.hn standard provides QoS by means of "Contention-Free 

Transmission Opportunities" (CFTXOPs) which are allocated to flows which 

require QoS and which have negotiated a "contract" with the network 

controller. G.hn also supports non-QoS operation by means of "Contention-

based Time Slots".  

QoS Solutions 

The research project MUSE defined a QoS concept in Phase I which was further 

worked out in another research project PLANETS. The new idea of this solution is to 

agree on a discrete jitter value per QoS class which is imposed on network nodes. 

Including best effort, four QoS classes were defined, two elastic and two inelastic. 

The solution has several benefits: 

 End-to-end delay and packet loss rate can be predicted  

 It is easy to implement with simple scheduler and queue length given in 

PLANETS  

 Nodes can be easily verified for compliance  

 End users do notice the difference in quality  

The MUSE project finally elaborated its own QoS solution which is primarily based 

in: 
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 The usage of traffic classes  

 Selective CAC concept  

 Appropriate network dimensioning  

Quality of service procedures 

Unlike the Internet 2 Abilene Network, the Internet is actually a series of exchange 

points interconnecting private networks and not a network in its own right.[5] Hence 

the Internet's core is owned and managed by a number of different Network Service 

Providers, not a single entity. Its behavior is much more stochastic or unpredictable. 

Therefore, research continues on QoS procedures that are deployable in large, diverse 

networks. 

There are two principal approaches to QoS in modern packet-switched networks, a 

parameterized system based on an exchange of application requirements with the 

network, and a prioritized system where each packet identifies a desired service level 

to the network. On the Internet, Integrated services ("IntServ") implements the 

parameterized approach. In this model, applications use the Resource Reservation 

Protocol (RSVP) to request and reserve resources through a network. 

Differentiated services ("DiffServ") implements the prioritized model. DiffServ marks 

packets according to the type of service they need. In response to these markings, 

routers and switches use various queueing strategies to tailor performance to 

requirements. (At the IP layer, differentiated services code point (DSCP) markings 

use the first 6 bits in the TOS field of the IP packet header. At the MAC layer, VLAN 

IEEE 802.1q and IEEE 802.1p can be used to carry essentially the same information.) 

Cisco IOS NetFlow and the Cisco Class Based QoS (CBQoS)Management 

Information Base (MIB) can both be leveraged within a Cisco network device to 

obtain visibility into QoS policies and their effectiveness on network traffic. [6] 

Non-IP protocols, specially those intended for voice transmission, such as ATM or 

GSM, have already implemented QoS in the core protocol and don't need additional 

procedures to achieve it. 
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End-to-end Quality of Service 

End-to-end Quality of Service usually requires a method of coordinating resource 

allocation between one automonous system and another. Research consortia such as 

EuQoS [3] and fora such as IPsphere [4] have developed mechanisms for handshaking 

QoS invocation from one domain to the next. IPsphere defined the SSS signaling bus 

(Service Structuring Stratum) in order to setup, invoke and assure network services. 

EuQoS conducted experiments to integrate SIP, NSIS and IPsphere's SSS. 

The Internet Engineering Task Force (IEFT) defined the RSVP protocol for 

bandwidth reservation. RSVP is an end to end bandwidth reservation protocol that is 

also useful to end to end QoS.RSVP:Resource reservation protocol. The traffic 

engineering version, RSVP-TE, is used in many networks today to establish traffic-

engineered MPLS label-switched paths. 

The IEFT also defined, NSIS (Next Steps in Signalling) with QoS signalling as a 

target. NSIS is a development and simplification of RSVP. NSIS [5] 

Quality of service circumvention 

Strong cryptography network protocols such as Secure Sockets Layer, I2P, and virtual 

private networks obscure the data transferred using them. As all electronic commerce 

on the Internet requires the use of such strong cryptography protocols, unilaterally 

downgrading the performance of encrypted traffic creates an unacceptable hazard for 

customers. Yet, encrypted traffic is otherwise unable to undergo deep packet 

inspection for QoS. 
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      UNIT V 

Simple Mail Transfer Protocol (SMTP) is an Internet standard for electronic mail 

(e-mail) transmission across Internet Protocol (IP) networks.It includes the extended 

SMTP (ESMTP) additions, and is the protocol in widespread use today. SMTP is 

specified for outgoing mail transport and uses TCP port 25. 

While electronic mail servers and other mail transfer agents use SMTP to send and 

receive mail messages, user-level client mail applications typically only use SMTP for 

sending messages to a mail server for relaying. For receiving messages, client 

applications usually use either the Post Office Protocol (POP) or the Internet Message 

Access Protocol (IMAP) or a proprietary system (such as Microsoft Exchange or 

Lotus Notes/Domino) to access their mail box accounts on a mail server. 

Email is submitted by a mail client (MUA, message user agent) to a mail server 

(MSA, message submission agent) using SMTP on TCP port 587. Most mailbox 

providers still allow submission on traditional port 25. From there, the MSA delivers 

the mail to its MTA. Often, these two agents are just different instances of the same 

software launched with different options on the same machine. Local processing can 

be done either on a single machine, or split among various appliances; in the former 

case, involved processes can share files; in the latter case, SMTP is used to transfer 

the message internally, with each host configured to use the next appliance as a smart 

host. Each process is an MTA in its own right; that is, an SMTP server. 

The boundary MTA has to locate the target host. It uses the in the Domain name 

system (DNS) to look up the the mail exchanger record (MX record) for the 

recipient's domain (the part of the address on the right of @). The returned MX record 

contains the name of the target host. The MTA next looks up the A record for that 

name in order to get the IP address and connect to such host as an SMTP client. (The 
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article on MX record discusses many factors in determining which server the sending 

MTA connects to.) 

Once the MX target accepts the incoming message, it hands it to a mail delivery agent 

(MDA) for local mail delivery. An MDA is able to save messages in the relevant 

mailbox format]]. Again, mail reception can be done using many computers or just 

one —the picture displays two nearby boxes in either case. An MDA may deliver 

messages directly to storage, or forward them over a network using SMTP, or any 

other means, including the Local Mail Transfer Protocol (LMTP), a derivative of 

SMTP designed for this purpose. 

Once delivered to the local mail server, the mail is stored for batch retrieval by 

authenticated mail clients (MUAs). Mail is retrieved by end-user applications, called 

email clients, using Internet Message Access Protocol (IMAP), a protocol that both 

facilitates access to mail and manages stored mail, or the Post Office Protocol (POP) 

which typically uses the traditional mbox mail file format or a proprietary system such 

as Microsoft Exchange/Outlook or Lotus Notes/Domino. Webmail clients may use 

either method, but the retrieval protocol is often not a formal standard. 

SMTP defines message transport, not the message content. Thus, it defines the mail 

envelope and its parameters, such as the envelope sender, but not the header or the 

body of the message itself. STD 10 and RFC 5321 define SMTP (the envelope), while 

STD 11 and RFC 5322 define the message (header and body), formally referred to as 

the Internet Message Format. 

SMTP  Protocols 

SMTP is a text-based protocol, in which a mail sender communicates with a mail 

receiver by issuing command strings and supplying necessary data over a reliable 

ordered data stream channel, typically a Transmission Control Protocol (TCP) 
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connection. An SMTP session consists of commands originated by an SMTP client 

(the initiating agent, sender, or transmitter) and corresponding responses from the 

SMTP server (the listening agent, or receiver) so that the session is opened, and 

session parameters are exchanged. A session may include zero or more SMTP 

transactions. An SMTP transaction consists of three command/reply sequences (see 

example below.) They are: 

1. MAIL command, to establish the return address, a.k.a. Return-Path, 

5321.From, mfrom, or envelope sender. This is the address for bounce 

messages.  

2. RCPT command, to establish a recipient of this message. This command can 

be issued multiple times, one for each recipient. These addresses are also part 

of the envelope.  

3. DATA to send the message text. This is the content of the message, as opposed 

to its envelope. It consists of a message header and a message body separated 

by an empty line. DATA is actually a group of commands, and the server 

replies twice: once to the DATA command proper, to acknowledge that it is 

ready to receive the text, and the second time after the end-of-data sequence, to 

either accept or reject the entire message.  

Multipurpose Internet Mail Extensions (MIME) is an Internet standard that 

extends the format of e-mail to support: 

 Text in character sets other than ASCII  

 Non-text attachments  

 Message bodies with multiple parts  

 Header information in non-ASCII character sets  
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MIME defines mechanisms for sending other kinds of information in e-mail. These 

include text in languages other than English using character encodings other than 

ASCII, and 8-bit binary content such as files containing images, sounds, movies, and 

computer programs. MIME is also a fundamental component of communication 

protocols such as HTTP, which requires that data be transmitted in the context of e-

mail-like messages even though the data might not (and usually doesn't) actually have 

anything to do with e-mail. Mapping messages into and out of MIME format is 

typically done automatically by an e-mail client or by mail servers when sending or 

receiving Internet (SMTP/MIME) e-mail. 

The goals of the MIME definition included requiring no changes to existent e-mail 

servers and allowing plain text e-mail to function in both directions with existing 

clients. These goals were achieved by using additional RFC 822-style headers for all 

MIME message attributes and by making the MIME headers optional with default 

values ensuring a non-MIME message is interpreted correctly by a MIME-capable 

client. A simple MIME text message is therefore likely to be interpreted correctly by a 

non-MIME client although if it has e-mail headers the non-MIME client won't know 

how to interpret. Similarly, if the quoted printable transfer encoding (see below) is 

used, the ASCII part of the message will be intelligible to users with non-MIME 

clients 

Multipart subtypes 

The MIME standard defines various multipart-message subtypes, which specify the 

nature of the message parts and their relationship to one another. The subtype is 

specified in the "Content-Type" header of the overall message. For example, a 

multipart MIME message using the digest subtype would have its Content-Type set as 

"multipart/digest". 

http://en.wikipedia.org/wiki/Character_encoding
http://en.wikipedia.org/wiki/Image
http://en.wikipedia.org/wiki/Sound
http://en.wikipedia.org/wiki/Film
http://en.wikipedia.org/wiki/Computer_program
http://en.wikipedia.org/wiki/HTTP
http://en.wikipedia.org/wiki/E-mail_client
http://en.wikipedia.org/wiki/Mail_transfer_agent
http://tools.ietf.org/html/rfc822


 

  Powered by www.technoscriptz.com 

The RFC initially defined 4 subtypes: mixed, digest, alternative and parallel. A 

minimally compliant application must support mixed and digest; other subtypes are 

optional. Additional subtypes, such as signed and form-data, have since been 

separately defined in other RFCs. 

IMAP: 

The Internet Message Access Protocol (IMAP) is one of the two most prevalent 

Internet standard protocols for e-mail retrieval, the other being the Post Office 

Protocol (POP).Virtually all modern e-mail clients and mail servers support both 

protocols as a means of transferring e-mail messages from a server. 

The Internet Message Access Protocol (commonly known as IMAP, and previously 

called Internet Mail Access Protocol, Interactive Mail Access Protocol is an 

Application Layer Internet protocol that allows an e-mail client to access e-mail on a 

remote mail server. 

IMAP supports both on-line and off-line modes of operation. E-mail clients using 

IMAP generally leave messages on the server until the user explicitly deletes them. 

This and other characteristics of IMAP operation allow multiple clients to manage the 

same mailbox. Most e-mail clients support IMAP in addition to POP to retrieve 

messages; however, fewer email services support IMAP IMAP offers access to the 

mail store. Clients may store local copies of the messages, but these are considered to 

be a temporary cache. 

E-mail messages are sent to an e-mail server that stores messages in the recipient's 

email box. The user retrieves messages with an e-mail client that uses one of a number 

of e-mail retrieval protocols. Some clients and servers preferentially use vendor-

specific, proprietary protocols, but most support the Internet standard protocols, 
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SMTP for sending e-mail and POP and IMAP for retrieving e-mail, allowing 

interoperability with other servers and clients.). 

The Internet Message Access Protocol (commonly known as IMAP, and previously 

called Internet Mail Access Protocol, Interactive Mail Access Protocol is an 

Application Layer Internet protocol that allows an e-mail client to access e-mail on a 

remote mail server.IMAP supports both on-line and off-line modes of operation. E-

mail clients using IMAP generally leave messages on the server until the user 

explicitly deletes them. This and other characteristics of IMAP operation allow 

multiple clients to manage the same mailbox. Most e-mail clients support IMAP in 

addition to POP to retrieve messages; however, fewer email services support IMAP. 

IMAP offers access to the mail store. Clients may store local copies of the messages, 

but these are considered to be a temporary cache. 

E-mail messages are sent to an e-mail server that stores messages in the recipient's 

email box. The user retrieves messages with an e-mail client that uses one of a number 

of e-mail retrieval protocols. Some clients and servers preferentially use vendor-

specific, proprietary protocols, but most support the Internet standard protocols, 

SMTP for sending e-mail and POP and IMAP for retrieving e-mail, allowing 

interoperability with other servers and clients 

ADVANTAGES OS IMAP: 

Connected and disconnected modes of operation 

When using POP, clients typically connect to the e-mail server briefly, only as long as 

it takes to download new messages. When using IMAP4, clients often stay connected 

as long as the user interface is active and download message content on demand. For 

users with many or large messages, this IMAP4 usage pattern can result in faster 

response times. 
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Multiple clients simultaneously connected to the same mailbox 

The POP protocol requires the currently connected client to be the only client 

connected to the mailbox. In contrast, the IMAP protocol specifically allows 

simultaneous access by multiple clients and provides mechanisms for clients to detect 

changes made to the mailbox by other, concurrently connected, clients. 

Access to MIME message parts and partial fetch 

Usually all Internet e-mail is transmitted in MIME format, allowing messages to have 

a tree structure where the leaf nodes are any of a variety of single part content types 

and the non-leaf nodes are any of a variety of multipart types. The IMAP4 protocol 

allows clients to separately retrieve any of the individual MIME parts and also to 

retrieve portions of either individual parts or the entire message. These mechanisms 

allow clients to retrieve the text portion of a message without retrieving attached files 

or to stream content as it is being fetched. 

Message state information 

Through the use of flags defined in the IMAP4 protocol, clients can keep track of 

message state; for example, whether or not the message has been read, replied to, or 

deleted. These flags are stored on the server, so different clients accessing the same 

mailbox at different times can detect state changes made by other clients. POP 

provides no mechanism for clients to store such state information on the server so if a 

single user accesses a mailbox with two different POP clients, state information—

such as whether a message has been accessed—cannot be synchronized between the 

clients. The IMAP4 protocol supports both pre-defined system flags and client defined 

keywords. System flags indicate state information such as whether a message has 

been read. Keywords, which are not supported by all IMAP servers, allow messages 

to be given one or more tags whose meaning is up to the client. Adding user created 
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tags to messages is an operation supported by some web-based email services, such as 

Gmail. 

Multiple mailboxes on the server 

IMAP4 clients can create, rename, and/or delete mailboxes (usually presented to the 

user as folders) on the server, and move messages between mailboxes. Multiple 

mailbox support also allows servers to provide access to shared and public folders. 

Server-side searches 

IMAP4 provides a mechanism for a client to ask the server to search for messages 

meeting a variety of criteria. This mechanism avoids requiring clients to download 

every message in the mailbox in order to perform these searches. 

Built-in extension mechanism 

Reflecting the experience of earlier Internet protocols, IMAP4 defines an explicit 

mechanism by which it may be extended. Many extensions to the base protocol have 

been proposed . 

DISADVANTAGES OF IMAP: 

While IMAP remedies many of the shortcomings of POP, this inherently introduces 

additional complexity. Much of this complexity (e.g., multiple clients accessing the 

same mailbox at the same time) is compensated for by server-side workarounds such 

as Maildir or database backends. 

Unless the mail store and searching algorithms on the server are carefully 

implemented, a client can potentially consume large amounts of server resources 

when searching massive mailboxes. 
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IMAP4 clients need to maintain a TCP/IP connection to the IMAP server in order to 

be notified of the arrival of new mail. Notification of mail arrival is done through in-

band signaling, which contributes to the complexity of client-side IMAP protocol 

handling. A private proposal, push IMAP, would extend IMAP to implement push e-

mail by sending the entire message instead of just a notification. However, push 

IMAP has not been generally accepted and current IETF work has addressed the 

problem in other ways (see the Lemonade Profile for more information). 

Unlike some proprietary protocols which combine sending and retrieval operations, 

sending a message and saving a copy in a server-side folder with a base-level IMAP 

client requires transmitting the message content twice, once to SMTP for delivery and 

a second time to IMAP to store in a sent mail folder.  

POP3 

In computing, the Post Office Protocol (POP) is an application-layer Internet 

standard protocol used by local e-mail clients to retrieve e-mail from a remote server 

over a TCP/IP connection. POP and IMAP (Internet Message Access Protocol) are the 

two most prevalent Internet standard protocols for e-mail retrieval. Virtually all 

modern e-mail clients and servers support both. The POP protocol has been developed 

through several versions, with version 3 (POP3) being the current standard. POP3 is 

used for most mail clients such as gmail and yahoo. 

POP supports simple download-and-delete requirements for access to remote 

mailboxes (termed maildrop in the POP RFC's). Although most POP clients have an 

option to leave mail on server after download, e-mail clients using POP generally 

connect, retrieve all messages, store them on the user's PC as new messages, delete 

them from the server, and then disconnect. Other protocols, notably IMAP, (Internet 

Message Access Protocol) provide more complete and complex remote access to 
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typical mailbox operations. Many e-mail clients support POP as well as IMAP to 

retrieve messages; however, fewer Internet Service Providers (ISPs) support IMAP. 

A POP3 server listens on well-known port 110. Encrypted communication for POP3 

is either requested after protocol initiation, using the STLS command, if supported, or 

by POP3S, which connects to the server using Transport Layer Security (TLS) or 

Secure Sockets Layer (SSL) on well-known TCP port 995 (e.g. Google Gmail). 

Available messages to the client are fixed when a POP session opens the maildrop, 

and are identified by message-number local to that session or, optionally, by a unique 

identifier assigned to the message by the POP server. This unique identifier is 

permanent and unique to the maildrop and allows a client to access the same message 

in different POP sessions. Mail is retrieved and marked for deletion by message-

number. When the client exits the session, the mail marked for deletion is removed 

from the maildrop. 

PROTOCOLS USED IN POP3: 

STLS 

POP uses the Transmission Control Protocol on port number 110. Transmission may 

be encrypted using Transport Layer Security (TLS) or Secure Sockets Layer (SSL). 

This is negotiated in the POP3 protocol using the STLS command. Some clients and 

servers, such as Google Gmail, instead use the deprecated alternate-port method, 

which uses TCP port 995 (POP3S). 

 XTND XMIT 

Irrespective of the mail retrieval protocol, e-mail clients typically use the Message 

Submission flavor of the Simple Mail Transfer Protocol (SMTP) to send messages. 
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POP3 contains a protocol extension, known as "XTND XMIT", that allows clients to 

transmit outbound mail. The Qualcomm qpopper and CommuniGate Pro servers and 

Eudora clients are examples of systems that optionally utilize the XTND XMIT 

methods of authenticated client-to-server e-mail transmission. 

SDPS 

Demon Internet introduced extensions to POP3 that allow multiple accounts per 

domain, and has become known as Standard Dial-up POP3 Service (SDPS) To access 

each account, the username includes the hostname, as john@hostname or 

john+hostname. 

Comparison with IMAP 

Clients which leave mail on server generally use the UIDL command get the current 

association of message-numbers to message identified by its unique identifier. The 

unique identifier is arbitrary, and might be repeated if the mailbox contains identical 

messages. In contrast, IMAP uses a 32-bit unique identifier (UID) that is assigned to 

messages in ascending (although not necessarily consecutive) order as they are 

received. When retrieving new messages, an IMAP client requests the UIDs greater 

than the highest UID among all previously-retrieved messages, whereas a POP client 

must fetch the entire UIDL map. For large mailboxes, this can require significant 

processing. 

MIME serves as the standard for attachments and non-ASCII text in e-mail. Although 

neither POP3 nor SMTP require MIME-formatted e-mail, essentially all Internet e-

mail comes MIME-formatted, so POP clients must also understand and use MIME. 

IMAP, by design, assumes MIME-formatted e-mail. 
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HTTP: 

The Hypertext Transfer Protocol (HTTP) is an Application Layer protocol for 

distributed, collaborative, hypermedia information systems 

HTTP is a request-response protocol standard for client-server computing. In HTTP, a 

web browser, for example, acts as a client, while an application running on a 

computer hosting the web site acts as a server. The client submits HTTP requests to 

the responding server by sending messages to it. The server, which stores content (or 

resources) such as HTML files and images, or generates such content on the fly, sends 

messages back to the client in response. These returned messages may contain the 

content requested by the client or may contain other kinds of response indications. A 

client is also referred to as a user agent (or 'UA'). A web crawler is another example 

of a common type of client or user agent. 

In between the client and server there may be several intermediaries, such as proxies, 

web caches or gateways. In such a case, the client communicates with the server 

indirectly, and only converses directly with the first intermediary in the chain. A 

server may be called the origin server to reflect the fact that this is where content 

ultimately originates from. 

HTTP is not constrained in principle to using TCP/IP, although this is its most popular 

implementation platform. Indeed HTTP can be "implemented on top of any other 

protocol on the Internet, or on other networks." HTTP only presumes a reliable 

transport; any protocol that provides such guarantees can be used.[2] 

Resources to be accessed by HTTP are identified using Uniform Resource Identifiers 

(URIs)—or, more specifically, Uniform Resource Locators (URLs)—using the http 

or https URI schemes. 
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Its use for retrieving inter-linked resources, called hypertext documents. 

HTTP Session: 

An HTTP session is a sequence of network request-response transactions. An HTTP 

client initiates a request. It establishes a Transmission Control Protocol (TCP) 

connection to a particular port on a host . An HTTP server listening on that port waits 

for a client's request message. Upon receiving the request, the server sends back a 

status line, such as "HTTP/1.1 200 OK", and a message of its own, the body of which 

is perhaps the requested resource, an error message, or some other information. 

REQUEST METHODS: 

HTTP defines nine methods (sometimes referred to as "verbs") indicating the desired 

action to be performed on the identified resource. What this resource represents, 

whether pre-existing data or data that is generated dynamically, depends on the 

implementation of the server. Often, the resource corresponds to a file or the output of 

an executable residing on the server. 

HEAD  

Asks for the response identical to the one that would correspond to a GET 

request, but without the response body. This is useful for retrieving meta-

information written in response headers, without having to transport the entire 

content.  

GET  

Requests a representation of the specified resource. Note that GET should not 

be used for operations that cause side-effects, such as using it for taking actions 

in web applications. One reason for this is that GET may be used arbitrarily by 

robots or crawlers, which should not need to consider the side effects that a 

request should cause. See safe methods below.  
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POST  

Submits data to be processed (e.g., from an HTML form) to the identified 

resource. The data is included in the body of the request. This may result in the 

creation of a new resource or the updates of existing resources or both.  

PUT  

Uploads a representation of the specified resource.  

DELETE  

Deletes the specified resource.  

TRACE  

Echoes back the received request, so that a client can see what (if any) changes 

or additions have been made by intermediate servers.  

OPTIONS  

Returns the HTTP methods that the server supports for specified URL. This can 

be used to check the functionality of a web server by requesting '*' instead of a 

specific resource.  

CONNECT  

Converts the request connection to a transparent TCP/IP tunnel, usually to 

facilitate SSL-encrypted communication (HTTPS) through an unencrypted 

HTTP proxy.  

PATCH  

Is used to apply partial modifications to a resource  

HTTP servers are required to implement at least the GET and HEAD methods 

and, whenever possible, also the OPTIONS method. 
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DNS 

The Domain Name System (DNS) is a hierarchical naming system for computers, 

services, or any resource connected to the Internet or a private network. It associates 

various information with domain names assigned to each of the participants. Most 

importantly, it translates domain names meaningful to humans into the numerical 

(binary) identifiers associated with networking equipment for the purpose of locating 

and addressing these devices worldwide. An often-used analogy to explain the 

Domain Name System is that it serves as the "phone book" for the Internet by 

translating human-friendly computer hostnames into IP addresses. For example, 

www.example.com translates to 192.0.32.10. 

The Domain Name System makes it possible to assign domain names to groups of 

Internet users in a meaningful way, independent of each user's physical location. 

Because of this, World Wide Web (WWW) hyperlinks and Internet contact 

information can remain consistent and constant even if the current Internet routing 

arrangements change or the participant uses a mobile device. Internet domain names 

are easier to remember than IP addresses such as 208.77.188.166 (IPv4) or 

2001:db8::1f70:6e8 (IPv6). People take advantage of this when they recite 

meaningful URLs and e-mail addresses without having to know how the machine will 

actually locate them. 

The Domain Name System distributes the responsibility of assigning domain names 

and mapping those names to IP addresses by designating authoritative name servers 

for each domain. Authoritative name servers are assigned to be responsible for their 

particular domains, and in turn can assign other authoritative name servers for their 

sub-domains. This mechanism has made the DNS distributed and fault tolerant and 

has helped avoid the need for a single central register to be continually consulted and 

updated. 
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In general, the Domain Name System also stores other types of information, such as 

the list of mail servers that accept email for a given Internet domain. By providing a 

worldwide, distributed keyword-based redirection service, the Domain Name System 

is an essential component of the functionality of the Internet. 

Name servers 

The Domain Name System is maintained by a distributed database system, which uses 

the client-server model. The nodes of this database are the name servers. Each domain 

has at least one authoritative DNS server that publishes information about that domain 

and the name servers of any domains subordinate to it. The top of the hierarchy is 

served by the root nameservers, the servers to query when looking up (resolving) a 

top-level domain name (TLD). 

Authoritative name server 

An authoritative name server is a name server that gives answers that have been 

configured by an original source, for example, the domain administrator or by 

dynamic DNS methods, in contrast to answers that were obtained via a regular DNS 

query to another name server. An authoritative-only name server only returns answers 

to queries about domain names that have been specifically configured by the 

administrator. 

An authoritative name server can either be a master server or a slave server. A master 

server is a server that stores the original (master) copies of all zone records. A slave 

server uses an automatic updating mechanism of the DNS protocol in communication 

with its master to maintain an identical copy of the master records. 

Every DNS zone must be assigned a set of authoritative name servers that are installed 

in NS records in the parent zone. 
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When domain names are registered with a domain name registrar their installation at 

the domain registry of a top level domain requires the assignment of a primary name 

server and at least one secondary name server. The requirement of multiple name 

servers aims to make the domain still functional even if one name server becomes 

inaccessible or inoperable. The designation of a primary name server is solely 

determined by the priority given to the domain name registrar. For this purpose 

generally only the fully qualified domain name of the name server is required, unless 

the servers are contained in the registered domain, in which case the corresponding IP 

address is needed as well 

SNMP: 

Simple Network Management Protocol (SNMP) is a UDP-based network protocol. 

It is used mostly in network management systems to monitor network-attached 

devices for conditions that warrant administrative attention. SNMP is a component of 

the Internet Protocol Suite as defined by the Internet Engineering Task Force (IETF). 

It consists of a set of standards for network management, including an application 

layer protocol, a database schema, and a set of data objects 

An SNMP-managed network consists of three key components: 

 Managed device  

 Agent — software which runs on managed devices  

 Network management system (NMS) — software which runs on the manager  

A managed device is a network node that implements an SNMP interface that allows 

unidirectional (read-only) or bidirectional access to node-specific information. 

Managed devices exchange node-specific information with the NMSs. Sometimes 

called network elements, the managed devices can be any type of device, including, 
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but not limited to, routers, access servers, switches, bridges, hubs, IP telephones, IP 

video cameras, computer hosts, and printers. 

An agent is a network-management software module that resides on a managed 

device. An agent has local knowledge of management information and translates that 

information to or from an SNMP specific form. 

A network management system (NMS) executes applications that monitor and control 

managed devices. NMSs provide the bulk of the processing and memory resources 

required for network management. One or more NMSs may exist on any managed 

network. 

SNMP itself does not define which information (which variables) a managed 

system should offer. Rather, SNMP uses an extensible design, where the available 

information is defined by management information bases (MIBs). MIBs describe the 

structure of the management data of a device subsystem; they use a hierarchical 

namespace containing object identifiers (OID). Each OID identifies a variable that can 

be read or set via SNMP.  

Protocol details 

SNMP operates in the Application Layer of the Internet Protocol Suite (Layer 7 of the 

OSI model). The SNMP agent receives requests on UDP port 161. The manager may 

send requests from any available source port to port 161 in the agent. The agent 

response will be sent back to the source port on the manager. 

All SNMP PDUs are constructed as follows: 

IP UDP version commun PDU- request- error- error- variable 
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header header ity type id status index bindings 

The seven SNMP protocol data units (PDUs) are as follows: 

GetRequest 

Retrieve the value of a variable or list of variables. Desired variables are specified in 

variable bindings (values are not used). Retrieval of the specified variable values is to 

be done as an atomic operation by the agent. A Response with current values is 

returned. 

SetRequest 

Change the value of a variable or list of variables. Variable bindings specified in the 

body of the request. Changes to all specified variables are to be made as an atomic 

operation by the agent. A Response with (current) new values for the variables is 

returned. 

GetNextRequest 

Returns a Response with variable binding for the lexicographically next variable in the MIB. The 

entire MIB of an agent can be walked by iterative application of GetNextRequest starting at OID 

0. Rows of a table can be read by specifying column OIDs in the variable bindings of the request. 

GetBulkRequest 

Optimized version of GetNextRequest. Requests multiple iterations of GetNextRequest 

and returns a Response with multiple variable bindings walked from the variable 

binding or bindings in the request. PDU specific non-repeaters and max-repetitions 

fields are used to control response behavior. GetBulkRequest was introduced in 

SNMPv2. 
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Response 

Returns variable bindings and acknowledgement for GetRequest, SetRequest, 

GetNextRequest, GetBulkRequest and InformRequest. Error reporting is provided by 

error-status and error-index fields. Although it was used as a response to both gets 

and sets, this PDU was called GetResponse in SNMPv1. 

Trap 

Asynchronous notification from agent to manager. Includes sysUpTime, an OID 

identifying the type of trap and optional variable bindings. Destination addressing for 

traps is determined in an application specific manner typically through trap 

configuration variables in the MIB. The format of the trap message was changed in 

SNMPv2 and the PDU was renamed SNMPv2-Trap. 

 InformRequest 

This is acknowledged asynchronous notification from manager to manager. This PDU 

use the same format as the SNMPv2 version of Trap. Manager-to-manager 

notifications were already possible in SNMPv1 (using a Trap), but as SNMP 

commonly runs over UDP where delivery is not assured and dropped packets are not 

reported, delivery of a Trap was not guaranteed. InformRequest fixes this by sending 

back an acknowledgement on receipt. Receiver replies with Response parroting all 

information in the InformRequest. This PDU was introduced in SNMPv2. 

TELNET (TELE NETwork) is a network protocol used on the Internet or local area 

networks to provide a bidirectional interactive text-oriented communications facility 

via a virtual terminal connection. User data is interspersed in-band with TELNET 

control information in an 8-bit byte oriented data connection over the Transmission 

Control Protocol (TCP). 
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Telnet was developed in 1969 beginning with RFC 15, extended in RFC 854, and 

standardized as Internet Engineering Task Force (IETF) Internet Standard STD 8, one 

of the first Internet standards. 

Historically, telnet provided access to a command-line interface (usually, of an 

operating system) on a remote host. Most network equipment and operating systems 

with a TCP/IP stack support a Telnet service for remote configuration (including 

systems based on Windows NT). Because of security issues with Telnet, its use for 

this purpose has waned in favor of SSH. 

The term telnet may also refer to the software that implements the client part of the 

protocol. Telnet client applications are available for virtually all computer platforms. 

Telnet is also used as a verb. To telnet means to establish a connection with the Telnet 

protocol, either with command line client or with a programmatic interface. For 

example, a common directive might be: "To change your password, telnet to the 

server, login and run the passwd command." Most often, a user will be telnetting to a 

Unix-like server system or a network device such as a router and obtain a login 

prompt to a command line text interface or a character-based full-screen manager. 

Telnet is a client-server protocol, based on a reliable connection-oriented transport. 

Typically this protocol is used to establish a connection to Transmission Control 

Protocol (TCP) port number 23, where a Telnet server application (telnetd) is 

listening. Telnet, however, predates TCP/IP and was originally run over Network 

Control Program (NCP) protocols. 

Transport Layer Security (TLS) and its predecessor, Secure Socket Layer (SSL), 

are cryptographic protocols that provide security for communications over networks 

such as the Internet. TLS and SSL encrypt the segments of network connections at the 

Application Layer to ensure secure end-to-end transit at the Transport Layer 
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TELNET Protocols: 

The Telnet protocol is often thought of as simply providing a facility for remote logins 

to computer via the Internet. This was its original purpose although it can be used for 

many other purposes.  

It is best understood in the context of a user with a simple terminal using the local 

telnet program (known as the client program) to run a login session on a remote 

computer where his communications needs are handled by a telnet server program. It 

should be emphasised that the telnet server can pass on the data it has received from 

the client to many other types of process including a remote login server. It is 

described in RFC854 and was first published in 1983.  

The Network Virtual Terminal: 

Communication is established using the TCP/IP protocols and communication is 

based on a set of facilities known as a Network Virtual Terminal (NVT). At the user 

or client end the telnet client program is responsible for mapping incoming NVT 

codes to the actual codes needed to operate the user's display device and is also 

responsible for mapping user generated keyboard sequences into NVT sequences.  

The NVT uses 7 bit codes for characters, the display device, referred to as a printer in 

the RFC, is only required to display the "standard" printing ASCII characters 

represented by 7 bit codes and to recognise and process certain control codes. The 7 

bit characters are transmitted as 8 bit bytes with most significant bit set to zero. An 

end-of-line is transmitted as the character sequence CR (carriage return) followed by 

LF (line feed). If it is desired to transmit an actual carriage return this is transmitted as 

a carriage return followed by a NUL (all bits zero) character.  
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File Transfer Protocol (FTP) is a standard network protocol used to copy a file from 

one host to another over a TCP/IP-based network, such as the Internet. FTP is built on 

a client-server architecture and utilizes separate control and data connections between 

the client and server applications, which solves the problem of different end host 

configurations (i.e., Operating System, file names) FTP is used with user-based 

password authentication or with anonymous user access 

FTP can be run in active mode or passive mode, which control how the second 

connection is opened. In active mode the client sends the server the IP address port 

number that the client will use for the data connection, and the server opens the 

connection. Passive mode was devised for use where the client is behind a firewall 

and unable to accept incoming TCP connections. The server sends the client an IP 

address and port number and the client opens the connection to the server.  

While transferring data over the network, four data representations can be used: 

 ASCII mode: used for text. Data is converted, if needed, from the sending 

host's character representation to "8-bit ASCII" before transmission, and (again, 

if necessary) to the receiving host's character representation. As a consequence, 

this mode is inappropriate for files that contain numeric data in binary, floating 

point or binary coded decimal form.  

 Image mode (commonly called Binary mode): the sending machine sends each 

file byte for byte and as such the recipient stores the bytestream as it receives it. 

(Image mode support has been recommended for all implementations of FTP).  

 EBCDIC mode: use for plain text between hosts using the EBCDIC character 

set. This mode is otherwise like ASCII mode.  

 Local mode: Allows two computers with identical setups to send data in a 

proprietary format without the need to convert it to ASCII  
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For text files, different format control and record structure options are provided. These 

features were designed to facilitate files containing Telnet or ASA formatting. 

Data transfer can be done in any of three modes: 

 Stream mode: Data is sent as a continuous stream, relieving FTP from doing 

any processing. Rather, all processing is left up to TCP. No End-of-file 

indicator is needed, unless the data is divided into records.  

 Block mode: FTP breaks the data into several blocks (block header, byte count, 

and data field) and then passes it on to TCP.  

 Compressed mode: Data is compressed using a single algorithm (usually Run-

length encoding).  

The original FTP specification has many security concerns. 

 Bounce Attacks  

 Spoof Attacks  

 Brute Force Attacks  

 Sniffing  

 Username Protection  

 Port Stealing  

FTP Protocols: 

The File Transfer Protocol use with the scientific and research network, ARPANET. 

Access to the ARPANET during this time was limited to a small number of military 

sites and universities, negating the need for data security or privacy requirements 

within the protocol. 
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As the ARPANET gave way to the Internet, data began to traverse increasingly longer 

paths from client to server. The opportunity for unauthorized third parties to 

eavesdrop on data transmissions proportionally increased. 

The Internet browser company Netscape developed and released the application layer 

wrapper, Secure Sockets Layer.This protocol enables applications to communicate 

across a network in a private and secure fashion, discouraging eavesdropping, 

tampering, and message forgery. While it can add security to any protocol that uses 

reliable connections (such as TCP), it was most commonly used by Netscape with 

HTTP to form HTTPS. 

The SSL protocol was eventually applied to FTP, with a draft Request for Comments 

(RFC. An official IANA port was registered shortly thereafter.  

Two separate methods were developed to invoke client security for use with 

FTP clients: Explicit or Implicit. The explicit method is a legacy compatible 

implementation where FTPS aware clients can invoke security with an FTPS aware 

server without breaking overall FTP functionality with non-FTPS aware clients. The 

implicit method requires that all clients of the FTPS server be aware that SSL is to be 

used on the session, and thus is incompatible with non-FTPS-aware clients. 

Explicit 

In explicit mode (also known as FTPES), an FTPS client must "explicitly request" 

security from an FTPS server and then step-up to a mutually agreed encryption 

method. If a client does not request security, the FTPS server can either allow the 

client to continue insecure or refuse/limit the connection. 

The mechanism for negotiating authentication and security with FTP was added , 

which included the new FTP command AUTH. While this RFC does not explicitly 
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define any required security mechanisms (i.e., SSL or TLS), it does require that the 

FTPS client will challenge the FTPS server with a mutually known mechanism. If the 

FTPS client challenges the FTPS server with an unknown security mechanism, the 

FTPS server will respond to the AUTH command with error code 504 (not 

supported). Clients could determine which mechanisms were supported by querying 

the FTPS server with the FEAT command, although it should be noted that servers 

are not necessarily required to be honest in disclosing what levels of security they 

support. Common methods of invoking FTPS security included: AUTH TLS and 

AUTH SSL.FTPS compliance required that clients always negotiate using the AUTH 

TLS method. The RFC also recommends FTPS servers to accept the draft mechanism 

AUTH TLS-C. 

Implicit 

Negotiation is not allowed with implicit FTPS configurations. A client is immediately 

expected to challenge the FTPS server with a TLS/SSL ClientHello message. If such 

a message is not received by the FTPS server, the server should drop the connection. 

In order to maintain compatibility with existing non-TLS/SSL aware FTP clients, 

implicit FTPS was expected to listen on the IANA Well . This allowed administrators 

to retain legacy compatible services on the original 21/TCP FTP control channel. 

SECURITY SERVICES: 

SSH: 

Secure Shell or SSH is a network protocol that allows data to be exchanged 

using a secure channel between two networked devices. Used primarily on Linux and 

Unix based systems to access shell accounts, SSH was designed as a replacement for 

Telnet and other insecure remote shells, which send information, notably passwords, 
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in plaintext, rendering them susceptible to packet analysis. The encryption used by 

SSH provides confidentiality and integrity of data over an insecure network, such as 

the Internet 

SSH uses public-key cryptography to authenticate the remote computer and allow the 

remote computer to authenticate the user, if necessary. 

SSH is typically used to log into a remote machine and execute commands, but it also 

supports tunneling, forwarding TCP ports and X11 connections; it can transfer files 

using the associated SFTP or SCP protocols. SSH uses the client-server model. 

The standard TCP port has been assigned for contacting SSH servers. 

An SSH client program is typically used for establishing connections to an SSH 

daemon accepting remote connections. Both are commonly present on most modern 

operating systems, including Mac OS X, Linux, FreeBSD, Solaris and OpenVMS. 

Proprietary, freeware and open source versions of various levels of complexity and 

completeness exist. 

The SSH-2 protocol has an internal architecture with well-separated layers. These are: 

 The transport layer : This layer handles initial key exchange and server 

authentication and sets up encryption, compression and integrity verification. It 

exposes to the upper layer an interface for sending and receiving plaintext 

packets of up to 32,768 bytes each (more can be allowed by the 

implementation). The transport layer also arranges for key re-exchange, usually 

after 1 GB of data has been transferred or after 1 hour has passed, whichever is 

sooner.  

 The user authentication layer: This layer handles client authentication and 

provides a number of authentication methods. Authentication is client-driven: 
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when one is prompted for a password, it may be the SSH client prompting, not 

the server. The server merely responds to client's authentication requests. 

Widely used user authentication methods include the following:  

o password: a method for straightforward password authentication, 

including a facility allowing a password to be changed. This method is 

not implemented by all programs.  

o publickey: a method for public key-based authentication, usually 

supporting at least DSA or RSA keypairs 

o keyboard-interactive :a versatile method where the server sends one or 

more prompts to enter information and the client displays them and 

sends back responses keyed-in by the user. Used to provide one-time 

password authentication such as S/Key or SecurID. Used by some 

OpenSSH configurations when PAM is the underlying host 

authentication provider to effectively provide password authentication, 

sometimes leading to inability to log in with a client that supports just 

the plain password authentication method.  

o GSSAPI authentication methods which provide an extensible scheme to 

perform SSH authentication using external mechanisms such as 

Kerberos 5 or NTLM, providing single sign on capability to SSH 

sessions. These methods are usually implemented by commercial SSH 

implementations for use in organizations, though OpenSSH does have a 

working GSSAPI implementation.  

 The connection layer: This layer defines the concept of channels, channel 

requests and global requests using which SSH services are provided. A single 

SSH connection can host multiple channels simultaneously, each transferring 

data in both directions. Channel requests are used to relay out-of-band channel 

specific data, such as the changed size of a terminal window or the exit code of 
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a server-side process. The SSH client requests a server-side port to be 

forwarded using a global request. Standard channel types include:  

o shell for terminal shells, SFTP and exec requests (including SCP 

transfers)  

o direct-tcpip for client-to-server forwarded connections  

o forwarded-tcpip for server-to-client forwarded connections  

 The SSHFP DNS record provides the public host key fingerprints in order to 

aid in verifying the authenticity of the host.  

This open architecture provides considerable flexibility, allowing SSH to be used for a 

variety of purposes beyond secure shell. The functionality of the transport layer alone 

is comparable to Transport Layer Security (TLS); the user authentication layer is 

highly extensible with custom authentication methods; and the connection layer 

provides the ability to multiplex many secondary sessions into a single SSH 

connection, a feature comparable to BEEP and not available in TLS. 

Since SSH-1 has inherent design flaws which make it vulnerable (e.g., man-in-the-

middle attacks), it is now generally considered obsolete and should be avoided by 

explicitly disabling fallback to SSH-1. While most modern servers and clients support 

SSH-2, some organizations still use software with no support for SSH-2, and thus 

SSH-1 cannot always be avoided. 

Security Issues: 

In all versions of SSH, it is important to verify unknown public keys before 

accepting them as valid. Accepting an attacker's public key as a valid public key has 

the effect of disclosing the transmitted password and allowing man-in-the-middle 

attacks 

http://en.wikipedia.org/wiki/SSHFP
http://en.wikipedia.org/wiki/Transport_Layer_Security
http://en.wikipedia.org/wiki/BEEP
http://en.wikipedia.org/wiki/Man-in-the-middle_attack
http://en.wikipedia.org/wiki/Man-in-the-middle_attack
http://en.wikipedia.org/wiki/Public_key


 

  Powered by www.technoscriptz.com 

Pretty Good Privacy (PGP) is a data encryption and decryption computer program 

that provides cryptographic privacy and authentication for data communication. PGP 

is often used for signing, encrypting and decrypting e-mails to increase the security of 

e-mail communications.  

PGP and similar products follow the OpenPGP standard for encrypting and decrypting 

data. 

PGP encryption uses a serial combination of hashing, data compression, symmetric-

key cryptography, and, finally, public-key cryptography; each step uses one of several 

supported algorithms. Each public key is bound to a user name and/or an e-mail 

address.  which uses a hierarchical approach based on certificate authority and which 

was added to PGP implementations later. Current versions of PGP encryption include 

both options through an automated key management server. 

Compatibility 

As PGP evolves, PGP systems that support newer features and algorithms are able to 

create encrypted messages that older PGP systems cannot decrypt, even with a valid 

private key. Thus, it is essential that partners in PGP communication understand each 

other's capabilities or at least agree on PGP settings. 

Digital signatures 

PGP supports message authentication and integrity checking. The latter is used to 

detect whether a message has been altered since it was completed (the message 

integrity property), and the former to determine whether it was actually sent by the 

person/entity claimed to be the sender (a digital signature). In PGP, these are used by 

default in conjunction with encryption, but can be applied to plaintext as well. The 

sender uses PGP to create a digital signature for the message with either the RSA or 
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DSA signature algorithms. To do so, PGP computes a hash (also called a message 

digest) from the plaintext, and then creates the digital signature from that hash using 

the sender's private keys. 

Security quality 

To the best of publicly available information, there is no known method which will 

allow a person or group to break PGP encryption by cryptographic or computational 

means. , cryptographer Bruce Schneier characterized an early version as being "the 

closest you're likely to get to military-grade encryption." Early versions of PGP have 

been found to have theoretical vulnerabilities and so current versions are 

recommended. In addition to protecting data in transit over a network, PGP encryption 

can also be used to protect data in long-term data storage such as disk files. 

The cryptographic security of PGP encryption depends on the assumption that the 

algorithms used are unbreakable by direct cryptanalysis with current equipment and 

techniques. For instance, in the original version, the RSA algorithm was used to 

encrypt session keys; RSA's security depends upon the one-way function nature of 

mathematical integer factoring. Likewise, the secret key algorithm used in PGP 

version 2 was IDEA, which might, at some future time, be found to have a previously 

unsuspected cryptanalytic flaw. Specific instances of current PGP, or IDEA, 

insecurities—if they exist—are not publicly known. As current versions of PGP have 

added additional encryption algorithms, the degree of their cryptographic vulnerability 

varies with the algorithm used. In practice, each of the algorithms in current use is not 

publicly known to have cryptanalytic weaknesses. 
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New versions of PGP are released periodically and vulnerabilities that 

developers are aware of are progressively fixed. Any agency wanting to read PGP 

messages would probably use easier means than standard cryptanalysis, e.g. rubber-

hose cryptanalysis or black-bag cryptanalysis i.e. installing some form of trojan horse 

or keystroke logging software/hardware on the target computer to capture encrypted 

keyrings and their passwords. The FBI has already used this attack against PGP in its 

investigations. However, any such vulnerabilities apply not just to PGP, but to all 

encryption software. 
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